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Notice Inviting Tender for Selection of System Integrator for Implementation, Rollout and
Operations & Maintenance of ‘One IA&AD One System’ (OIOS) Project

Tender Data Sheet and Timelines

Comptroller and Auditor General of India, New
Tender Inviting Authority
Delhi

Selection of System Integrator for

Implementation, Rollout and Operations &
Name of the Project Work
Maintenance of ‘One IA&AD One System’ (OIOS)

Project
Tender ID 2019_CAG_496493
Tender Reference No. 51-ISW/2019-One IAAD One System Project

This invitation for bids is open to all Indian firms
The tender document issued to who fulfil pre-qualification criteria as specified in

Volume Il of the RFP

As per CPP Portal
Start Date for issue of the Tender document
https://eprocure.gov.in/eprocure/app

Last Date to submit NDA, Integrity Pact and
As per CPP Portal
receive the Tender Document by the
https://eprocure.gov.in/eprocure/app
shortlisted Bidders

Volume | — Functional, Technical and Operational

Requirements

List of Tender documents (RFPs)
Volume Il — Commercial and Bidding Terms

Volume Ill — Master Services Agreement

Sreeraj Ashok
Deputy Director (IS)

Office of the Comptroller and Auditor General of
The Contact Person India

9, Deen Dayal Upadhyaya Marg, New Delhi-
110124

Phone: 011-23235055
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oios@cag.gov.in

Queries for clarifications on RFP document must
Address to send Pre-bid queries reach through E-mail on or before the date of
Pre-bid Conference

As per CPP Portal
Last date to receive Pre-bid queries
https://eprocure.gov.in/eprocure/app

iCISA,

A-52, Institutional Area,

Place for Pre-bid meeting Block A, Industrial Area, Sector 62, Noida,
Uttar Pradesh 201301

0120-2400050/52

As per CPP Portal
Date and time of Pre-bid meeting
https://eprocure.gov.in/eprocure/app

As per CPP Portal
The starting of bid submission
https://eprocure.gov.in/eprocure/app

As per CPP Portal
Last date and time for submission of bid
https://eprocure.gov.in/eprocure/app

Only Online Bids through CPP Portal at
Mode of submission of bids
https://eprocure.gov.in/eprocure/app

RFP Document can be downloaded free of
The Fees cost from

https://eprocure.gov.in/eprocure/app

Last date to receive EMD (Physical
Friday 27" Sep 2019
Instrument)

As per CPP Portal
Technical Bid opening
https://eprocure.gov.in/eprocure/app

180 days from the date of Bid Submission
Validity of the Proposal
Closing

Page 3 of 21


https://eprocure.gov.in/eprocure/app
https://eprocure.gov.in/eprocure/app
https://eprocure.gov.in/eprocure/app
https://eprocure.gov.in/eprocure/app
https://eprocure.gov.in/eprocure/app
https://eprocure.gov.in/eprocure/app
https://eprocure.gov.in/eprocure/app

Notice Inviting Tender for Selection of System Integrator for Implementation, Rollout and
Operations & Maintenance of ‘One IA&AD One System’ (OIOS) Project

Commercial bid opening Will be notified later

Nature of bid process Open Tender
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Operations & Maintenance of ‘One IA&AD One System’ (OIOS) Project

EMD and PBG Details

EMD PBG
EMD/PBG Amount Rs 25,00,000/- (Rupees Twenty 10% of total contract value of the
Five Lakhs only) contract
Mode of payment Demand Draft OR Bankers Bank Guarantee as per the format
Cheque OR Bank Guarantee from any Commercial Bank.

General Instructions to Bidders

1. This RFP is not an offer by CAG but an invitation to receive proposals only from eligible
bidders in respect of the above-mentioned project. The RFP does not commit CAG to enter

into a binding agreement in respect of the project with any eligible bidder

2. The RFP document can be downloaded Free of Cost from the websites mentioned in the

fact sheet

3. The bidders are expected to examine all instructions, forms, terms, project requirements
and other information in the RFP documents. Failure to furnish all information required as
mentioned in the RFP documents or submission of a proposal not substantially responsive
to the RFP documents in every respect will be at the bidder's risk and may result in rejection

of the proposal and forfeiture of the bid security.

4. Submission of a bid in response to this invitation shall be deemed to have been done after
careful study and examination of this document with full understanding of its terms,

conditions and implications.

5. Failure to furnish all information required by the RFP documents or submission of a proposal
not substantially responsive to the RFP documents in every respect will be at the Bidder's

risk and may result in rejection of its Proposal.

6. Proposals must be direct, concise and complete. CAG will evaluate bidders proposal based
on its clarity and directness of its response to the requirements of the project as outlaid in

this RFP.

7. CAG’s decision with regard to the selection of bidders through this RFP shall be final and

Page 5 of 21



Notice Inviting Tender for Selection of System Integrator for Implementation, Rollout and
Operations & Maintenance of ‘One IA&AD One System’ (OIOS) Project

CAG reserves the right to reject any or all the bids without assigning any reason.

Page 6 of 21



’2\:
)
Zé

v .
)
\A N
P
N\, 7
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Annexure |. Format of Covering Letter of proposal in response to RFP

Invitation

To:

<Location, Date>
<Name>
<Designation>
<Address>
<Phone Nos.>
<email id>

Subject: Submission of proposal in response to the RFP for Selection of System Integrator for

Implementation, Rollout and Operations & Maintenance of ‘One IA&AD One System’ (OlOS) Project.

Ref.: RFP No ........ dated ...............

Dear Sir,

Having examined the RFP document, we, the undersigned, herewith submit our proposal in response
to your RFP No ................ dated......ccecunee. for RFP for Selection of System Integrator for

Implementation, Rollout and Operations & Maintenance of ‘One IA&AD One System’ (OIOS) Project.

a. We have read and understood the provisions of the RFP document and confirm that these are
acceptable to us. We conform that only the terms and conditions in the RFP shall apply; we
further declare that additional conditions, variations, deviations, if any, found in our bid shall

be without any effect whatsoever.

b. We hereby declare that we satisfy all the eligibility criteria as specified in this RFP and agree

to abide by all the terms and conditions specified therein.

c. We agree to abide by this bid, consisting of this letter, the detailed response to the RFP and
all attachments, and validity of the bid shall be for a period of << enter bid validity period
mentioned in the fact sheet>> days from the closing date fixed for submission of bids as

stipulated in the RFP document.
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Operations & Maintenance of ‘One IA&AD One System’ (OIOS) Project

The Earnest Money Deposit (EMD) of Rs 25,00,000/- (Rupees Twenty Five Lakhs only)
submitted by us in the form of Demand Draft or Banker Cheque or Bank Guarantee may be

forfeited under any of the circumstances as specified under sub-section on EMD of this RFP.

We hereby declare that we are not involved in any litigation that may have an impact of
affecting or compromising the delivery of services as required under this assignment and we

are not under a declaration of ineligibility for corrupt or fraudulent practices.

We confirm that we have not been banned / blacklisted by the Central Government/PSU any
other Central Government institutions in India for any reason as on the last date of submission
of the Bid or convicted of economic offence in India for any reason as on the last date of

submission of the Bid.

We hereby declare that all the information and statements made in this bid are true and
accept that any misrepresentation/wrong information contained in it or /suppression of

material or relevant facts/figures may lead to our disqualification

We understand that you are not bound to shortlist / accept any proposal you receive.

Our correspondence details with regards to this bid are:

S. No. Information Details
L Name of responding firm:
2. Address of responding firm:
3. Name, Designation and Address of the
contact person to whom all references
shall be made regarding this RFP:
4. Telephone no. of contact person:
> Mobile no. of contact person:
6.

Fax no. of contact person:
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E-mail address of contact person:

Website URL of the responding firm

We hereby declare that our bid submitted in response to this RFP is made in good faith and the

information contained is true and correct to the best of our knowledge and belief.
Yours faithfully, [FIRM’S NAME]
Authorized Signature [In full and initials]
Date:
Place Name and Title of Signatory:
Address of Firm:

Seal of the Firm:
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Operations & Maintenance of ‘One IA&AD One System’ (OIOS) Project

Annexure Il. Bank Guarantee Format for EMD/ Bid Security

To,

<Name>
<Designation
<Address>
<Phone Nos.>
<email id>

Whereas <<Name of the Bidder>> (hereinafter called 'the Bidder') has submitted the bid for
Submission of RFP # <<RFP Number>> dated <<Date>> for <<Implementation of One IAAD and One

System>> (hereinafter called "the Bid") to IA&AD

Know all Men by these presents that we << >> having our office at <<Address>> (hereinafter called
"the Bank") are bound unto the Comptroller and Auditor General of India, (hereinafter called "the
Purchaser") in the sum of Rs. <<Amount in figures>> (Rupees <<Amount in words>> only) for which
payment well and truly to be made to the said Purchaser, the Bank binds itself, its successors and

assigns by these presents. Sealed with the Common Seal of the said Bank this <<Date>>
The conditions of this obligation are listed in Section 7.3.3 of Vol Il of the RFP:

We undertake to pay to the Purchaser up to the above amount upon receipt of its first written
demand, without the Purchaser having to substantiate its demand, provided that in its demand the
Purchaser will note that the amount claimed by it is due to it owing to the occurrence of one or more

of the conditions, specifying the occurred condition or conditions.

This guarantee will remain in force up to <<insert date>> and including <<extra time over and above
mandated in the RFP>> from the last date of submission and any demand in respect thereof should

reach the Bank not later than the above date.
NOTHWITHSTANDING ANYTHING CONTAINED HEREIN:

I.  Our liability under this Bank Guarantee shall not exceed Rs. <<Amount in figures>> (Rupees

<<Amount in words>> only)

Il.  This Bank Guarantee shall be valid upto <<insert date>>)

Il. It is condition of our liability for payment of the guaranteed amount or any part thereof

arising under this Bank Guarantee that we receive a valid written claim or demand for
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payment under this Bank Guarantee on or before <<insert date>>) failing which our liability

under the guarantee will automatically cease.

IV.  Wealso undertake not to revoke this guarantee during this period except with the previous
consent of the Purchaser in writing and we further agree that our liability under the EMD
/ Bid Security shall not be discharged by any variation in the term of the said RFP and we
shall be deemed to have agreed to any such variation.

V. No interest shall be payable by the Purchaser to the bidder on the guarantee for the period

of its currency.

(Authorized Signatory of the Bank) Seal:

Date:
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Annexure lll. Performance Bank Guarantee Format

PERFORMANCE SECURITY:

To: <Location, Date>
<Name>

<Designation>

<Address>

<Phone Nos.>

<email id>

Whereas, <<name of the supplier and address>> (hereinafter called “the Bidder”) has undertaken, in
pursuance of contract no. <Insert Contract No.> dated. <Date> to provide Implementation services for
Implementation of One IAAD and One System to Comptroller and Auditor General if India (hereinafter

called “the beneficiary”)

And whereas it has been stipulated by in the said contract that the Bidder shall furnish you with a bank
guarantee by a recognized bank for the sum specified therein as security for compliance with its

obligations in accordance with the contract;

And whereas we, <Name of Bank> a banking company incorporated and having its head /registered
office at <Address of Registered Office> and having one of its office at <Address of Local Office> have

agreed to give the supplier such a bank guarantee.

Now, therefore, we hereby affirm that we are guarantors and responsible to you, on behalf of the
supplier, up to a total of Rs.<Insert Value> (Rupees <Insert Value in Words> only) and we undertake
to pay you, upon your first written demand declaring the supplier to be in default under the contract
and without cavil or argument, any sum or sums within the limits of Rs. <Insert Value> (Rupees <Insert
Value in Words> only) as aforesaid, without your needing to prove or to show grounds or reasons for

your demand or the sum specified therein.

We hereby waive the necessity of your demanding the said debt from the Bidder before presenting

us with the demand.

We further agree that no change or addition to or other modification of the terms of the contract to

be performed there under or of any of the contract documents which may be made between you and
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the Bidder shall in any way release us from any liability under this guarantee and we hereby waive

notice of any such change, addition or modification.

This Guarantee shall be valid until <<Insert Date>>)

Notwithstanding anything contained herein:

I.  Our liability under this bank guarantee shall not exceed Rs. <Insert Value> (Rupees <Insert
Value in Words> only).

II.  This bank guarantee shall be valid up to <Insert Expiry Date>)

It is condition of our liability for payment of the guaranteed amount or any part thereof arising under
this bank guarantee that we receive a valid written claim or demand for payment under this bank
guarantee on or before <Insert Expiry Date>) failing which our liability under the guarantee will

automatically cease.

Page 13 of 21



Notice Inviting Tender for Selection of System Integrator for Implementation, Rollout and
Operations & Maintenance of ‘One IA&AD One System’ (OIOS) Project

Annexure |V. Integrity Pact

PRE-CONTRACT INTEGRITY PACT

General

Whereas CA&G, hereinafter referred to as Purchaser and the first party, proposes to
implement Project “Implementation of One IAAD One System”, hereinafter referred to as

Project, and M/s , represented by,

<< Designation>> (which term, unless expressly indicated by the

contract, shall be deemed to include its successors and its assignees), hereinafter referred to

as the Bidder/Seller and the second party, is willing to offer/has offered IA&AD

2. Whereas the Bidder is a private company/public company/partnership/registered export
agency, constituted in accordance with the relevant law in the matter and the Purchaser is
IA&AD performing its duty on behalf of Gol.

Objectives

3. Now, therefore, the Purchaser and the Bidder agree to enter into this pre-contract agreement,

hereinafter referred to as Integrity Pact, to avoid all forms of corruption by following a system
that is fair, transparent and free from any influence / unprejudiced dealings prior to, during

and subsequent to the currency of the contract to be entered into with a view to:

a. Enabling the Purchaser to implement the desired “Implementation of One IAAD One
System” a competitive price in conformity with the defined specifications of the
Services by avoiding the high cost and the distortionary impact of corruption on public
procurement, and

b. Enabling bidders to abstain from bribing or any corrupt practice in order to secure the
contract by providing assurance to them that their competitors will also refrain from
bribing and other corrupt practices and the Purchaser will commit to prevent
corruption, in any form, by their officials by following transparent procedures

Commitments of the Buyer

4.

The Purchaser commits itself to the following:

a. The Purchaser undertakes that no official of the Purchaser, connected directly or
indirectly with the contract, will demand, take a promise for or accept, directly or
through intermediaries, any bribe, consideration, gift, reward, favour or any material
or immaterial benefit or any other advantage from the Bidder, either for themselves
or for any person, organization or third party related to the contract in exchange for
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an advantage in the bidding process, bid evaluation, contracting or implementation
process related to the Contract.

b. The Purchaser will, during the pre-contract stage, treat all Bidders alike, and will
provide to all Bidders the same information and will not provide any such information
to any particular Bidder which could afford an advantage to that particular Bidder in
comparison to other Bidders.

c. All the officials of the Purchaser will report to the appropriate Government office any
attempted or completed breaches of the above commitments as well as any

substantial suspicion of such a breach.

5. In case of any such preceding misconduct on the part of such official(s) is reported by the
Bidder to the Purchaser with full and verifiable facts and the same is prima facie found to be
correct by the Buyer, necessary disciplinary proceedings, or any other action as deemed fit,
including criminal proceedings may be initiated by the Purchaser and such a person shall be
debarred from further dealings related to the contract process. In such a case while an enquiry

is being conducted by the Buyer the proceedings under the contract would not be stalled.

Commitments of Bidders

6. The Bidder commits himself to take all measures necessary to prevent corrupt practices,
unfair means and illegal activities during any stage of his bid or during any pre-contract or
post-contract stage in order to secure the contract or in furtherance to secure it and in

particular commits himself to the following:

a. The Bidder will not offer, directly or through intermediaries, any bribe, gift,
consideration, reward, favour, any material or immaterial benefit or other advantage,
commission, fees, brokerage or inducement to any official of the Purchaser,
connected directly or indirectly with the bidding process, or to any person,
organization or third party related to the contract in exchange for any advantage in
the bidding, evaluation, contracting and implementation of the Contract.

b. The Bidder further undertakes that he has not given, offered or promised to give,
directly or indirectly any bribe, gift, consideration, reward, favour, any material or
immaterial benefit or other advantage, commission, fees, brokerage or inducement
to any official of the Purchaser or otherwise in procuring the Contract or forbearing
to do or having done any act in relation to the obtaining or execution of the Contract
or forbearing to show favour or dis-favor to any person in relation to the Contract or
any other Contract with the Government.
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c. The Bidder will not collude with other parties interested in the contract to impair the
transparency, fairness and progress of the bidding process, bid evaluation, contracting
and implementation of the contract

d. The Bidder will not accept any advantage in exchange for any corrupt practice, unfair
means and illegal activities.

e. The Bidder will not collude with other parties interested in the contract to impair the
transparency, fairness and progress of the bidding process, bid evaluation, contracting
and implementation of the contract

f. The Bidder will not collude with other parties interested in the contract to impair the
transparency, fairness and progress of the bidding process, bid evaluation, contracting
and implementation of the contract

g. The Bidder will not collude with other parties interested in the contract to impair the
transparency, fairness and progress of the bidding process, bid evaluation, contracting
and implementation of the contract

h. The Bidder will not collude with other parties interested in the contract to impair the
transparency, fairness and progress of the bidding process, bid evaluation, contracting
and implementation of the contract

i. The Bidder will not collude with other parties interested in the contract to impair the
transparency, fairness and progress of the bidding process, bid evaluation, contracting

and implementation of the contract

j. The Bidder shall not instigate or cause to instigate any third person to commit any of
the actions mentioned above.
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7. Previous Transgression

a. The Bidder declares that no previous transgression occurred in the last three years
immediately before signing of this Integrity Pact, with any other company in any
country in respect of any corrupt practices envisaged hereunder or with any Public
Sector Enterprise in India or any Government Department in India that could justify
bidder’s exclusion from the tender process.

b. If the Bidder makes incorrect statement on this subject, Bidder can be disqualified
from the tender process or the contract, if already awarded, can be terminated for
such reason.

8. Bank Guarantee

In the case of the successful bidder, a clause would also be incorporated in the Article pertaining
to Performance Bank Guarantee in the Purchase Contract that the provisions of Sanctions for
Violation shall be applicable for forfeiture of Performance Bank Guarantee in case of a decision by
the Buyer to forfeit the same without assigning any reason for imposing sanction for violation of

this pact.

9. Company Code of Conduct

Bidders are also advised to have a company code of conduct (clearly rejecting the use of bribes
and other unethical behaviour) and a compliance program for the implementation of the code of

conduct throughout the company.

10. Sanctions for Violation

a. Any breach of the aforesaid provisions by the Bidder or any one employed by him or acting
on his behalf (whether with or without the knowledge of the Bidder) or the commission
of any offence by the Bidder or any one employed by him or acting on his behalf, as
defined in Chapter IX of the Indian Penal Code, 1860 or the Prevention of Corruption Act
1988 or any other act enacted for the prevention of corruption shall entitle the Purchaser

to take all or any one of the following actions, wherever required:

i. To immediately call off the pre-contract negotiations without assigning any
reason or giving any compensation to the Bidder. However, the proceedings

with the other Bidder(s) would continue.

ii. To immediately cancel the contract, if already signed, without giving any

compensation to the Bidder.
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Vi.

Vii.

viii.

The Performance Bank Guarantee / Other Guarantee shall stand forfeited
either fully or partially, as decided by the Buyer and the Buyer shall not be

required to assign any reason therefore

To recover all sums already paid by the Purchaser, in case of an Indian Bidder

with interest thereon at 2% higher than the prevailing RBI Bank Rate.

To encash the advance bank guarantee and Performance-Bank Guarantee if
furnished by the Bidder, in order to recover the payments, already made by

the Buyer, along with interest.

To cancel all or any other Contracts with the Bidder.

To debar the Bidder from entering into any bid from the Government for
India for a minimum period of five years, which may be further extended at

the discretion of the Purchaser.

To recover all sums paid in violation of this Pact by Bidder to any middleman

or agent or broker with a view to securing the contract.

If the Bidder or any employee of the Bidder or any person acting on behalf of
the Bidder, either directly or indirectly, is closely related to any of the officers
of the Purchaser, or alternatively, if any close relative of an officer of the
Purchaser has financial interest/stake in the Bidder’s firm, the same shall be
disclosed by the Bidder at the time of filling the tender. Any failure to disclose
the interest involved shall entitle the Buyer to rescind the contract without

payment of any compensation to the Bidder.

The term ‘close relative’ for this purpose would mean spouse whether
residing with the Government servant or not, but not include a spouse
separated from the Government servant by a decree or order of a competent
court; son or daughter or step son or step daughter and wholly dependent
upon Government servant, but does not include a child or step child who is
no longer in any way dependent upon the Government servant or of whose
custody the Government servant has been deprived of by or under any law;

any other person related, whether by blood or marriage, to the Government
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servant or to the Government servant’s wife or husband and wholly

dependent upon Government servant.

xi. The Bidder shall not lend to or borrow any money from or enter into any
monetary dealings or transactions, directly or indirectly, with any employee
of the Purchaser, and if he does so, the Purchaser shall be entitled forthwith
to rescind the contract and all other contracts with the Bidder. The Bidder
shall be liable to pay compensation for any loss or damage to the Buyer
resulting from such rescission and the Buyer shall be entitled to deduct the

amount so payable from the money(s) due to the Bidder.

xii. In cases where irrevocable Letters of Credit have been received in respect of
any contract signed by the Buyer with the Bidder, the same shall not be

opened.

b. The decision of the Purchaser to the effect that a breach of the provisions of this
Integrity Pact has been committed by the Bidder shall be final and binding on the
Bidder, however, the Bidder can approach the monitor(s) appointed for the purposes

of this Pact.

11. Fall Clause

a. The Bidder undertakes that he has not supplied/is not supplying the similar systems
or subsystems at a price lower than that offered in the present bid in last 2 Years
(from the date of bid submission) in respect of any other of any other project of
similar size Ministry/Department of the Government of India and if it is found at any
stage that the similar system of sub-system was supplied by the Bidder to any other
Ministry / Department of the Government of India at a lower price, then that very
price, with due allowance for elapsed time, will be applicable to the present case and
the difference in the cost would be refunded by the Bidder to the Purchaser, if the

contract has already been concluded.

b. The Bidder shall accord the most favoured customer treatment to the buyer in

respect of all matters pertaining to the present case

12. IA&AD Examination of Book of Records
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In case of any allegation of violation of any provisions of this Integrity Pact or payment of
commission, the Purchaser or its agencies shall be entitled to examine the Books of Accounts of
the Bidder and the Bidder shall provide necessary information of the relevant financial documents

in English and shall extend all possible help for the purpose of such examination.

13. Law and Place of Jurisdiction

This Pact is subject to Indian Law. The place of performance and jurisdiction is the seat of the

Purchaser i.e. New Delhi.

14. Other Legal Actions

The actions stipulated in this Integrity Pact are without prejudice to any other legal action that
may follow in accordance with the provisions of the extant law in force relating to any civil or

criminal proceedings.

15. Validity

The validity of this Integrity Pact shall be from date of its signing and extend up to 5 years or the
complete execution of the contract to the satisfaction of both the Purchaser and the Bidder/Seller,

whichever is later.

Should one or several provisions of this pact turn out to be invalid; the remainder of this Pact

remains valid. In this case, the parties will strive to come to an agreement to their original

intentions.

The Parties hereby sign this Integrity Pact at on

IA&AD

PURCHASER BIDDER
Witness

1 1.

2 2.
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Annexure V. Bid Clarification Format

S. No. | RFP document Content of RFP Observation/ | Type of Justification
reference(s) requiring Suggestion observation
(RFP Vol , Section & | clarification(s) (Compliance
page number) Issue,

suggestion)
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Disclaimer

The information contained in this Request for Proposal document (“RFP”) or subsequently provided
to Bidders, whether verbally or in documentary or any other form by or on behalf of the Comptroller
& Auditor General of India (C&AG/ IA&AD), or any of its employees or advisors, is provided to Bidders
on the Terms and Conditions set out in this RFP and such other terms and conditions subject to which

such information is provided.

This RFP is not an agreement and is neither an offer nor an invitation by IA&AD to the prospective
Bidders or any other person. The purpose of this RFP is to provide interested parties with information

that may be useful to them in the formulation of their Proposals pursuant to this RFP.

This RFP may not be appropriate for all companies, and it is not possible for IA&AD, its employees or
advisers to consider the objectives, technical expertise and particular needs of each party who reads
or uses this RFP. The assumptions, assessments, statements and information contained in this RFP,
may not be complete, accurate, adequate or correct. Each bidder should therefore conduct its own
investigations and analysis and should check the accuracy, adequacy, correctness, reliability and
completeness of the assumptions, assessments and information contained in this RFP and obtain

independent advice from appropriate sources.

Information provided in this RFP to the Bidders is on a wide range of matters, some of which depends
upon interpretation of facts. The information given is not an exhaustive account of requirements and
should not be regarded as a complete or authoritative statement of facts. The specifications laid out
in this RFP are indicated as the minimum requirements whereas the bidders are expected to focus on
the objectives of the project and formulate their solution offerings in a manner that enables achieving

those objectives in letter as well as spirit.

IA&AD accepts no responsibility for the accuracy or otherwise for any interpretation or opinion
expressed herein. IA&AD, its employees and advisors make no representation or warranty and shall
have no liability to any person including any Bidder under any law, statute, rules or regulations or tort,
principles of restitution or unjust enrichment or otherwise for any loss, damages, cost or expense
which may arise from or be incurred or suffered on account of anything contained in this RFP or
otherwise, including the accuracy, adequacy, correctness, reliability or completeness of the RFP and
any assessment, assumption, statement or information contained therein or deemed to form part of

this RFP or arising in any way in this Selection Process.
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Glossary of Acronyms

Acronym Full text

AD Active Directory

ADM Audit Design Matrix

AMC Annual Maintenance Contract

API Application Program Interface

APM Application Performance Monitoring
APT Advanced Persistent Threat

BI Business Intelligence

BCP Business Continuity Planning

BPM Business Process Management

C&AG Comptroller and Auditor General of India
CERT-In Indian Computer Emergency Response Team
CIN Corporate Identification Number
cMMI Capability Maturity Model Integration
CPU Central Processing Unit

COTS Commercial Off-The-Shelf product
CPP Central Public Procurement

DC Data Center

DMS Document Management System

DMz Demilitarized zone

DR Disaster recovery

DRC Disaster Recovery Centre

DW Data Warehouse

EMD Earnest Money Deposito

EMS Event Monitoring Service
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Acronym Full text

FAO Field Audit Office

GFR General Financial Rules

GIS Geographical Information System

GOl Government of India

GST Goods & Services Tax

GUI Graphical User Interface

HQ Headquarters

HR Human Resources

HSM Hardware Security Module

IAZAD Indian Audit and Acco'unts Department; pften used interchangeably with C&AG
(Comptroller and Auditor General of India)

ICISA International Centre for Information Systems and Audit

ICT Information & Communication Technology

IEC International Electro-technical Commission

IFMS Integrated Financial Management System

INR Indian Rupee

IP Internet Protocol

IPMP Integrated Project Management Plan

IR Inspection Report

IS Information System

ISO International Organization for Standardization

ISP Internet Service Provider

IT Information Technology

ITA Internal Test Audit

w Inspection Wing
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Acronym Full text

KD Key Document

KMS Knowledge Management System

KPI Key Performance Indicator

LAN Local Area Network

LB Local Bodies

LC Legislative Committee

LLP Limited Liability Partnership

Lol Letter of Intent

LTO Linear Tape Open

MeitY Ministry of Electronics & Information Technology
MIS Management Information System
MPLS Multi-Protocol Label Switching

MSA Master Services Agreement

Mz Militarized Zone

NAC Network Access Control

NCR National Capital Region

NICNET National Informatics Centre Network
NLDC Near Line Data Center

NLSAS Near Line SAS

Oo&M Operations and Maintenance

OEM Original Equipment Manufacturer
(0][0 ] One IA&AD One System

(01 Operating System

0sC OIOS Steering Committee

OWASP Open Web Application Security Project
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Acronym Full text

PAC Public Accounts Committee

PAN Permanent Account Number

PAO Pay and Accounts Officer

PBG Performance Bank Guarantee

PC Personal Computer

PDC Primary Data Centre

PECMC Project Execution and Change Management Committee
PFMS Public Financial Management System

PR Peer Review

QA/QC Quiality Assurance/ Quality Control

QCBS Quality cum Cost Based Selection

RAM Random Access Memory

RBP Record Based Permission

RDBMS Relational Database Management System
RFP Request For Proposal

ROC Registrar of Companies

RPO Recovery Point Objective

RTI Right To Information Act

RTO Recovery Time Objective

SAI Supreme Audit Institution

SAN Storage Area Network

SAS Serial Attached SCSI

SCSI Small Computer System Interface

SI System Integrator

SIEM Security information and event management
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Acronym Full text

SLA Service Level Agreement

sQL Structure Querying Language

SSD Solid State Device

STQC Standardisation Testing and Quality Certification
TGS Technical Guidance and Support

TK Toolkit

UAT User Acceptance Testing

UTF Unicode Transformation Format

VAPT Vulnerability Assessment Penetration Testing
VLAN Virtual Local Area Network

VLC Voucher Level Computerization

VM Virtual Machine

VPN Virtual Private Network

WAF Web Application Firewall
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2. Request for Proposal

Tenders are invited from eligible, reputed, qualified Information Technology (IT) firms with sound
technical and financial capabilities for design, development, implementation and maintenance of an
enterprise-wide end to end IT solution as detailed out in the scope of work of this RFP Volume 1. This
invitation to bid is open to all bidders meeting the minimum eligibility criteria as mentioned in RFP Vol 2

document.

3. Structure of the RFP

The structure of this RFP is as follows.
Volume I: Functional, Technical, Operational and Other Requirements

Volume | of the RFP intends to bring out all the details with respect to scope of work, project
implementation, timelines, solution and other requirements that IA&AD deems necessary to share with
the potential bidders. The information set out in this volume has been broadly categorized as Functional,

Technical and Operational requirements covering multiple aspects of the requirements.
Volume II: Commercial and Bidding Terms

Volume Il of the RFP intends to detail out all that may be needed by the potential bidders to understand

the commercial terms and bidding process details.
Volume lll: Master Service Agreement

Volume Il of the RFP is essentially devoted to explain the contractual terms that IA&AD wishes to specify
at this stage. It basically consists of a draft of Master Services Agreement (MSA) that needs to be signed
between the IA&AD and the Selected Bidder. This MSA includes a separate schedule on Service Level

Agreement (SLA).

The bidders are expected to examine all instructions, forms, terms, Project requirements and other
information in the RFP documents. Failure to furnish all information required as mentioned in the RFP
documents or submission of a proposal not substantially responsive to the RFP documents in every

respect will be at the Bidder's risk and may result in rejection of the proposal.

This document is Volume 1.
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4, Background information

The background information regarding the Department, project and the vision of the project is detailed

below.

4.1. About IA&AD

The Comptroller and Auditor General (C&AG) of India is a Constitutional authority, who discharges his
functions through the Indian Audit and Accounts Department (IA&AD). It is the duty of the C&AG to
audit the receipts and expenditure of the Union and each State and Union Territory Government, and
such other functions as prescribed by or under laws made by Parliament. The Audit Reports of the
Comptroller and Auditor General are placed before Parliament or the Legislature of the State/ Union
Territory, as the case may be. More information about the C&AG and IA&AD is available

at https://cag.gov.in/ in particular, the Performance Report for 2017-18

at https://cag.gov.in/sites/default/files/performance activity report/PA 2018 1.pdf.

4.2. Project Background

The IA&AD Department is headquartered at New Delhi and has several categories of Field Offices (FOs),
viz. Field Audit Offices (FAOs), Accounts & Entitlement (A&E) offices and training institutes. There are
94 field audit offices spread across the country and some field audit offices also have branch offices!
at various locations. These field audit offices are responsible for discharging the functions relating to
audit of receipts and expenditure of the Union, State, and Union Territory Governments and other
auditable entities. Some of the wings in the headquarters of IA&AD (C&AG HQ) are responsible for
providing Quality Assurance/ Quality Control for activities of field audit offices under their jurisdiction.
The field audit offices spread across the country fall under different categories and sub-categories.
These are referred to ‘audit streams’ (see illustration below). Each field audit office engages in three
types of audit, ‘Financial audit’, ‘Compliance audit’ and ‘Performance audit’ or combinations thereof.

Though the fundamental core audit processes remain the same in the field audit offices, the audit

! There are approximately 62 branch offices. This brings the total number of user offices (field audit offices and
branch offices) to 156 approximately.
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streams and types of audit have given rise to various flavours of audit processes in IA&AD over the 150

years.

Audit streams in Indian Audit and Accounts Department

1. Audit Offices for the Union Government
1.1. Civil Audit
1.1.1.Central expenditure audit
1.1.2.Central revenue audit
1.2. Defence Audit
1.3. Posts & Telecommunications Audit
1.4. Railways Audit
1.5. Commercial Audit
2. Audit Offices for State Governments
2.1. State Civil audit
2.2. State receipt audit
2.3. State commercial audit
2.4. Technical Guidance and Support of PRIs and ULBs

3. Overseas and External Audit Offices

The purpose of the ‘One IA&AD One system’ (OIOS) project is to create an IT based platform, which will
create a single source of truth regarding audit activities of IA&AD. IA&AD has seen several IT applications
that catered to the needs of one or more offices/ audit streams in this regard. OlIOS will bring together
the best practices of the various IT applications into one single enterprise-wide end-to-end IT application.
This IT application will be designed in such a way that it can be configured and used by any audit office
(any audit stream and any type of audit) in the IA&AD, and also be configurable to implement future

changes in audit processes, products etc.

4.3. OIOS Vision

Vision Statement
To make our audit more effective by empowering IA&AD officials from the

audit team upwards, and to make our audit processes more efficient and

One IA&AD One System: Volume 1



effective through a state of the art end-to-end IT solution, with seamless

integration and process workflow.

The current scenario of information availability within the IA&AD with regard to audit? is as follows:

Information is stored in a heterogeneous and distributed manner — in paper-based files (accessible
only through file number and title, or through personal knowledge), in electronic files (but with
haphazard naming and versions, and stored on personal desktops/ removable drives, or in some cases
shared folders on LANs) and in some cases in localized, in-house IT systems (but without a common
data dictionary).

The quality of data (paper based/ digital) is variable — In the absence of automated control
mechanisms, there are significant risks of incompleteness of data, inaccuracies, version
inconsistencies etc. This is accentuated by the fact that even the in-house IT systems are largely based
on post-facto data entry.

There are no mechanisms for systematic sharing of data — whether it is from one audit assignment to
other, similar audit assignments in the future, or between audit offices (field/ Headquarters). Each
individual audit assignment is an end in itself, and there are no real mechanisms for using past data
(or data from other similar instances). Any such sharing or exchange that takes place is person-
dependent (or very occasionally, manual process dependent)

Although our audit processes are governed by centralized Auditing Standards, Guidelines and
Manuals, these have tended to, over time3, vary and deviate across audit streams and even across
audit offices within the same audit streams. Many of these variations are consciously done due to
differences in functional needs, but some are not (and this is accentuated by the lack of automation).
There are no significant automated/ electronic MISs covering audit activities, whether within the
Field Audit Offices or from the FAOs to Headquarters. Within Field Audit Offices, control is to be
exercised through submission of manual registers and manually compiled “returns” to be submitted
for review according to a prescribed hierarchy and frequency of submission. Similarly, Field Audit

Offices submit a variety of “returns” to Headquarters Office.

2 This section does not apply to other field offices of IA&AD — viz. A&E Offices and Training Institutes.
3 The Department dates back more than 150 years, and some of our Field Audit Offices are close to a century old.
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Our high-level vision for OIOS in IA&AD is as follows:

5.

OIO0S will be an end-to-end enterprise-wide, integrated IT system for all audit activities in IA&AD,
covering all Field Audit Offices and the Headquarters Office. It will be the primary system of record
(single source of truth) for the entire chain of audit activities (from the maintenance of the auditee
universe through audit execution, to QA/QC and finalization of audit products of different types and
their follow-up), and will cover all types of audit. It will be a workflow-based IT system, and not based
on post-facto data entry.

OI0S will have a common core structure and minimum required mandatory functionality (which will
ensure consistent, reliable data in a uniform format across all Audit Offices). At the same time, it will
provide for “configurable” functionality, which can be configured audit stream/ audit office/ wing-
wise, and can also be configured/ re-configured over time. It will also have an MIS with configurable
dashboards and drill-down, dispensing with paper-based registers and returns.

OIOS is not just an audit process management system. An equally important component of OIOS is to
empower the auditor in various ways — (a) through a KMS with both audit guidance and auditee
information in different formats, (b) the ability to search through and mine data within OIOS to refine
our audit approach and processes (c) the ability to electronically link and reference (and re-use)
supporting documentation and other evidence (e.g. geo-tagged, time-date stamped formats) (d) IT-
enabled audit toolkits to facilitate implementation of Audit Design Matrices in individual audit
assignments.

OI0S will be a web-enabled solution with support for multiple languages, accessible in a platform-
independent manner. Limited offline functionality, as also a mobile app, will be available as a back-up
to the field audit teams. At the same time, rigorous information security controls (for maintaining
confidentiality, integrity, availability and non-repudiability) will be implemented, and access to data

will be controlled on a need-to-know basis.

Overarching strategy for product (OIOS IT solution) delivery

The overarching requirement for product delivery is to employ agile development methodology to
develop the OIOS IT solution. There are many different software development models which employ
agile development methodology. For the purposes of this RFP, we have adopted concepts and

language used in the Scrum methodology. However, the bidder may suggest an alternate agile flavour.
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IA&AD is also not prescribing a specific DevOps Toolchain that will aid in the development, delivery

and management of software; the specific Toolchain may be suggested by the bidder.

5.1. Adapting Agile for OIOS project (A hybrid approach)

The OIOS project aims at creating a single Enterprise wide IT platform for all audit activities of IA&AD.
The OIOS IT solution should capture the common core audit processes and allow for “configuration”
of the IT solution that is required by the different flavors of audit. In order to achieve this, instead of a
standard agile approach, a hybrid agile approach is proposed. This adaptation is required because of
the implementation strategy and the modular approach that is needed for successful implementation

of the project. The same is explained in detail in this section.

5.1.1. Implementation strategy (Three stage)

The OIOS IT solution is proposed to be implemented in three stages in the IA&AD. Two representative

groups of field audit offices have been selected for the purpose of implementation of OIOS project.

L] The first group is a set of five to six (indicative) offices (geographically distributed),
referred as ‘pilot offices’ (Stage 1). The implementation in these pilot offices will assist in
validating the design and development of core audit processes in the OIOS IT solution.

= The second group is a set of additional 25 to 26 (indicative) offices (geographically
distributed), referred as ‘nodal offices” (Stage 2) which is the representative sample of
the flavors of audit. The implementation in these offices would assist in validating the
ability of OIOS IT solution to be configured to suit the needs of the field audit offices.

] After both the validations, the OIOS IT solution would be implemented in the remaining

field audit offices for an ‘All-India’ implementation (Stage 3).

While the roll out in the pilot offices and nodal offices (Stages 1 and 2) are considered as part of
‘development’ and ‘acceptance’, the third stage is considered as ‘roll-out’ (i.e. no additional

development from the Sl should be required®).

4 The total number of nodal offices is 31, out of which 5 to 6 will be covered as a subset under ‘pilot offices’
5 Any additional development required from the S| will be considered as “change management”
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5.1.2. Modular approach

The business process of the IA&AD has been divided into modules and sub-modules of “business value”.
This modularization does NOT reflect the modularization of OIOS IT solution. However, it is preferred that
delivery of the IT solution or implementation of the IT solution may be made by bundling these business
modules / sub-modules to offer “business value” to IA&AD. These bundles are broadly equivalent to
‘releases’ in agile methodology. Thus, the three-stage implementation strategy would be taken up for

every release.

Sprint 1 Sprint2 ... Sprint N »

Stage 1
9
$

Stage 3

Development of a Release (Bundle)

Figure 1: Three-staged implementation strategy for a release/bundle

5.1.3. Phasing of the OIOS IT solution

These bundles/ releases are proposed to be rolled-out in three phases. For the purpose of the RFP, the
“Go-Live” is defined at the completion of Phase 2. The additional criteria for acceptance of “Go-Live” is
detailed in Section 23 : Definition of “Go Live” in this document. The first phase is envisaged to have two
releases (Release 1 and 2); the second phase with four releases (Release 3 through Release 6); the third

phase with three bundles (loosely grouped sub-modules), Bundles A through C.

Release 3 Bundle A

Release 1

Sprint 1 Sprint N

Sprint 1 Sprint N

Sprint 1 Sprint N

Release 2 Release 6 Bundle C

Sprint 1 Sprint N Sprint 1 Sprint N Sprint 1 Sprint N

“Go-Live”
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Figure 2: Phasing of the releases / bundles in OIOS project

5.1.4. Acceptance of development in OIOS’s hybrid agile methodology

The three-stage implementation, the modular approach and the phasing, then means that there will be

multi-stage client acceptance during the agile development.

The criteria for acceptance of a user story would be defined by the product owner and would include the

following.

= Scope of tests to be conducted and passed (e.g. user acceptance tests and non-functional tests);
= Code review and compliance to coding standards; and

= Any necessary documentation has been completed.
The multi-stage acceptance consists of the following.

a) Sprint acceptance (Stage 0)

b) Release acceptance (Stage 1 and Stage 2)

c) Phase acceptance (Phase 1 and Phase 2)

Sprint acceptance - Stage 0 (Verification of core functionality): The product owner would provide ‘Stage
0 acceptance’ based on review conducted by his core team. This acceptance testing would be done by the
core team, after the sprint demo by Sl, as part of sprint review. Sl shall undertake the suggested corrective
action and host the revised release and notify the product owner to once again validate the design at

Stage O.

Release acceptance - Stage 1 (Validation of core functionality): The product owner would provide ‘Stage
1 acceptance’ based on review of core functionality by pilot offices and feedback provided by these offices
to the product owner. This will be taken up in alignment with a release. Sl shall undertake the suggested
corrective action and host the revised release and notify the product owner to once again validate the

design at Stage 1.

Release acceptance - Stage 2 (Verification & validation of configurability): The product owner would
provide ‘Stage 2 acceptance’ based on review of configurability by the nodal offices and feedback
provided by these offices to the product owner. This will be taken up in alignment with a release. Sl shall
undertake the suggested corrective action and host the revised release and notify product owner to once

again validate the design at Stage 2.
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The multi-stage acceptance of sprint and a release is illustrated below.
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Figure 3: Sprint and release acceptance

Phase 1 acceptance: The product owner would provide ‘Phase 1 acceptance’ based on review of the
functionalities of releases in phase 1, in an integrated manner, by his core team. This will be taken up
in alignment with completion of phase 1. Sl shall undertake the suggested corrective action and host
the revised release and notify the product owner to once again validate the design at Phase 1.
References to “Phase 1 Go-Live” anywhere in the RFP (i.e. Partial Go-Live) should be treated as

completion of Phase 1 acceptance.

Phase 2 acceptance: The product owner would provide ‘Phase 2 acceptance’ based on review of the
functionalities of releases in phase 2, in an integrated manner, by his core team. This will be taken up
in alignment with completion of phase 2. Sl shall undertake the suggested corrective action and host

the revised release and notify the product owner to once again validate the design at Phase 2.

Go-Live: After completion of phase 2 acceptance, the “Go-Live” acceptance would be provided by the

product owner based on criteria detailed in Section 23 : Definition of “Go Live” in this document.

This multi-stage acceptance of the phase is illustrated below.
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UAT Phase 2

UAT Phase 1
Phase 2 acceptance

Phase 1 acceptance

“Go-Live” acceptance

Figure 4: Phase-wise and final “Go-Live” acceptance

Technical Response from the Bidder in Technical Format 10 and 10A: The Bidder in the Technical
response should propose a detailed Software Engineering approach for successfully completing OI0S
Application for both phases 1 and 2 in Technical Bid Format 10 with clear and precise reference to the

Business Modules/ sub-modules of the said phases.

The Bidder in the Technical response should propose Software Engineering approach for successfully

developing OIOS Application Phase 3 requirements in Technical Bid Format 10 B.
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6. Project Governance Structure

The OIOS project would require an institutional mechanism for effective supervision and appropriate
project control. The high-level Project Governance Structure proposed to be employed for OIOS is
depicted below. Since the software application development for OIOS is based on Agile methodology,

this is appropriately reflected in the Project Governance Structure®.

Steering Q2%
committee

PECMC

Project Execution,
Change management
Committee

System
integrator

Figure 5: Project Governance Structure

A summary of the key functions and roles for different components of the OIOS Project Governance
Structure is given below. The roles and responsibilities are elaborated in Section 7 : Key stake holders,

roles and responsibilities in this document.

6 For the purpose of laying down requirements, IA&AD has used the structure and terminology used in the Agile-
Scrum methodology. However, the bidder may propose an alternate Agile flavour.
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End-user community: The end-user community includes include internal users such as, officials of field
audit offices, C&AG HQ and other relevant offices within IA&AD. They also include external users such as

auditable entities and / or other agencies who may interact with the OIOS IT solution.

Product owner: The product owner is the key representative of IA&AD who is responsible for
communicating the vision, objectives and the requirements for the project to the System Integrator (SlI).
The product owner is responsible for defining the deliverables of SI, determining the criteria for
acceptance of deliverables made by the SI. He/ she is the sole-authority for signing-off of deliverables of
SI after evaluating whether the deliverable meets the acceptance criteria. The product owner is also
responsible for reporting project status to the project steering committee. The team of the product owner
would consist of officials of IA&AD and other relevant specialists (internal and external). The team will be
responsible for coordinating efforts of the end-user community and other agencies involved in OIOS

project design, development, testing and implementation.

Project Execution and Change Management Committee (PECMC): This committee would consist of the
product owner and other officials representing stakeholders across IA&AD. The committee would aid in
building organisational synergy in IA&AD, that is essential for the change management process during
implementation and roll-out of the OIOS IT solution. The core team of the product owner would need to

work in tandem with the PECMC for smooth execution of the OIOS project.

Steering Committee: This committee would consist of senior officials of IA&AD. It would provide the
required level of advocacy for the OIOS project and also set directions which are acceptable to all
stakeholders. The role of this steering committee would be to provide strategic direction to the

development and implementation of this project.

System integrator: The Sl is responsible for design, development, implementation, operation and
maintenance of the OIOS IT solution. The Sl is responsible for timely delivery of identified deliverables
with adequate quality, satisfying the criteria of the product owner. The SI may also be required to
participate in the meetings with project steering committee, as and when required and address key issues
raised by the product owner and project steering committee. The term ‘System Integrator’ includes,
besides the SI, service provider of hosting services in Tier-3 co-located DC/DR and any other sub-

contractor and outsourced resource(s) employed by SI.
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The scope of work for the OIOS project along with the required parallel tracks are detailed in ‘Section 7:

in this document.

The roles and responsibilities (including track-wise responsibilities) of stakeholders of the OIOS project

are elaborated in ‘Section 8.8 : OIOS Track-wise Responsibility Matrix’ in this document.

6.1. Project Governance Reporting Charter

S No Committee/Team Frequency of Meetings

1. Steering Committee Monthly for phase 1 & as and when required.

2. Project Execution and Change Twice a month for phase 1 & as and when
Management Committee required.

3. Product owner and System Weekly for phase 1 & as and when required.
Integrator
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7.

Key stake holders, roles and responsibilities

The Governance structure of the project consists of

1. OIOS Steering Committee (OSC)

2. Project Execution and Change Management Committee (PECMC)
3. Product owner (and his team)
4

System Integrator (Sl)

The responsibilities, amongst others, are broadly described in the subsequent sections.

7.1. OIOS steering committee

The IA&AD will have the responsibility for overall policy directives, guidance and coordination for all

project activities related to OIOS System. At a strategic level, this responsibility will be vested in the OIOS

Steering Committee (OSC). The OSC will be responsible for:

Guiding the work of the product owner and his team.
Reviewing implementation progress periodically.

Considering recommendations put forward by product owner.
Strategic control over the OIOS project.

Identification of IA&AD offices for phase wise Rollout of OIOS System.

7.2. Product owner and team (in tandem with PECMC)

The Product Owner will be an officer from IA&AD who is the key representative of IA&AD who will
communicating the vision, objectives and the requirements for the project to the System Integrator
(SI). The product owner is supported by a core team consisting of officials of IA&AD and specialists
(internal and external). The product owner has the authority to delegate some of the functions detailed
below to one or more members of the core team. Further, the product owner and the PECMC would
need to work in tandem in areas of project management, support for training, IT infrastructure and
other functions. As part of agile development, the product owner is the sign-off authority for UAT at
various relevant stages. In case of other functions, the product owner, his core team and PECMC would

be jointly responsible for the following.
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Design and development

7.2.2.

Co-ordination with End-user community for gathering requirements.

Participating in release planning, sprint planning and sprint demo meetings.

The Product owner will be responsible for maintaining the Product Backlog and prioritizing the
items to achieve the goals;

Clearly express the requirements (including prioritisation) as user stories in the product backlog
items;

Ensure that the Product backlog is visible, transparent and clear so as to ensure the Development
Team understands the user stories.

Re-prioritization of items by the Product Owner at any time;

Add New items from time to time to the backlog and prioritize as necessary;

Remove items from the Product Backlog at any time;

Defining criteria for acceptance of user stories in each sprint.

Participate in meetings with the Development Team during each Sprint, including to assess
developed items;

Review and provide input for all the deliverables such as Product Backlog, Release Backlog, Sprint
Backlog, Sprint Retrospective, Major Release, Product Increments etc., submitted by the Selected
Bidder within a defined timeline throughout the implementation phase.

Review, approve and/or provide recommendations on the change requests identified by the SI.

Acceptance of development

Identify the UAT team from IA&AD side, who will be executing the User Acceptance Test.
Report observations to the Selected Bidder and monitor action taken by Sl for timely closure of
all defects.
Acceptance in stage 0
0 Code review and review of compliance to coding standards.
0 Document review and sign-off.
0 Sign-off / Acceptance of user stories.

Acceptance in stage 1 and 2
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7.2.3.

Co-ordination with End-User community for supporting UAT.
Code review and review of compliance to coding standards.

Document review and sign-off.

O O O O

Sign-off / Acceptance of user stories.
Review and monitor the completeness of the OIOS Phase 1 and Phase 2 with respect to
requirements and performance/acceptance expectations from the solution.

Review and sign-off “Go-Live”.

Support for Training / capacity building

7.2.4.

Provide the names (nominations) of the personnel to be trained by the Selected Bidder on OIOS
system and its components.

Review and approve Training Plan and Training content prepared by the Selected Bidder for
various trainings planned for OIOS System.

Overseeing the progress of trainings such as Master Trainer training, UAT Training, OlOS System
Administration and coordinate signoff activities.

Review Training results on a periodic basis and provide input on improving the training plan
further based upon the feedback received.

Supporting field audit offices for capacity building.

Project management

Arranging adequate space and other non-IT facilities in IA&AD premises to the Selected Bidder to
deploy the Development Environment and Team members.

Approving the Integrated Project Management Plan and OIOS Inception Report submitted by the
Selected Bidder to implement the OIOS Phase 1 within a defined timeline.

Approving the project reporting formats submitted by the Selected Bidder to monitor and analyse
the progress of the Project.

Co-ordinate with the Selected Bidder for all the activities needed for successful rollout of the OI0S
solution as per the Schedule.

Apprising the OSC about the progress of the project and report any risk arising.
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7.2.5.

Establishing appropriate processes for notifying the Selected Bidder of any deviations from the
norms, standards or guidelines at the earliest instance after noticing the same to enable them to
take corrective action.

Review results of post Go-Live workshops conducted by Selected Bidders to understand the
overall acceptance of the OIOS System, review and approve remedial actions proposed by the

Selected Bidder for increasing the acceptance of OIOS in the User Base.

Conducting Daily/Weekly / Biweekly / Monthly project review with the Selected Bidder in regards
to the progress of the project.

Facilitate necessary administrative approvals required for setting up Centralized Helpdesk by the
Selected Bidder.

Coordinate with Selected Bidder to ensure successful setting up the Centralized helpdesk with

adequate customer support executives and communication facilities.

IT Infrastructure

Critically review IT resource augmentation requirements proposed by the Selected Bidder at
relevant stages/phases of the OIOS project.

Approve the IT resource augmentation proposed by the Selected Bidder at relevant stages/phases
of the OIOS project.

Reviewing the installation/configuration and deployment of OIOS System and its sub-components
in the Tier-3 co-located DC/DR for UAT, Staging, Training and Production environment in both PDC
(Primary Data Center), DRC (Disaster recovery Center) and other facilities.

Infrastructure readiness of field audit offices.

Coordinating and overseeing procedures for undertaking quality audits of the system on a
periodic basis.

Co-ordinate with the Selected Bidder and third party (if required) for audit of the OIOS system.
Evaluate and inform about the recommendation of Selected Bidder about the usage of Digital
Signatures, and, facilitate the procurement of Digital Signatures for the concerned IA&AD officials,
if required.

Review/monitor the disaster management plans / readiness and mock drills on a periodic basis

and oversee the remedial action taken by Sl (System Integrator).
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= Provide approval on the Incident response and reporting procedure prepared by Selected Bidder.
Also monitor adverse incidents reported by the selected bidder.

=  Monitor adverse incidents reported by the Sl and closely monitor it to closure.

= Review and provide recommendations on the Incident response and reporting procedure
prepared by SI.

=  Monitor and supervise the activities needed for stabilizing the system and tuning the system for
meeting the performance expectations during the early phase of O&M.

= Review patches/upgrades identified by the Sl in OIOS application environment.

= Apprising the product owner/ OSC about the acceptance/utilization of the system and report any
risk arising.

=  Monitor SLAs reporting on a continuous basis along with overall timelines and calculation of

penalties accordingly.

7.2.6. Others

= Hand-holding of field audit offices through Level-1 functional help desk.
= Master data readiness.
= Sign-off on data migration strategy and design.

=  Support for data migration.

7.3. System Integrator

The major items of responsibility of the Sl are listed below. The listing is followed by links to appropriate

sections where the responsibility of the Sl and requirement of the IA&AD is detailed.

7.3.1. Project Management

= Appoint a project manager.

= He/She will serve as a single-point contact within the institutional framework for the purpose of
project monitoring / reporting purposes and shall be deployed by the selected Bidder. He / She
will be responsible for all the activities within the OIOS project and will report to Product owner.
He/she will be directly responsible for providing periodic project statuses, tasks schedule and

Action Taken Reports (ATRs).
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7.3.2.

Prepare and submit the Integrated Project Management Plan (IPMP) for implementation of the
OIOS Phase 1 to product owner for approval. The IPMP shall comprise of the all the components
of deliverables prepared for OIOS Inception and shall adhere to the Scope of work of OIOS system.
Prepare the project reporting formats to report the progress of the project and submit to product
owner for approval.

Participate in Weekly / Monthly project review in regards to the progress of the project.
Participate in meeting with OSC, as and when necessary.

Identify and escalate issues/risks to the Product owner and provide the mitigation plan.

Adhere to the directions of Product owner as and when provided.

Prepare and deliver for approval all the deliverables as per Section 7 of One IA&AD System Project
RFP volume 2-within a defined timeline, as agreed in the IPMP and to the satisfaction of product
owner/0OSC, throughout the implementation of OIOS Project.

Meet all the necessary pre-conditions for system go-live of both OIOS Phase 1 and Phase 2.
Configure and rollout the OIOS Application in a timely manner as per the schedule defined in the
IPMP.

Provide a periodic report on successful rollout to product owner including justifications for any
variance from the finalized rollout plan.

Prepare exit management plan and get it signed-off by product owner.

IT Infrastructure

The Selected Bidder shall identify and inform product owner about the usage of Digital Signatures
for various officials in the business process workflow.

Collaborate with the hardware/ software OEMs/ vendors for timely installation of products. Also
maintain all kinds of interactions with the service provider of Tier-3 co-located DC/DR and provide
regular report to product owner on infrastructure usage, performance and security.

The Sl shall propose the sizing plan of DC/DR for the entire OIOS implementation and Rollout and
submit the same to product owner for review and approval. The SI will also submit schedules for
gradual ramping up of the IT infrastructure and schedule for a Tech-Refresh to replace the
hardware in the Tier-3 co-located DC/DR. Any Resizing in the planned configuration, if required,

must be submitted to product owner along with proper justification for approval.
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Procure/Install/configure/deploy all the components (IT and non-IT) of OIOS system and get

approval from product owner.

7.3.3. Design and development

Scrum of scrum (of equivalent)

One of the scrum masters of the parallel development teams is designated as scrum of scrum (or
equivalent).

Ensuring users stories are well understood by the other scrum masters.

Responsible for co-ordination between the parallel development teams.

Identify common user stories and inter-related user stories amongst the parallel development
teams and facilitate co-ordinated effort to produce an integrated product.

Ensures user stories meet acceptance criteria of product owner.

Coordinate with System Integrators of other relevant identified systems such as VLC, IFMS, PFMS,
etc., as required, for ensuring that OIOS system seamlessly exchange data with them.

Identify any patches/upgrades required and report it to product owner and if agreed by product
owner, implement the same.

Identify change requests and report to product owner for necessary action.

Prepare relevant documentation and get it signed-off by product manager.

Assist IA&AD and third party for system audit on various parameters, of the OIOS system, if
required. IA&AD shall bear the cost of the System Audit.

Assisting in quality audits of the system as and when required by the product owner.

Other responsibilities as mentioned in this RFP document.

Scrum master of a development team (or equivalent)

Design, development and system testing of user stories as per the prioritisation in the backlogs
and the requirements signed-off by product owner.

Ensure UAT readiness of the developed user stories and act upon the feedback received during
sprint demo and UAT at various stages.

Ensure completeness of the OIOS System with respect to meeting functional requirements,
performance requirements and the acceptance criteria defined by the product owner and get sign

off on the deliverables from the product owner.
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Development teams

7.3.4.

Need for parallel development teams to achieve timely delivery of phase 1 and phase 2.
Responsible for actual development activities with each Sprint.
Cross-functional — having all the skills needed to create a Product Increment

Accountable as a team to ensure meeting acceptance criteria of product owner for user stories.

Training and capacity building

7.3.5.

Prepare training plan, required training material/documentation, evaluation methodology to
measure learning and execute the training plan as per training requirements of IA&AD.

Conduct trainings and ensure effective capacity building of the participants.

Hand-holding support for core team of product owner and empower them to support UAT testing

and support during on-boarding of offices other than pilot and nodal offices.

Operations & Maintenance

Support core team of product owner during the post Go-live.

Monitor Operations and Maintenance Phase post roll-out of both OIOS Phase 1 and Phase 2.
Deploy and manage helpdesk and customer support team for addressing the issues and incidents
raised by users; resolve such issues and report the status to the product owner on a periodic basis.
Tune and stabilize the system to meet the performance expectations during all phases based on
the System Audit Report of O&M post-go live at no extra cost to IA&AD.

Prepare an Incident response and reporting procedure and submit the same to product owner for
approval. In addition to this, adverse incidents encountered during the Post Go-Live phase need
to be prioritized, reported and resolved in a timely manner.

Prepare SLA report based on the SLA parameters given in RFP Vol Ill on a continuous basis and
submit it to product owner for review and necessary action.

Prepare and deliver for approval all the deliverables such as Disaster Management Readiness
Mock Drill Report, O&M SLA Metrics, Issue Log and Resolutions etc. within a defined timeline, as

agreed, and to the satisfaction of product owner, throughout the O&M phase.
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8. Scope of Work

The selected bidder shall be responsible for appropriately designing, developing, implementing and
maintaining OIOS Application and other project tracks and components for the engagement period. The
selected bidder shall design the solution and size the OIOS System as per the scope of work and terms and
conditions of the RFP. All tracks / components mentioned in the table below shall be integrated and
delivered by selected bidder as part of this project. The architecture in RFP Volume | — Annexure B and Bill
of Material specified in the RFP is only indicative. The technical specifications for the various items are

provided in a separate document as part of this RFP labeled as Annexure C: Technical Specifications

It is the responsibility of the bidder to design the solution in order to meet the functional and non-
functional requirements. The bidder may ask for clarification during the preparation of the proposal. The
bidder should also clearly specify if the solution proposed does not meet any of the requirements and/or
items which are not covered under the scope of the solution. In case, the selected Bidder has not
considered any track/component/service which are necessary for the project requirement, as indicated
in this RFP, the same shall be brought by the selected bidder at no additional cost to the IA&AD. A

summary of tracks relating to scope of work of OIOS project is listed in the table below.

Table 1: Tracks relating to scope of work of OIOS project

Track # Track Summary

Track 1. Setting up of development and UAT environment

Track 2. OIOS Application design, development, roll out and implementation

Track 3. Setting Up of development, UAT, training, pre-production and production

environment in PDC and DRC at Tier-3 co-located data centre.

Track 4. Centralized helpdesk set up and operations
Track 5. Training and capacity building
Track 6. Operations and Maintenance
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The scope of work for 6 distinct tracks are further detailed in the narrations below.

8.1.

Track 1: Setting up of development and UAT environment

The Phase-I of the OIOS project is envisaged to be rolled out by June 2020. In order to meet this
time frame, it is essential that the design and development begin ASAP (Key Resources to be
deployed within 15 days, 50% of the Development Team within 3 weeks and 100% of the team
within 5 weeks of the date of signing of contract). Considering the minimum turnaround time for
setting up and configuring a Tier-3 co-located DC/DR environment for the development and
testing environment, the following is proposed.

1. Slshall set up the development and testing environment in a cloud environment.

2. Sl shall set up and configure development and testing environment in Tier 3- co-located
DC/DR within three months from the signing of contract.

3. Sl shall migrate the development and testing environment to Tier-3 co-located DC/DR, as
and when it is ready.

4. Sl shall set up the remaining environments (training, pre-production and production
environment) in Tier-3 DC/DR.

5. Sl shall configure Development, testing environment components at cloud, which is
identical to the proposed environment at Tier 3- co-located DC/DR; so that its migration/
shifting after 3 months shall need minimum time. The subject migration needs to be
planned so as not to lose productivity.

The other activities include the following.

Software Development & Deployment Tools for Continuous Integration and Continuous
Delivery (CI/CD): The Sl should Use DevOps toolchain for delivery, development and management
of OIOS Application throughout the system development lifecycle. The set of tools for the DevOps
toolchain shall be proposed by the Sl. The tools should support specific DevOps initiatives such as
Plan, Create, Verify, Package, Release, Configure and Monitor.

Setup and configuration of system software, supporting platforms and software components
(including necessary licenses) that are required for development.

Site readiness for Development Center at IA&AD premises.

End-user computing devices for SI’'s Team
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The releases shall be deployed in the test environment for user acceptance testing. Best practices in
setting up Development Center should be adopted by the Sl so that the Development and Testing
zones should be clearly identified and demarcated. The Sl shall notify the product owner for all such
releases deployed in the test environment and allow selected IA&AD closed user group to perform
testing. It would be relevant here to mention that the closed user group of IA&AD would be located in

different geographical locations.

Quality processes should be laid out in the Development Center and structured Software Engineering
and Project Management practices should be adopted while delivering the OIOS project. The indicative

unpriced Rate Card for this track is provided in RFP Volume Il — Appendix I.

Technical Response from the Bidder in Technical Format 6: The Bidder in the Technical Proposal should
propose Bill of Material for setting up the Development and Test Environment. The bidder is at liberty

to add any extra item required for successful set up of the environment.

8.2. Track 2: OIOS Application design, development, roll out & Implementation

a. Prescription of the flavor of Agile software development methodology for design, development,

testing and implementation of OIOS Software Application.

b. Mandatory Onsite deployment of qualified and experienced resources at Development Center at
IA&AD premises Delhi — NCR for Phase 1. The detailed requirements for human resource

deployment are provided in RFP Vol 1, Section 15.

¢. Planning including finalization of Product backlog, release backlog and sprint backlogs.

d. Design, development and testing of OIOS Application services, modules and submodules in a
phased manner as per the product / release / sprint backlogs. The modules and sub-modules
forming part of Phase 1 and Phase 2 along with Time Phase Development Plan of the Phases

thereof are provided in RFP Vol I, Section 11 : Functional Requirements in this document. The
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functional requirement specifications for the modules and sub-modules are further detailed in a
separate document as part of this RFP labeled as ‘Annexure A: Functional Requirement

Specifications for One IA&AD One System Project’.
Procurement, customization and integration of other applications/utilities, as required.

System Testing: The Sl should have a QA/QC process including system testing of each of the user
story, to ensure satisfaction of criteria for acceptance, before various stages of User Acceptance
Testing. SI will submit System testing report to the IA&AD including the list of test cases, defects

identified and resolved before UAT.

The Selected Bidder will conduct the sprint demo of each user story of OIOS application from
Central premise of IA&AD at Delhi -NCR. The Sl should make necessary modifications and code

based on feedback received during sprint demo.
Deploy OIOS System in the UAT, training and pre-production environments.

User Acceptance Testing: The acceptance of the user would be measured in the three stages (as

described earlier in Section 5.1.4 in this document).

(i) Stage 0 (Verification of core functionality)

(i)  Stage 1 (Validation of core functionality)

(iii)  Stage 2 (Verification & validation of configurability)

Every stage includes deployment in suitable environments, testing, raising of issues by the Product
owner and resolution of issues by the SI. This may be iterated until all issues are resolved. The

UAT stage ends with the acceptance by Product owner.

During the UAT the SI would deploy human resources to support the product owner’s team. The
co-ordination regarding UAT by geographically distributed pilot and nodal offices would be done

by the core team of product owner.

Vulnerability Assessment and Penetration Testing (VAPT): The Sl is responsible to do VAPT of
modules/sub-modules released in the respective release (quarter) of each phase by STQC/any
Cert-In empaneled agency and submit the VAPT report to the product owner. The Sl shall take

necessary corrective actions on the suggestions of the product owner.
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k. Testing for sign-off of a phase: The core team of product owner will conduct a testing for sign-off
of a phase for each phase of OIOS application. The sign-off for completion of a phase would be

given by the product owner.

I.  Security Audit: The selected Bidder shall engage STQC or CERT-In empaneled agency to perform
Safe to Host Security Audit of each Phase of OIOS Application Go-Live (Phase 1 and 2).

m. Deployment in pre-production environment: Walkthrough the modules/sub-modules in a pre-
production environment similar to the actual work environment of various IA&AD Offices before

final deployment in production environment.

n. Scheduling of resources: The resources at the Tier-3 co-located DC/DR would be augmented

based on the prescribed schedule for roll out of the OIOS Application releases, as necessary.

0. Onboarding of offices other than pilot and nodal offices: After the implementation of the
releases in the pilot and the nodal offices, the remaining offices of IA&AD would be on-boarded.

This onboarding would be done by the core team of product owner.

The Bill of Material for Track 2 is provided in ‘Section Error! Reference source not found.: Error!

Reference source not found.’” of this document.

8.3. Track 3: Setting Up of development, UAT, training, pre-production and

production environment in PDC and DRC at Tier-3 co-located data centre

1. Set Up, configure and test Primary Data Center (PDC) and Disaster Recovery Center (DRC) for

each phase of OIOS application in Tier-3 co-located DC/DR.
2. Procure, Provide and Configure Network Connectivity between:
a. PDC and DRC utilizing two IA&AD NICNET gateways.
3. The above services shall be provided for the project in a phased manner as per the requirements.
4. Procurement, supply, installation, testing and integration of appropriately sized Middleware and

System Software in the PDC for each phase of OIOS application. Sl should propose appropriate

size as per the functional and non-functional requirements for each phase of OIOS application.
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5. O0IOS System Sizing for Phase 1 and Phase 2: The Sl should size the entire OIOS Software, System
Software, DC/DR components so as to meet the functional and non-functional requirements and
SLAs. The Sl should adhere to the phased procurement as specified in RFP Volume II. The SLAs are
provided in RFP Vol lll. The indicative key data points have been provided in ‘Annexure D’ to this

document.

6. IA&AD intends to implement a data warehousing / data analytics system at a later date for which
another service provider will be selected by IA&AD through another RFP. The selected service
provider will bring requisite tools, database licenses and other software licenses. The data
analytics service provider shall use the servers and centralized storage of OIOS IT solution, which
will be augmented by the Sl for this purpose at additional cost to be paid by IA&AD by following
a change management process. The data analytics system shall be hosted in the same data centre
where the OIOS IT solution is hosted. The Sl needs to have provision of adding additional rack
spaces in the data centre as well as in the DR for hosting the solution. Other common
infrastructure of the DC/DR like network, security, bandwidth and other systems as provided by
Sl shall be leveraged for hosting the data warehousing / data analytics system. The SI will provide
separate quote for the rack space hosting charges in its commercial bid. For data analytics system,
a separate program needs to be strategized for integrating the results of the analytics to become
inputs for audit planning, audit execution and audit reporting. The Sl needs to support the data
analytics service provider in terms of integration with the OIOS IT solution as per requirements

defined at the time of implementation.

The detailed requirements for this track is provided in ‘Section 12 : Requirements for setting up
DC/DR in Tier-3 Data Center on CoLo Model’. The rate card for Track 2 is provided in RFP Volume Il —

Appendix I.

8.4. Track 4: Centralized helpdesk set up and operations

1. Set Up and operate a Centralized IA&AD User Helpdesk.

2. Deploy trained resources for Centralized Helpdesk. The detailed requirement for Centralized
Helpdesk is elicited in RFP Vol | Section 14.1 : User Centralized Helpdesk Requirements in this

document.
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8.5. Track 5: Training and capacity building

This track includes providing the following for training and capacity building as per requirements of IA&AD.

1. Training on agile/scrum methodology (or any another flavor of agile methodology which was
prescribed by Sl and accepted by product owner) and toolchain to the members the core team of

product owner before the commencement of the OIOS Application Phase 1.

2. Training the Master Trainers (identified by IA&AD) for Phase 1, 2 and 3 of OIOS. These master

trainers are responsible for training all the employees of their respective field audit offices.

3. Training for UAT team for each release in Phase 1, 2 and 3 of OIOS. The UAT team is responsible
for review of the developed user stories at various stages. Sl shall also provide training to the
members of the core team to support UAT and rollout of OIOS in field audit offices for each

quarterly release of the OIOS Application.
4. Training for OIOS System Administration to the identified personnel of IA&AD.
5. Training for team of IA&AD who would discharge functions relating to Level-1 functional desk.

6. Preparation of required training documentation including Batch-Wise Training Schedule,

Curriculum, and Training Material.
7. 1A&AD to identify trainees and provide training infrastructure.

The bidder shall propose a training team and plan for adequately training the user for adoption of the
OIO0S System. The detailed requirement is provided in RFP Vol 1, ‘Section 13 : Training and Capacity

Building Requirements’ in this document.

8.6. Track 6: Operations and Maintenance

The bidder should provide services relating to Operation and Maintenance of the complete OIOS solution
and all associated project tracks for a period of seven years post OlOS Application Phase 2 Go-live. The
detailed requirements are provided in RFP Vol 1, ‘Section 14 : Operations, Maintenance and Security

Management Requirements’ in this document.
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8.7.

Common requirements

Resource Deployment: The detailed requirements relating to requirement of resources of Sl and
the deployment is provided in RFP Vol 1, ‘Section 15 : resource deployment requirements’ in this

document.

Documentation: Complete documentation of the OIOS Project is required at all relevant stages.
The detailed requirements relating to documentation is provided in RFP Vol 1, ‘Section 16 :

Documentation Requirements’ in this document.

Exit Management Plan: The Selected Bidder shall provide Exit Management Plan to IA&AD
before System Go-Live of Phase 1 OIOS and Phase 2 OIOS System. The detailed requirement of
this plan is elicited in RFP Vol 1, ‘Section 17 : Exit Management Plan and Handover Mechanism’

in this document.

Adherence to other requirements: The following other requirements are detailed in various
sections of the RFP document.

a. Technical/Architecture requirements (RFP Vol |, Section 18)

b. Non-Functional requirements (RFP Vol I, Section 19)

C. Project Management requirements (RFP Vol |, Section 20)

d. Quality requirements (RFP Vol |, Section 21) and

e. Compliance requirements (RFP Vol I, Section 22).

The definition of “Go Live” is elaborated in ‘Section 23’ of this document.

8.8.

OI0S Track-wise Responsibility Matrix

Based on the responsibilities listed in ‘Section 7’ in this document, the table below indicates the broad
set of track-wise activities related to implementation of OIOS Application and responsibilities of these

activities.
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OIO0S Application Activities

Setting Up of development and UAT environment

Sl shall set up the development and testing
environment in a cloud environment.

Sl shall set up and configure development and testing
environment in Tier 3- co-located DC/DR within three
months from the signing of contract.

Sl shall migrate the development and testing
environment from cloud environment to Tier-3 co-
located DC/DR, as and when it is ready.

Sl shall set up the remaining environments (training,
pre-production and production environment) in Tier-3
DC/DR.

Software Development & Deployment Tools for
Continuous Integration and Continuous Delivery
(CI/CD)

Setup and configuration of system software,
supporting platforms and software components
(including necessary licenses) that are required for
development.

Site readiness for Development Center at IA&AD
premises

End-user computing devices for SI’'s Team

0OIO0S Application Development, Implementation &
Rollout

Responsibility

S|

SI

S|

S|

S|

S|

IA&AD

S|
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OIO0S Application Activities

Prescription of the flavour of Agile software
development methodology for design, development,
testing and implementation of OIOS Software
Application.

Onsite Deployment of qualified and experienced
resources at Development Center at IA&AD premises
Delhi — NCR for Phase I.

Planning including finalization of Product backlog,
release backlog and sprint backlogs.

Design, Development and Testing of OIOS Application
modules, submodules and services in a phased

manner as per the product / release / sprint backlogs.

Procurement, customization and integration of other
applications/utilities, as required.

System Testing
Walkthrough (sprint demo) of each user story of OIOS
application and resolution of issues raised during

sprint demo

Deploy OIOS System in the UAT, training and pre-
production environments.

User Acceptance Testing (Stage 0, Stage 1 and Stage 2)

Resolution of issues raised during UATs (Stage 0, Stage
1 and Stage 2)

Vulnerability Assessment and Penetration Testing
(VAPT)

Responsibility

SI (with consent from

product owner)

S|

SI, Product owner

S|

SI

S|

SI (with review by product

owner)

S|

IA&AD

S|

SI (STQC or CERT-In

empanelled agency)
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OIO0S Application Activities

Testing for sign-off of a phase

Security Audit

On-boarding of offices other than pilot and nodal
offices

Augmentation of resources based on prescribed
schedule in the Tier-3 co-located DC/DR

Set Up, Configure & Test of PDC and DRC at Tier-3 co-
located DC/DR

Set Up, configure and test Primary Data Center (PDC)
and Disaster Recovery Center (DRC) for each phase of
OIOS application at Tier-3 co-located DC/DR.

Procure, Installation, Commissioning and Testing of
Storage Area Network (SAN — 10 TB Usable) at two
IA&AD Offices along with UPS as NLDC/Backup site.

Procure, Provide and Configure Network Connectivity
PDC and DRC utilizing two IA&AD NICNET gateways
PDC and 2 IA&AD offices.

Procurement, supply, installation, testing and
integration of appropriately sized Middleware and
System Software in the PDC for each phase of OIOS
application.

OI0S System Sizing for Phase 1 and Phase 2

Centralized Helpdesk Set Up and Operations

Responsibility

IA&AD

SI (STQC or CERT-In

empanelled agency)

IA&AD

SI (with approval from

IA&AD)

S|

Sl supported by IA&AD

Sl supported by IA&AD

S|

S|
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OIO0S Application Activities

Set Up and operate a Centralized IA&AD User
Helpdesk

Deploy trained resources for Centralized Helpdesk

Approval of the resumes proposed of the resources

before operationalization of Centralized Desk

Training and Capacity Building

Training on agile/scrum methodology and tool chain
(or any another flavor of agile methodology which was
prescribed by Sl and accepted by product owner)

Master Training to the IA&AD identified Master
Trainers for Phase 1, 2 and 3 of OIOS IT solution.

Training for UAT for phase 1, 2 and 3. Provide training
to the members of the core team to support UAT and
rollout of OIOS in field audit offices for each quarterly
release of the OIOS Application.

Training for OIOS System Administration to the
identified personnel of IA&AD.

Training for team of IA&AD who would discharge
functions relating to Level-1 functional desk.

Preparation of required training documentation,
including batch-wise Training Schedule, Curriculum,
and Training Material.

Identification of Trainees for Training envisaged to act
as Master Trainers for IA&AD

Responsibility

S|

S|

IA&AD or its nominated
agency for approval.

SI

S|

S|

S|

S|

SI (with review and sign-off
by IA&AD)

IA&AD
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OIO0S Application Activities

Training Infrastructure to be used for training

Operation and Maintenance of the complete OIOS
solution and all associated project tracks for a period
of 7 years post OIOS Application Phase 2 go-live.

Documentation

Exit management plan

Adherence to other requirements

Responsibility

IA&AD

S|

Sl (with review and sign-off
by IA&AD)

SI (with review and sign-off
by IA&AD)

Sl
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9. Project Timelines: High Level Implementation Timelines of OIOS Project

OIOS project is envisaged to be developed and implemented and rolled out in a staggered manner. The
table in the subsequent page provides a high level breakdown of OIOS System into different tracks and
phases with corresponding timelines for each tracks and phases thereof. The table also provides

development and operationalization of other project tracks along with the timelines.
The legend of the timeline is explained below.
The - cells represents the duration for which the track would be required.

The - cells represents the initial commissioning/provisioning of cloud and light brown represents

continued provisioning, if necessary.

The light blue cells represent the time period during which the sprints (relating to the release/phase)

including planning, design, development, system testing and Stage 0 acceptance testing are envisaged.

The - cells represent the time period during which the Stage 1 roll-out and acceptance testing is

envisaged.

The orange cells represent the time period during which the Stage 2 roll-out and acceptance testing is

envisaged.
The green cells represent the time period during which the Stage 3 roll out is envisaged.
The gray cells represent the duration during which Phase 3 development would be taken up.

For the purposes of measuring completion, the last working day of the concerned quarter, as specified
in the High-Level implementation timeline, is deemed to be the Project milestone for the relevant
milestone for the purpose of this RFP, including the Service Level Agreement. This is applicable for

Phases | and Il only.

One IA&AD One System: Volume 1



OIOS Project — RFP Vol-I

High Level implementation time line of Project Tracks

Track # Timelines in Years 2020 2020 2021 2021 2022 2023 | 2023 | 2024 | 2025 | 2026 | 2027
Quarters | Q1 | Q2 Q3 | Q4 | Q1 | Q2 Q3 | Q4| Q1 | Q2| Q3| Q4 Q1,Q2 | Q3,04 Q1,Q2
Track 1 Set up of development & other environment
Set up of dev/UAT environment in cloud
Migration to Tier-3 co-located DC/DR
All other activities
Track 2 0IOS Application design, development, rollout & implementation

Phase 1 | OIOS Application Phase 1

Design, development & system testing

Stage 0 UAT

Stage 1 UAT (pilot offices)

Stage 2 UAT (nodal offices)

Onboarding of remaining offices

Phase 2 | OIOS Application Phase 2

Design, development & system testing

Stage 0 UAT

Stage 1 UAT (pilot offices)

Stage 2 UAT (nodal offices)

Onboarding of remaining offices

Phase 3 | OIOS Application Phase 3

Track 3: Setting Up of development, UAT, training, pre-production / production environment at Tier-3 co-located DC/DR

PDC/DRC for OIOS Phase 1

PDC/DRC for OIOS Phase 2

PDC/DRC for OIOS Phase 3

NW Setup, NLDC at 2 IA&AD offices  |[NRINI

Track 4 Helpdesk Setup and Operations
All activities
Track 5 Training and Capacity Building

Training of product owner’s team

Master Training OIOS Phase 1 and 2

UAT Training

Track 6 Operations and Maintenance
OIOS Phase 1 & 2
OIOS Phase 3
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10.

Engagement Models for Project Tracks & Phases

OIOS is a multi-dimensional project comprising of different project tracks having one or more phase. The

engagement model for different phases of each project track is detailed below.

Engagement
# | Track Track Items Remarks
Model
Setting up
Three months or until the Tier-3
development & UAT
Fixed Cost co-located DC/DR environment is
Setting Up of in cloud for three _ o
ready and migration is complete
Development & | Months
1.
UAT Migration of
environment development & UAT
Fixed cost
environment to Tier-
3 co-located DC/DR
A dedicated development team
OIOS Application
Fixed Cost shall be deployed at IA&AD
Phase 1 ' '
0105 premises at Delhi-NCR.
Application Upon completion of Phase 1, the
OIOS Application
2. | Development, Fixed cost same team shall continue to the
Phase 2
Implementation maximum possible extent.
& Roll Out Upon completion of Phase 2, the
OIOS Application Time and
same team shall continue to the
Phase 3 Material
maximum possible extent.
Tier-3 co-located . .
) Procure, Provide, Configure and
Setting Up of DC/DR for OIOS ,
Test the following for PDC and

Tier-3 co-located

DC/DR

Cost

a) System software

b) Hardware
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Engagement
Track Track Items Remarks
Model
c) Security
d) Disaster Recovery
Tier-3 co-located . .
Phase 2: Fixed | Procure, Provide, Configure
DC/DR for OIOS
/ cost bandwidth between PDC, DRC and
Application Phase 2
PP facilities. The infrastructure
deployment should be gradually
Tier-3 co-located
Phase 3: Fixed | augmented based on schedule
DC/DR for OIOS .
cost prescribed by Sl and approved by
Application Phase 3
IA&AD. The schedule must also
provide for a tech refresh.
Tier-3 Set Up for
Fixed cost
DRC for OIOS
Tech refresh Fixed cost Periodicity to be determined
Backup Sites Fixed cost At 2 IA&AD offices
Track 4:
a. Helpdesk Tool Time & A separate and dedicated team
Centralized
b. Helpdesk Material for shall be deployed for operating
Helpdesk Set Up
Resources Resources the Centralized IA&AD helpdesk
and Operations
Time &
Track 5: Training
Material for

and Capacity

each Training

Building
conducted
OIOS Application
: Fixed Cost
Track 6: Phase 1 and Phase 2
Operations &
Maintenance OIOS Application Time &
Phase 3 Material
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11. Functional Requirements

The OIOS IT solution is to be designed, developed, tested, implemented and rolled out to the various field
audit Offices. The envisaged business process in OlOS ecosystem is bundled into modules and sub-
modules of “business value”. The functional requirements for each of the modules/sub-modules are
elaborated in ‘Annexure A: Functional requirement specifications for OlIOS’ to this document. Therefore,
the IT solution is envisaged to be rolled out in three phases. In addition, the architecture should be scalable
to allow IA&AD to add new modules and services, as necessitated by future requirements beyond Phase
1 and Phase 2 or further phases of IA&AD. The selected bidder should be able to deliver at the minimum,
the functional services as listed in sections below. The non-functional Requirements are provided in

‘Section 19 of this RFP document.

11.1. High level Functional Overview of services

The Overall scope of OIOS Application is divided into a number of interrelated services, modules, and

submodules. The OIOS IT application is intended to provide the following business services.

a) Audit and related services: These are services relating to core audit processes. The modules
include,
e Audit planning of audit assignments.
e Detailed audit design of the audit assignments.
e Execution of the audit plan and design and collection of data.
e Reporting of findings observed during execution and recommendations made thereafter.
e Follow-up on action taken on products containing findings and recommendations.
e Technical Guidance & Support services.
e Services offered by inspection wing, peer offices through review and internal audit.
b) Non-audit services: These are peripheral services that support the core audit services. The
modules include,
e Administrative services (Non-HR related).
c) Master data services: These are services that assist management of master data relating to the
audit and non-audit services. The modules include,

e Organisational structure of the department and the field audit offices.
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e Personnel engaged in various activities of the department.
e Universe of auditable entities (similar to clients of IA&AD’s business).
d) Common services: These are services commonly used by all the other services. The modules
include,
e Platform based collection of data required by other services or during delivery of other
services.
e Communication service.
e Reporting and dashboard services.
e Institutional management of knowledge.

e Migration of legacy data.

The schematic below provides a high-level overview of the services (and modules) offered by the

envisioned OIOS Application.

Common services

o ecuon Master data services

Non-audit

Organisation services

Audit Audit Audit

Reporting/Bl planning design execution

Personnel

— Audit Audit 165 Administration
n i -
ma:;vg:;gei‘ reporting = follow-up (Non-HR)

system Auditee
universe

ITA/PR/IW

Legacy data

Figure 6: OIOS IT solution (Services and modules)

The overall scope of OIOS Application is divided into a number of interrelated services, modules and
submodules which should be juxtaposed in an orderly fashion to sequentially evolve the OIOS application
into a robust IT solution. This will be achieved by architecting the proposed solution into three phases

containing quarterly release (bundles) of said services, modules and submodules. The phase-wise
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bundling the modules/sub-modules is detailed below. It is important to note that the bundling of
modules/sub-modules are indicative and would be finalised during the release planning based on estimate

for each sub-module in product backlog.

Phase-wise bundling of development of modules and sub-modules of services (release)
Phase | of OIOS

Release 1 Release 2
Module 01: Organisation Module 02: Personnel
e Office master e Gradation list
e Office structure Module 04: Audit planning
e User privilege master** e Annual audit plan
e Userroles Module 05: Audit design
e Role-structure map e Audit design matrix
Module 02: Personnel e Sampling approach
e Employee master e Audit guidelines
e Posting/transfer Module 06: Audit execution
Module 03: Auditee universe e Programme
e Universe master e Record requisition

Module 06: Audit Execution
e Audit toolkit (Collect) platform (part)
Module 09: Data collection

Audit enquiry
Audit observation
Audit toolkit (collect) platform (part)

e Design kit Module 07: Audit reporting

e Allocate access e Product configuration (part)

e Monitor collection e Drafting product (part)

e Consolidate & analyse Module 12: Knowledge management system
Module 12: Knowledge management system e Audit guidance (part)

e Audit guidance (part) e Auditee IS (part)

e Auditee IS (part) Module 13: Reporting/BI

e MIS reports**
e Dashboards**
Phase 2 of O10S
(Note: Release 6 only involves changes that are added due to Stage 2 UAT)

Release 3 Release 4 Release 5
Module 03: Auditee Universe Module 02: Personnel Module 02: Personnel
e Universe profile e Employee profile e Training nominations
Module 06: Audit execution Module 06: Audit execution e Other nominations
e Offline utility (part) e Offline utility (part) Module 04: Audit planning
Module 07: Audit reporting Module 07: Audit reporting e Parametric risk
e Product config (part) e Receive response Module 07: Audit reporting
e Drafting product (part) Module 08: Audit follow-up e Recommendations
e QA/QC of audit product e IR follow-up Module 08: Audit follow-up
e Finalisation & issue e LCfollow-up e Reco. follow-up
Module 10: Communication Module 13: Reporting/Bl Module 12: KMS
e Receipt e MiISreports** e Repository of ADM/TK
e Dispatch e Dashboards** e Forum
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Phase-wise bundling of development of modules and sub-modules of services (release)

e Notification / Alert
Module 13: Reporting/BI

e MIS reports**

e Dashboards**
Module 16: Legacy data

e Bulk data migration

e Adhoc data entry

e  Wiki
e Media repository

Phase 3 of OIOS

Bundle A Bundle B Bundle C
Module 04: Audit planning Module 02: Personnel Module 11: ITA/PR/IW

e Strategic audit plan e Leave e Internal test audit
Module 05: Audit design e Tour e Peerreview

e Statistical sampling
Module 12: KMS

e Instant messaging
Module 15: Administration

e RTI

e Personnel Claims
Module 06: Audit execution

e APlintegration
Module 07: Audit reporting

o APlintegration
Module 08: Audit follow-up

e Inspection wing
Module 15: Administration

e Procurement

o Asset

e |nventory

e Complaints
e APlintegration
Module 14: TGS
e TGS
e LB Committee

** These sub-modules would evolve and/or change with every release.

11.3. Staging of implementation in each phase

The staging of the implementation and roll out (Stages 1, 2 and 3) is detailed out in ‘Annexure A:
Functional requirement Specifications’ of this document. The same is replicated in this document for
ease of reference. It is important to note that the staging of the modules/sub-modules are indicative
and would be finalised during the release planning based on estimate for each sub-module in product

backlog.

In respect of phase 1 and phase 2, the sub-modules would be implemented in three stages (after
adequate testing) as detailed below. However, in respect of phase 3, the implementation of sub-

modules would be an all-India level after adequate testing.

The sub-module functionality is envisaged to be

developed and implemented in a few selected field audit offices (four to five) with an objective to
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validate the design at a basic level. The purpose is to validate the core functionality. This is the first

stage of acceptance. This is denoted by colour.

The sub-module is envisaged to be implemented in the selected
31 pilot offices (excluding offices already covered in the proof of concept) and their respective
functional wings in C&AG HQ covering a variety of audit streams. The objective of pilot implementation
is to validate the applicability of the design across audit streams and validate the configurability
features. This is the second stage of acceptance. This is denoted by colour. Any changes made

in the requirements subsequently, after stage 2, would be taken up as a change request.

The feedback received during testing of stage 1 and stage 2 would be considered ‘within scope’ of the
RFP. That is, Additional story points or changes in story points that are added based on feedback

received in stages 1 and 2 would NOT be considered as ‘change management’.

The sub-module is envisaged to be implemented in all field audit
offices and the sub-module reaches an irreversible status. At this stage, only configuration (and not
change management/ customization) is expected, since the validation of configurability features has
already been confirmed in the pilot implementation. This is denoted by colour. Any changes
required based on the feedback received during stage 3 (for sub-modules covered under phases 1 and

2) would be handled as a ‘change management’.

Phase 1 and 2: The sub-modules to be developed and implemented in phase 1 and 2 have been divided
into eight (indicative) releases. The releases are indicated with numbers in the cells of the table.

Further, the road map also includes the extent of coverage in IA&AD, as detailed below.

Phase 3: The sub-modules to be developed and implemented in phase 3 have been bundled into three
bundles (A, B and C). The bundle number has been indicated against the sub-modules to be developed

in phase 3.

The complete information discussed above is illustrated in the infographic below. The sub-modules
marked with ** would undergo modification until completion of phase 3. One sub-module (Auditee

data warehouse) which would be handled independently is highlighted in black.

One IA&AD One System: Volume 1



Table 2: Timelines for stage-wise implementation of sub-modules of OIOS (Road map)

Phase 1 I Phase 2 I Phase 3 (T&M) >>

Year 2020 2021 2022 >>

Quarter; Q1 |Q2J Q3| Q4| Q1|Q2]JQ3| Q4| Q1| Q2 |Q3Q4 | >

01: Organisation >>
01_01: Office Master 2 3| 4 5 >>
01_02: Office structure 2 3| 4 5 >>
01_03: Privilege master** 2 3| 4 5 >>
01_04: User roles 2 3| 4 5 >>
01_05: Role-structure map 2 314 5 >>
02: Personnel >>
02_01: Employee master 2 3| 4 5 >>
02_02: Employee profile 51 6}7 >>
02_03: Posting/Transfer 23| 4 5 >>
02_04: Gradation list 3| 4 5 >>
02_05: Training 67| 8 >>
02_06: Other nominations 6 7| 8 >>
02_07: Leave B B >>
02_08: Tour B B >>
02_09: Personnel claim B B >>
03: Auditee Universe >>
03_01: Universe master -I 2 3|4 5 >>
03_02: Universe profile 4 5|1 61Q)7 >>
04: Audit planning >>
04_01: Strategic Audit plan Al A >>
04_02: Annual Audit plan - 3| 4 516 >>
04 _03: Parametric risk - 67| 8 >>
05: Audit Design >>
05_01: Audit Design Matrix 31 4 5| 6 >>
05_02: Sampling approach 3| 4 5|6 >>
05_03: Audit guidelines 3| 4 5|6 >>
05_04: Statistical sampling Al A >>
06: Audit execution >>
06_01: Programme 31 4 5| 6 >>
06_02: Record requisition 3| 4 516 >>
06_03: Audit enquiry 3| 4 516 >>
06_04: Audit observation 3| 4 516 >>
06_05: TK-collect platform 3| 4 516 >>
06_06: API Integration B B >>
06_07: Offline utility 51 6§7 >>
07: Audit reporting >>
07_01: Product configuration 4 5|161Q)7 >>
07_02: Drafting audit product 4 516}7 >>
07_03: QA/QC 4 51 61§7 >>
07_04: Finalisation & issue 4 5|161Q)7 >>
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Phase 1 I Phase 2 I Phase 3 (T&M) >>
Year 2020 2021 2022 >>
Quarter Q1 | Q2] Q3| Q4|Q1|Q2JQ3| Q4| Q1| Q2 |Q3|Q4 | >
07_05: Receive response 4 5|1 67| 8 >>
07_06: Recommendations 5 67| 8 >>
07_07: APl Integration B B >>
08: Audit follow-up >>
08_01: IR follow-up 4 5|1 67| 8 >>
08_02: LC follow-up 4 5|1 67| 8 >>
08 _03: APl Integration B B >>
08_04: Reco follow-up 5 67| 8
09: Data collection platform >>
09 _01: Design kit 1| 2 3| 4 5 >>
09 _02: Allocate access 1| 2 3| 4 5 >>
09_03: Monitor collection 1| 2 3| 4 5 >>
09_04: Consolidate & Analyse| 1 | 2 3| 4 5 >>
10: Communication >>
10_01: Receipt 3| 4 51617 >>
10_02: Dispatch 3| 4 51 61§7 >>
10_03: Notification / Alert 3| 4 51617 >>
11: ITA/PR/IW >>
11_01: Internal test audit c|C|>
11_02: Peer review C|CJ>»
11_03: Inspection wing C|CJ>»
12: KMS >>
12_01: Audit guidance 1|2 3| 4 5 >>
12_02: Auditee IS 1| 2]3]| 4 5 >>
12_03: Repository of ADM/TK 5| 67| 8 >>
12_04: DW/data analytics [N NN S -
12_05: Forum 5| 61Q]7 >>
12_06: Wiki 5| 61Q]7 >>
12_07: Media repository 5| 61Q]7 >>
12 _08: Instant messaging A| A >>
13: Reporting/BI >>
13_01: MIS reports** 23| 4 51 6})7| 8 >>
13_02: Dashboards** 23| 4 51 6})7| 8 >>
14: TGS >>
14_01: TGS B B >>
14 _02: LB Committee B B >>
15: Administration >>
15 _01: Procurement C| CJQ]>»>
15_02: Asset C| CJ]>
15_03: Inventory C|CJ>
15_04: RTI Al A >>
15_05: Complaints Al A >>
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Phase 1 I Phase 2 I Phase 3 (T&M) >>

Year| 2020 2021 2022 >>

Quarter Q1 | Q2] Q3| Q4| Q1 |Q21Q3| Q4| Q1| Q2 |Q3|Q4 | >

16: Legacy data >>
16_01: Bulk data migration 3| 4 5|1 67| 8 >>
16_02: Adhoc data entry 3| 4 5|1 67| 8 >>

11.4. Functional requirement specifications

The functional requirement specifications of OIOS for modules and sub-modules to be developed in Phase
1 and Phase 2 of OIOS project, are elaborated in “Annexure A: Functional requirement specifications of

OIOS IT solution” to his document. The bidders are suggested to go through the requirements thoroughly.

Please note that the requirements detailed in the functions Requirements will necessarily have to be met
by the system designed and developed by the SI, and the approval of any intermediate document during
the course of the project will not nullify any specification entailed in the Phase 1 and Phase 2 functional

requirements, unless explicitly stated.

11.5. Special requirements for Phase 3 Modules

The overview of functional requirement specifications of modules and sub-modules to be developed in
Phase 3 of OIOS project are also provided in “Annexure A: Functional requirement specifications of OI0S

IT solution”. The Bidders are suggested to go through the requirements thoroughly.

The functional requirements for Phase 3 modules, sub-modules and services would evolve and shall be
finalized before the completion of Phase 2. It is made clear that the SI's team shall work along with the
IA&AD team and its nominated agency to finalize such requirements and the same shall be developed,

implemented and rolled out in the IA&AD offices on T&M basis.
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12. Requirements for setting up DC/DR in Tier-3 Data Center on CoLo Model

The selected bidder shall provision, configure and test the following in Tier-3 co-located DC/DR in a phased

manner as per Implementation Timelines

System Software
Hardware

Security

A W N oRE

Disaster Recovery

In addition to the above, the selected bidder shall also provision, configure Bandwidth Connectivity

between DC and DRC, NICNET Gateway-1 and 2.

12.1. Role of Selected Bidder

= Appropriately size the infrastructure requirement as per the requirements of the current track, or
rollout requirements.
=  Host the OIOS Application in the both Primary Data Center and Disaster Recovery Center.
= Test and ensure the SLAs are complied with.
= DRC:
0 Make provision for 50% compute of Primary Data Center (as per RFP Volume | — Annexure
Q)
0 Make provision for 100% identical storage of Primary Data Center (as per RFP Volume | —
Annexure C)
O Make provision for necessary system software
= Create, operate and maintain the development, UAT, training, pre-prod and production
environments for a duration of
0 three or more years from the start date of OIOS and until the development and roll-out
of Phase 3 and

0 seven years from the “Go-Live” satisfying the requirements detailed below.
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12.1.1. IT infrastructure procurement, supply and installation

a. Slshall be responsible for procurement, supply and installation of entire IT infrastructure required for
setting up, operating and maintaining the OIOS IT solution.

b. The IT infrastructure includes servers, storages, back up, networking, security equipment, operating
systems, database, help desk system and other related infrastructure required for running and
operating the OIOS IT solution.

c. The planning of IT infrastructure procurement should consider the following factors.

a. Ensure redundancy at each level.
b. Support peak loads.

d. Sl shall plan procurement of infrastructure in a staggered manner during the project duration to
support increase in number of offices being on-boarded and increase in data. The Sl shall propose
staggered procurement schedule and provide commercial quotation accordingly including the scope
for tech refresh.

e. The Sl shall procure infrastructure in a phased manner based on the prescribed schedule as provided
in RFP Volume Il Appendix | and after receipt of approval from product owner.

f.  Virtualization technologies shall be used to reduce the physical space required for hosting.

g. IT infrastructure shall be dedicated for OIOS project and Sl shall not use the same for any other
purpose.

h. In case of procurement of infrastructure in phases, the payment for the same shall also be made in
phases after actual delivery and acceptance of such infrastructure in specified locations. Title transfer
of hardware and system software shall take place after commissioning of respective components and
acceptance by IA&AD.

i. The initial estimate for procurement of infrastructure may be planned based on the indicative key
data points detailed in ‘Annexure D: Indicative key data points’ to this document.

j. Sl shall provide details and quote charges for additional compute (server, storage and related
infrastructure items) that would be required on a year-on-year basis after the Go-Live. The networking
and security components may be sized suitably as well to meet the requirements defined in SLA.

k. Sl shall ensure to procure warranties/ AMCs for the all the hardware components for the entire
duration of the project.

I. Sl shall obtain support from OEM for software component.
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m. The minimum specifications of IT infrastructure and information security are detailed in Annexure C.
The Sl shall size and provide IT infrastructure to meet the functional and non-functional requirements
and the Service Level Agreement parameters.

n. The bidder shall prepare and submit the details of methodology and computations for sizing and
capacity of storage, compute, routers, switches, internet facing IPS, backup, tape libraries, security
components along with their technical proposal, including schedule for gradual on-boarding and tech

refresh.

12.2. Hosting requirements

a. Bidder shall enterinto a tri-party agreement with Data Center Service Provider and IA&AD for required
Data Center Services, however sole responsibility to provide the services as per the RFP requirements

shall lie with SI

b. The agreement between Sl and Data Center Service Provider must be in line with the SLAs defined in

the RFP.

c. Rental charges for various services offered by Data Center Service Provider for Project duration must
be added in the Commercial Proposal and it shall be added in total Project bid value for evaluation

purpose.

d. Sl shall provide space and required infrastructure, including, provisioning for required bandwidth for
hosting all the components of OIOS IT solution.

e. The OIOS IT solution shall be hosted in a commercial tier 3 data centre in India.

f. The Disaster Recovery site will also be required to be hosted in a commercial tier 3 data centre in a
different location that mitigates the risk of both sites being affected by location specific threats.

g. For each of the site (DC & DR) there has to be Near DC/Near DR, which will be hosted at IA&AD
provided space in the same city. No other compute infrastructure except storage, UPS is proposed to
be hosted at these sites.

h. The proposed DC/DR should be compliant to Tier 3 standards.

i. The hosted IT infrastructure in the facilities of DC/DR shall be housed in a separate caged environment
dedicated to IA&AD at each site. The cage should have biometric based access along with facility to
put lock and key.

j. The Sl shall make the access logs relating to the access for the cage using biometric available every 60

days. The Sl shall also provide for video surveillance for the entrance as well as the perimeter of the
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cage. The video surveillance shall be available for at least 30 days. The live video feed for each of the
camera may be made available for viewing at IA&AD premises on real time basis. For this purpose,
the internet connectivity at IA&AD premises will be procured by IA&AD. However, connectivity
requirement at camera end to be borne by Sl.

DC and DR facilities should have existing and valid I1ISO 27001 certified. The certificate shall be
maintained by the service provider for the DC/DR facilities during the entire duration of the contract.
SI shall ensure sufficient electrical connections, air conditioning, backup power through generators,
access control, integrated fire detection and suppression, physical security and soft services, etc., as
applicable and required for the proposed infrastructure on a 24 x 7 basis in order maintain the
availability of all the facilities as per SLA.

. Sl shall also provider for common security devices such as door sensors, staff attendance control
systems, video surveillance, monitoring, recording facilities, etc.

The facilities should have common space available along with other infrastructure like lifts, building
management system, electrical systems, security systems, fire alarm and suppression systems, heat
ventilation and precision air-conditioning-based cooling system adequate to handle cooling
requirements for equipment hosted. All the aforesaid infrastructure should be integrated to a central
building management system to provide better infrastructure control.

Sl shall evaluate the sizing of rack space required at the facilities for the entire duration of the contract
with adequate space for future expansion and scalability requirements. The future requirement for
hosting the data warehouse/data analytics system shall also be kept in mind. The payment relating to
the hosting charges for the data warehouse/data analytics system including power charges and rack
cost shall be paid additionally by IA&AD from the date when the IT infrastructure is hosted in these
racks by IA&AD.

The technical proposal of the Sl shall provide year-wise details on the number of racks that the SI
intends to host at each facility along with the IT infrastructure deployment plan for each rack and the
rated power considered for each rack. The racks and the required cabling shall be procured and
installed by SI.

The power distribution system in these facilities should ensure that addition or removal of any
equipment or component does not involve power interruption.

Sl shall provide for two levels of manned security. The first level at the complex entry (for perimeter

security) and second level at the main data centre control (for visitor control).

One IA&AD One System: Volume 1



s. Slshall not change the hosting provider during the contract duration, without prior approval of IA&AD.

t. Facilities proposed for DC, DR, Near DC and Near DR should additionally meet the parameters
mentioned in RFP Volume | - Annexure C. Compliance to these parameters also need to be submitted
along with the technical proposal.

u. During working hours (0900-1800 hrs) at least one resource from the SI’s Infrastructure team should
be deployed at both DC locations for the entire contract period.

v. The implementation must ensure that necessary backup copies are valid and can be successfully
restored, which requires ranking the importance of data and establish ways that the most important
data is backed up first and restored first. The ranking of importance of Data shall be submitted by SI
to the IA&AD and shall be implemented after IA&AD’s approval.

12.2.1. Bandwidth requirements

a. Slshall provide MPLS connectivity for connecting NIC gateway with the DC and DR facilities.

b. Sl shall provide MPLS connectivity between DC/DR/Near DC/Near DR to meet the required RPO and
RTO. This should include the following.

a. Connectivity between DC and DR.

b. Connectivity between DC and Near DC.
c. Connectivity between DR and Near DR.
d. Connectivity between DR and Near DC.
e. Connectivity between DC and Near DR.

c. Sl shall also provide for internet connectivity at DC/DR to allow the OIOS IT solution to be accessible
from internet. Internet connectivity needs to be provided from ISPs at each data centre. The internet
bandwidth should be provisioned to meet the user requirements.

a. IA&AD officials accessing OIOS IT solution through NIC-NET.
b. IA&AD officials accessing OIOS IT solution from elsewhere.
c. Any other entities accessing the system through portal/APIs.

d. Sl shall ensure connectivity to helpdesk team and O&M team.

e. The estimation of bandwidth shall be done by SI based on the data replication requirements and
indicative key data points detailed in ‘Annexure D’ to this document. The Sl shall ensure scalability

requirements as well and ensure to meet SLAs.
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The bandwidth calculation should ensure that the utilization does not exceed 70% at any point of

time. If the bandwidth reaches 70%, the Sl shall increase the bandwidth without any additional cost

to IA&AD.

The Sl shall provide details of bandwidth service provider.

h. The Sl through EMS should provide for network reports including

a.

b.

Link up/down (real-time plus periodic)

Link utilization (real-time plus periodic)

Bandwidth utilization report.

Application/port level traffic analysis.

Reports relating to jitters and network latency

Router statistics.

Memory and CPU utilization

12.2.2. Other Requirements

1.

Each of the environments mentioned above should be logically isolated, i.e., separate from

the production environment in a different VLAN than the production environment and setup

such that users of the environments are in separate networks.

The selected bidder should configure, schedule and manage backups of all the data including

but not limited to files, folders, images, system states, databases and enterprise applications

as per the backup policy.

a.

b.

Sl shall provide for fireproof media storage for storage of tapes, cartridges, etc.
Backup solutions for Production, DR and Staging in the form of disk to disk to tape or
latest generation LTO (One Copy).

Bidder has to provide a dedicated or shared backup tool for backup of the Database,
Applications etc. The backup has to be automated through backup agents

Backup of production will be daily incremental, weekly full and monthly full. The period
of retention of backups for weekly will be 30 days and for monthly backups will be 90
days.

Bidder has to ensure the data backup for DR and staging on weekly basis and data

retention period will be 30 days.
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11.
12.

13.

f. The Bidder shall perform restoration test every Quarter on a separate VM and provide
suitable reports.
g. All backups have to be completed between a 6-hour window i.e. between 12 AM to 6
AM.

The database server storage has to be provided on high speed disks (SSD’s) for better
performance.
Bidder has to provide Private static IP address for all the VM’s and provide minimum of 10
Public IP address in DC and DR respectively.
The SI has to provision VPN gateway for accessing the Servers for troubleshooting. The
connectivity has to be provided for 5 clients for troubleshooting issues. The internet
connectivity required for VPN has to be separately provisioned.
DRC should meet all the requirements as specified in Annexure C of this document.
RTO and RPO should be as per Disaster Recovery and Business Continuity Requirements as
specified in Annexure C of this RFP.
DR drills need to be performed by the Bidder half yearly and/or on demand basis to check
disaster preparedness.
Compliance process to the defined international standards and security guidelines such as ISO
27001, for maintaining operations of cloud and ensuring privacy of IA&AD data.
A change release management and configuration management procedure is defined and
implemented to process any change to the services. This procedure must include the
capability to support the transition between the aforementioned environments prior to
production deployment.
The infrastructure provisioned by the Bidder must be scalable.
The Bidder shall conduct vulnerability and penetration testing (from third party agency
empanelled with CERT-In/ STQC) on the facility every year and the report should be shared
with IA&AD. The Bidder would ensure that the updates are made to the systems in response
to any adverse findings in the report; without any additional cost to IA&AD.
Provide support to technical team of IA&AD or nominated agency for Optimization of
resources for better performance and also provide physical and virtual access to the technical

persons for the resolution of any issue pertaining to the operation, maintenance or
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12.2.3.

rectification to keep the application running without any problem, as authenticated by
IA&AD.

The Sl shall provide 24*7 Helpdesk & Technical support services. This will include system
maintenance windows. The service provider should provide a 24*7 operated contact number
which will be used by IA&AD or by IA&AD nominated partners to raise any issues related to

the services provided by the bidder.

Certification/Compliance

12.2.4.

The facilities/services for both Primary Data Center and Disaster Recovery Center need to be
certified / compliant for the entire duration of the contract to the following standards based on
the project requirements:

a. SO 27001 - the services should be certified for the latest version of the standards

b. ISO/IEC 27017:2015-Code of practice for information security controls based on ISO/IEC

27002 for cloud services and Information technology

The Sl shall meet all the security requirements indicated in the IT Act 2000.
The bidder shall submit the respective certificates issued by the authorized agency/persons to

IA&AD

Privacy and Security Safeguards

The Bidder shall ensure that the data is encrypted as part of a standard security process for highly
sensitive content or choose the right cryptographic algorithms evaluating security, performance,
and compliance requirements specific to their application and may choose from multiple key
management options. Refer Annexure A for functional requirement.

SI shall notify IA&AD promptly in the event of security incidents or intrusions, or requests from
foreign Government/Non-Government agencies for access to the data, to enable the IA&AD to
manage these events proactively.

The SI shall report forthwith in writing of information security breaches to the IA&AD by
unauthorized persons (including unauthorized persons who are employees of any Party) either to

gain access to or interfere with the Project's Data, facilities or Confidential Information.
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4. The Sl shall ensure to treat information passed on to them under this Agreement as classified.
Such Information will not be communicated / published / advertised by the SI to any

person/organization without the explicit permission of the IA&AD.

12.2.5. Confidentiality

1. The Bidder shall execute non-disclosure agreements with the IA&AD with respect to IA&AD
confidentiality of OIOS and / or IA&AD data.
2. Forthe avoidance of doubt, it is expressly clarified that the aforesaid provisions shall not apply to
the following information:
a) information already available in the public domain;
b) information which has been developed independently by the Service Provider;
¢) information which has been received from a third party who had the right to disclose
the aforesaid information;
d) Information which has been disclosed to the public pursuant to a court order.
3. The Sl shall ensure that the service provider does not get access to IA&AD data.
4. The bidder remains responsible for its subcontractors’ compliance with bidder’s obligations under

the Project.

12.2.6. Performance Management

The SLAs for DC/DR services are covered under RFP Vol 3.

12.2.7. Audit & Governance Requirements

The Sl shall implement the audit & compliance features to enable the IA&AD to monitor the provisioned

resources, performance, resource utilization, and security compliance:

i View into the performance and availability of the services being used, as well as alerts that are
automatically triggered by changes in the health of those services.
ii. Event-based alerts, to provide proactive notifications of scheduled activities, such as any changes

to the infrastructure.
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12.3.

System-wide visibility into resource utilization, application performance, and operational health
through proactive monitoring (collect and track metrics, collect and monitor log files, and set
alarms).

Logs of all user activity within an account. The recorded information should include the identity
of the API caller, the time of the API call, the source IP address of the API caller, the request
parameters, and the response elements returned by the service. This is required to enable
security analysis, resource change tracking, and compliance auditing.

Ability to discover all of the provisioned resources and view the configuration of each.
Notifications should be triggered each time a configuration changes, and Agencies should be given
the ability to dig into the configuration history to perform incident analysis.

Monitoring of resources with alerts to customers on security configuration gaps such as overly
permissive access to certain compute instance ports and storage buckets, minimal use of role
segregation using Identity and Access Management (IDAM), and weak password policies.
Automated security assessment service that helps improve the security and compliance of
applications by automatically assessing applications for vulnerabilities or deviations from best
practices. After performing an assessment, the tools should produce a detailed list of security

findings prioritized by level of severity.

Exit Management / Transition Requirements

Continuity and performance of the Services at all times including the duration of the Agreement and post

expiry of the Agreement is a critical requirement of IA&AD. It is the prime responsibility of Sl to ensure

continuity of service at all times of the Agreement including exit management period (three months). SI

shall ensure the continuity during transition period and in no way any facility/services shall be

affected/degraded.

Amongst others, a service provider could be changed/decommissioned subject to the following two

triggers as explained below:

1.

Non-performance: The performance will be monitored against set SLAs and if the service provider
fails to meet the SLAs for two consecutive quarters the Sl shall migrate to a different service

provider at no extra cost and ensure the SLAs are met with the new service provider.
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2. Material breach: In case of a data breach resulting in material breach, the IA&AD have rights to
terminate both S| and service provider on an immediate basis along with revoking the PBG

submitted by SI.

The responsibilities of service provider with respect to Exit Management / Transition-Out services include:

Provide necessary handholding and transition support to ensure the continuity and
performance of the Services to the complete satisfaction of IA&AD.

Support IA&AD in migration of the infrastructure, data, content and any other assets to the
new environment created by IA&AD or any Agency (on behalf of IA&AD on alternate service
provider’s offerings to enable successful deployment and running of the IA&ADs solution on
the new infrastructure by providing a mechanism to IA&AD for the bulk retrieval of all data,
scripts, software, virtual machine images, and so forth to enable mirroring or copying to
IA&AD supplied industry standard media.

The format of the data transmitted from the service provider to IA&AD should leverage
standard data formats whenever possible to ease and enhance portability.

The ownership of the data generated upon usage of the system, at any point of time during
the contract or expiry or termination of the contract, shall rest absolutely with IA&AD.
Ensure that all the documentation required by IA&AD for smooth transition including
configuration documents are kept up to date and all such documentation is handed over to
IA&AD during regular intervals as well as during the exit management process.

Shall not delete any data at the end of the agreement (for a maximum of 45 days beyond the
expiry of the Agreement) without the express approval of IA&AD.

Once the exit process is completed, remove the IA&AD’s data, content and other assets from
the environment and certify that the infrastructure, Content and data destruction to IA&AD
as per stipulations and shall ensure that the data cannot be forensically recovered.

There shall not be any additional cost associated with the Exit / Transition-out process.
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13. Training and Capacity Building Requirements

Training and Capacity Building is a critical component for the adoption of OIOS system. The purpose of
this initiative is to equip the end-users and other stakeholders of OIOS system with the right skills, and
knowledge to use OIOS and achieve its objectives in terms of enhancing outcomes in Audit Planning,
Execution, Reporting and other audit functions. This component is critical to the sustainability of use of

the OIOS IT solution by the end-user community.

The Selected Bidder will be responsible for creation of a detailed and effective training strategy, user
groups and classifications, training plan and guidelines, detailed training material, training program
designed their delivery to the target users. The selected bidder will also be responsible for drawing out an
effective methodology for evaluation for each training and to measure the effectiveness of the training.
The training and capacity building requirements are detailed in the sections below. Any additional training
requirement/requirement of additional batches would be taken up on a time & material basis based on

the rates provided by the bidder.

The core components of training will have to be delivered using the SI’s own resources; however, Sl can
consider using sub-contracting for part of the training and capacity building requirements as part of the

overall Training Plan after prior approval of the IA&AD.

13.1. Training / capacity building of product owner’s core team

The bidder has to provide training for the product owner’s core team in the following areas.

Number
.. Number of . Number of
# Training Type . Batch Size of Days
Trainees Batches
per batch
1. Agile methodology Training 20 10 2 2
2. Tool chain training 20 10 2 3
Training on the functional
3. 15 5 3 3
help desk tool
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13.2. Training of Master Trainers

The majority of the master trainers are a set of two to three officials of IA&AD from each of the 141 field
audit offices. The trainers have to be imparted training in office administration, wing administration and
functions and activities to be carried out by other officials in the office. The Trainees identified by IA&AD
for Training are envisaged to act as Master Trainers for IA&AD. Upon successful training these Master
Trainers are envisaged to become trainers for their own respective office. It, therefore, becomes

imperative on the selected bidder to impart effective training to such Master Trainers.

The officials of IA&AD in each of the field audit offices vary widely with regard to IT skills and capacity. It
is very important that the master trainers become Subject Matter Experts with respect to using the OIOS
IT solution, so that they can hand hold and assist the other officials in their respective offices throughout
the journey of implementation. The training material for these trainings must be carefully designed so
that it is replicable across various wings/branches/sections in the field audit offices. The material must
provide for self-learning and continued learning even after the training. The training plan must include

appropriate methodology to evaluate the trainees and measure the effectiveness of the training.

Number
.. Number of . Number of
# Training Type . Batch Size of Days
Trainees Batches
per batch
OIOS Application Phase 1
1. . 420 20 21 5
Training
OIOS Application Phase 2
2. . 420 20 21 5
Training
3. OIO0S System Admin Training | 45 15 3 3
Designing of MIS reports
4, gning P / 420 20 21 3
dashboards

13.3. UAT Training & Indicative Trainee Details

At various stages of the project (for every release), specialized UAT training should be provided to the
various users who will conduct acceptance tests of OIOS System. The table below provides the training

requirements.
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S. L. Number of . Number of Number
Training Type . Batch Size
No. Trainees Batches of Days

UAT Training — Phase 1 (for
1. 180 20 9 3
two releases)

UAT Training — Phase 2 (for
2. 360 20 18 3
four releases)

13.4. Indicative Training Coverage

The table below broadly illustrates the training type and the respective coverage from each training type.

Type of Training Broad Coverage in Training

1. | Agile development | Sl to train the product owner’s core team on the flavour of agile

methodology methodology to be used including concepts, terms and processes.
2. | Tool chain | Sl to train on the specific toolchain and using the same for defining
methodology and updating backlogs, updating statuses, watching progress of

user stories, etc.

3. | Functional help desk | Sl to train functional help desk to add tickets, follow-up on tickets,
tool training escalate tickets and act as a co-ordinator between end-user

community and technical help desk.

4. | UAT Training a) A thorough comparison study of the Phase 1 requirements vs

Phase 1 (For every the end product of Phase 1 OIOS system.

b) Complete end to end basic walkthrough of all the modules of
quarterly release)

Phase 1 OIOS system.

5. | UAT Training a) A thorough comparison study of the Phase 2 requirements vs

Phase 2 (For every the end product of Phase 2 OIOS system.

b) Complete end to end basic walkthrough of all the modules of
quarterly release)

Phase 2 OIOS system.

One IA&AD One System: Volume 1




Type of Training

Broad Coverage in Training

Master

Training Coverage

Application Training

Phase 1 and Phase 2

The training should focus on the Master Trainer getting adequate

coverage so they can train end users in their field audit offices to

use the OIOS application:

a)

b)

c)

d)

e)

The Training shall be planned to cover role based and would
focus based on every user category, including office and wing
administration.

The Training shall be planned to cover modules deployed in
the respective phase.

Training would cover basic knowledge on the application and
its benefits. And also, it should cover specific use/working
knowledge in depth of each module for the end user.

This training should be in a role based, benchmarked and
standardized format. It should also allow for self-learning and
retraining.

Training would include mechanism for demonstration using
audio/video/simulated/demo  practice  exercises and

evaluation.

0Ol10S System

administration training

a)

b)

c)

The training will also cover administrative activities such as
User Creation and maintenance, and creation of other master
data for specific IA&AD offices.

For Training on monitoring Application performance
management, Security Components, EMS/ equivalent console,
SLA monitoring and any other technical aspect for monitoring
of OIOS System.

The trainees will be selected by IA&AD based on relevant
educational background, technical skill sets and also

inclination towards technical roles.
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13.5. Responsibilities of the selected bidder for training

The Selected Bidder shall be responsible for the following activities as part of the training:

a) Develop an overall training plan in consultation of the IA&AD.

b) Develop a Batch-Wise training schedule, curriculum, training material and methodology for
evaluating the trainee and effectiveness of training.

c) Deliver training to nominated trainees while carrying out the training effectiveness evaluation.

d) All training material, documentation and end user manual would be provided by the SI.

13.6. Training Infrastructure and Location

Location: The location for both UAT Training as well as the End User Trainings would be at IA&AD
Premise(s) at NCR — Delhi and other planned locations. IA&AD would bear the travel cost in case of
locations other than NCR - Delhi. Upon mutual agreement, a part of the training may be conducted via

video conference.

Training Infrastructure: The training facility would include the infrastructure required for conducting the
training. It would include location/space for training, projector and laptop/ desktop for each participant

which would be used during the training. This would be provided by the IA&AD.

13.7. Evaluation

Evaluation of trainee: The SI would propose suitable evaluation methodology (in consultation with

product owner) for the following.

e Measure the understanding and capacity building of trainees.
e |ncase of the master trainers, the methodology with which the master trainers can evaluate their

trainees must also be developed.

Evaluation of training: Training effectiveness would be measured primarily using feedback mechanism.
For that, questionnaire would be designed accordingly by the SI and submit to IA&AD for approval. The
guestionnaire would be handed over to the participants after the training and they would rate the training
effectiveness. The parameters and the scale for measurement would be mutually agreed between the

product owner and SI. In case the average score of the training falls below expected level, then the training
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would be considered as ineffective and hence re-training has to be arranged by the Selected Bidder at no

additional cost.

13.8. Online Help

In addition to the capacity building activities, the Selected Bidder shall be responsible to provide a detailed
context-sensitive help material for all the possible actions and scenarios on all user interfaces in the OlOS

System. The User Interface of the OIOS System will provide help facility which include:

i Help Menu
ii. Help Buttons
iii. Help text
iv. Multimedia Learning Materials
V. E-learning
vi.  Standard Operating Procedures

vii. User Manuals

Technical Response from the Bidder in Technical Format 12: The Bidder in the Technical Proposal

should propose the

a) Approach, plan and proposed Training for conducting Training on UAT.

b) Strategy, approach, plan and proposed Trainers for conducting Training of Master Trainer both
OIOS Application Phase 1, Phase 2 and Phase 3.

c) Strategy and approach for training on designing of MIS reports and dashboards.

d) Approach for evaluation and measurement of effectiveness of training.
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14. Operations, Maintenance and Security Management Requirements

Sl shall provide Operations and Maintenance (O&M) support for envisaged OIOS system for 7 years from
the date of OIOS Application Phase 2 Go-live. The Operations, maintenance and security management

requirements are detailed in the subsequent sections.

14.1. User Centralized Helpdesk Requirements

The operational support will have to be provided, through a suitable Helpdesk system, to ensure that the
solution is functioning as intended and that all problems associated with operations are resolved
satisfactorily. The selected bidder shall set up an appropriately staffed centralized helpdesk for providing
helpdesk support to various users of the OIOS application. The helpdesk and its associated software and
hardware components shall be deployed as required by IA&AD. IA&AD retains the right to request for

onsite deployment, with 30 days’ prior notice, which the Sl shall comply.

= The Centralized Helpdesk will serve as a single point of contact which shall be providing support
on both technical and domain (business process) related assistance to IA&AD Users.

= The service will serve as a single point of contact for reporting / resolution of all tickets queries,
errors, incidents, issues either business or application or infrastructure or operations.

= Troubleshooting Services including maintenance for overall system stabilization, defect
resolution, system maintenance, system administration, availability & performance issues,
security administration and database administration etc.

= Any User should be able to contact the Helpdesk through a (toll-free) number of 11 digits or by
logging in a ticket in the application or Live chat or Email.

= A web-based application for service desk tool for registering the calls and a call logging system in

line with the severity levels as per the SLAs shall be implemented within the OIOS system.

The levels of support provided through the centralised help desk is detailed below. All the levels

detailed below will utilise the same platform.

= The first level of support is a Level 1 functional help desk support, which would be manned by

IA&AD officials. They shall assist in hand-holding users and provide clarifications on usage issues.
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If no solution could be provided by them, the ticket gets escalated to Level 1 technical support.
They are trained to solve known problems and problems which are domain specific.

The Level 1 technical support is manned by Sl. These technicians are knowledgeable and
experienced and will assist in resolving technical issues which could not be resolved by Level 1
functional support. The type of tickets would include issues relating to errors, incidents or
operations. If no solution is available, the ticket gets escalated to Level 2 technical support.

The Level 2 technical support is manned by SI. These technicians are highest technical resource
available to resolve a technical issue without involving development. They handle incidents which
could not be resolved by Level 2 technical support. If no solution is available, unless additional
development is need to fix the issue, then the ticket gets escalated to Level 3 technical support.
The Level 3 technical support is manned by Sl. These technicians would handle incidents which
could not be resolved by Level 2 technical support because it required development or code
changes. It is important to note that these are bug fixes and not change management. The fix

provided by Level 3 technical support may involve rolling out a patch for OIOS application.

Level 3 technical desk manned by 51 will provide
technical support involving developers,

Level 2 technical desk manned by Sl will provide
highest technical support without involving
developers, If no solution is available, the ticket is
escalated to Level 3.

Level 1 technical desk manned by Sl will provide
functional issues which could not be resolved by
Level 1 functional desk. If no solution is
available, the ticket is escalated to Level 2.

Level 1 functional desk manned by IA&AD will
provide support for basic user issues such as usage
issues and providing hand-holding support. If no
solution is available, the ticket is escalated to
higher level.

IABAD OIOS user calls @J g

the helpdesk support IABAD OIOS user logs a ticket

through the web-based
interface

IA&AD 0I0S user chats  IA&AD 0105 user emails
with a helpdesk support helpdesk support

Figure 7: Centralized help desk
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The core components of the user centralized help desk will have to be delivered using the SI's own
resources; however, Sl can consider using sub-contracting for part of this requirement as part of the
overall Helpdesk delivery approach after prior approval of the IA&AD. Helpdesk tool shall be supplied and

implemented by the selected bidder and provide for any hardware or software required for the same.

The broad set of activities as part of helpdesk support includes:

= Receiving incidents/requests through phone or email or web-app or live chat. Entering of the
incidents in the helpdesk application and communicate the user of the unique incident id generated
through email/phone/SMS. Selected bidder will be responsible for provisioning for converting these

phone numbers into multiple lines as required.

= The helpdesk shall work during normal working hours of IA&AD.
* The Helpdesk service is required in English and Hindi language.

= Routing incidents internally between teams and tracking till resolution ensuring adherence to SLA.

Providing updates to users on incidents logged.

= The Slin consultation with IA&AD is required to provide necessary channels for reporting issues to

the help desk in OIOS application.

= Periodic reporting of incidents providing details including (but not limited to) number of incidents

reported, reporting mechanism (phone/email/MIS).

= (Creation of knowledge base on frequently asked questions (FAQ) to assist user in resolving basic

issues themselves shall be ensured.

The Sl will also submit an escalation matrix to IA&AD on the procedures for resolution of different types
of issues/error/bugs and implement the same. Selected bidder should escalate any untoward incidents to
IA&AD, on an immediate basis for reporting purposes / action from IA&AD. The selected bidder should

also inform about the mitigation methods it has taken or proposes to take to resolve the issue.

SI shall deploy Helpdesk Resources in a time phased manner. Time phased Helpdesk resource
requirements with team structure and skill set is provided in the table below. The requirements are
indicative and may be augmented based on actual requirements arising with a prior notice of 30 days,

which the Sl shall comply.
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Timeline | Yrl Yr2 Yr3 Yrd Yr5 Yr6 Yr7
> No. Resource Category Qty Qty Qty Qty Qty Qty Qty
1 Application Support Manager 1 1 1 1 1 1 1
2 Manager - L1 and L2 1 1 1 1 1 1 1
3 Analyst - L1 2 3 3 2 2 1 1
4 Analyst - L2 1 3 3 2 2 1 1
5 Analyst — L3 1 1 1 1 1 1 1
Year wise Resource Requirement 6 9 9 7 7 5 5

All resources should be minimum B. Tech / B.E/ MCA and have at least 3 years of work experience. The

Manager position should have at least 5 years’ experience.

Note: In this regard, it is once again stated that the selected bidder shall propose the resumes of the

resources before operationalization of Centralized Desk to IA&AD or its nominated agency for approval.

14.2. Application Management

= Sl shall be responsible for defect free operation of the envisaged system during the O&M period
and ensuring its 24x7 availability at all the end-user locations and across all the channels of access.
Any bugs reported in the application shall need to be fixed within a time frame mutually agreeable
to IA&AD and SI.

= Sl shall also be responsible for version control of the application files and shall need to update
application documentation to reflect the current features and functionality of the application.

= Sl shall provide a staging/ pre-production environment in the Primary Data Centre for testing of

changes/ patches before applying them on production environment.

14.3. Infrastructure Management (PDC, DRC and Development Center)

Infrastructure management includes overall management and administration of entire IT infrastructure
of all environments, PDC, and DRC at Tier-3 co-located DC/DR. S| shall be responsible for the following

activities as part of infrastructure management:

= |ncident management
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0 Provide resolution to incidents as per the resolution time limit agreed upon with IA&AD.

=  Problem management

0 Perform root cause analysis for infrastructure problems/recurring incidents and initiate
request for change.
0 Schedule and complete preventive maintenance activities.

= Business continuity management

0 Provide necessary support in ensuring business continuity.
0 Maintain asset register for all VMs, Platforms and software equipment.
0 Maintain a database of VMs count and configurations.

= Change management

0 Ensure that any component change due to any fault is replaced with a component of the

same make and configuration.

0 Maintain records of all hardware, software installation, movement, upgrade, addition

and change (IMAC) in the configuration database.
0 Perform impact analysis, create test plan, and develop rollback plans.

=  Availability management

O Review key monitoring parameters from availability point of view.

0 Performance tuning of the system to enhance system’s performance and comply to SLAs

on a continuous basis with no extra cost to IA&AD.
0 Provide prior communication on outages as per agreed communication processes.

=  Monitoring management

O Preparation of monthly dashboard on monitoring coverage, alerts generated/ closed,

alerts escalated and other hits/ misses.

= Backup management

0 Sl should evolve a backup and archival strategy.

O Regular backups of project related data.
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Handling service requests on backup and restoration.

Generation of monthly report on the backup/restoration performance.

=  Security management

(0]

(0]

(0]

(0]

Real Time Security Threat Monitoring.
Reporting and resolution of security incidents.
Maintaining secure domain policies.

Escalation and co-ordination with other vendors for problem resolution.

= Disaster recovery management

(0]

(0]

Managing Disaster Recovery activities pertaining to Primary data center operations.

Conduct mock DR drills in a mutually agreed frequency or as per current Audit Criteria

or its revision thereof.

= General administration and support

(0]

Providing suitable access to resources, designated by IA&AD, to tools being used

monitoring infrastructure components.
Creation/deletion/modification of user accounts at the OS level.
Periodic review of user privileges at the OS level.

Password management.

Any other day-to-day administration and support activities required.

Clean up / archival of OIOS system logs operation.

14.4. Disaster Recovery Support

Sl shall have complete responsibility in running the Disaster Recovery Center in case of failover of Primary

Data Center. In addition, the Sl is required to run Mock Drills once in six months.
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14.5. Team for Operations & Maintenance of OIOS

1. The requirement of need for an onsite team for operations and maintenance of OIOS would be
decided by IA&AD based on the progress of the project three months before completion of
Phase 2, which Sl shall comply.

2. Operation and Maintenance of the complete OIOS System and all associated system software and
network for a period as specified in Scope of work post implementation of OIOS Application Phase
2.

3. Operation and Maintenance of the OIOS IT solution at Tier-3 co-located DC/DR and all associated

system software and network for a period as specified in Scope of work.

An appropriately qualified, skilled and experienced team shall be deployed to perform the Operations and

Maintenance responsibilities. The indicative Team size is as follows:

Operations, Security and Maintenance Team: Indicative Team
# Resource Type Quantity | Duration | Min Qualification | Minimum
in years Experience
1. Operations Manager 1 7 BE/B. Tech/MCA 10 years
plus MBA
2. Application Support 1 7 BE/B. Tech/MCA 7 years
3. Developer/ Sr. Developer 2 7 BE/B. Tech/MCA 5 Years
4, Tester 1 7 BE/B. Tech/MCA 5 Years
5. DBA 2 7 BE/B. Tech/MCA 5 Years
6. System Administrator 2 7 BE/B. Tech/MCA 5 Years
7. Infrastructure Manager 1 7 BE/B. Tech/MCA 10 Years
8. Analyst — BCP and Disaster 3 6 BE/B. Tech/MCA 10 Years
Recovery
Security Administration Team
9, Security Manager 1 6 BE/B. Tech/MCA 10 Years
10. | Analyst (Application & 3 6 BE/B. Tech/MCA 5 Years
Database Security)
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14.6. Reporting Requirements

Phase Report Periodicity

Maintenance e Periodic update on maintenance e As per SLA requirements/ as

Phase activities mutually agreed between IA&AD

e Periodic SLA performance reports and S|

Technical Response from the Bidder in Technical Format 13 The Bidder in the Technical response
should propose Operations, Security, Maintenance, SLA Management Roadmap and Reporting plan

for all the project components to IA&AD.
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15. Human resource deployment requirements

The selected bidder shall deploy project delivery team of suitably qualified and experienced managerial

and technical resources for the successful development and rollout of OIOS System. The envisioned OIOS

project shall be developed in a phased and staggered manner.

It is made clear that the entire team should be mandatorily deployed onsite at IA&AD provided premises

at Delhi-NCR for project delivery at least up to the stage of Phase 1 Stage 1 UAT. The need for continued

requirement for onsite deployment would be reviewed at least 30 days before end of Phase 1 Stage 1

UAT depending on the progress of the project, thus far.

The Development Center shall be provided by IA&AD and would be equipped with required furniture

and internet facilities. The Onsite team should bring their end user computing device (Laptop/ Desktop)

with all the necessary development and end point security software required for development of OI0S

System.

15.1. Synopsis of Track-wise requirements

The table below provides an abridged requirement of OIOS project delivery requirements

Team Deployment Schedule for OIOS Project Delivery

Resource Deployment for Development & testing
of OIOS Application for Phase 1 Stage 1 UAT (at
the minimum). The need for continued onsite
presence, thereafter, will be reviewed at least 30
days before completion of phase 1 Stage 1 UAT
based on status of implementation thus far. The

same team will continue for the OIOS Application

Phase Requirements Duration
Track 1 As required to fulfil requirements in Section 12 During the duration of development
Track 2 Dedicated Onsite (IA&AD premise at Delhi NCR) | As per Implementation timelines till

Phase 1 is successfully developed

and implemented.
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Team Deployment Schedule for OIOS Project Delivery

Phase Requirements Duration

Phase 2 and Phase 3. For further details, see

subsequent sections.

Track 3 As required to fulfil requirements in Section 12 During the duration of
development, operation and

maintenance Same as Track 1

Track 4 Onsite during the training schedule to fulfil | As and when training is scheduled.

requirements in Section 13

Track 5 As specified in section 14.1. The onsite | Duration of 7 years from Phase -1
requirement of resources for help desk would be | Go-Live
decided by IA&AD with a 30-day prior notice,

which the selected bidder shall comply with.

Track 6 As specified in section 14.5. The requirement of | Duration of 7 years from Go-Live
need for an onsite team for operations and
maintenance of OIOS would be decided by
IA&AD based on the progress of the project three
months before completion of Phase 2, which SI

shall comply

15.2. Key personnel

The OIOS Project is a multi-disciplinary initiative with different phases and project tracks. This would
require the Selected Bidder to deploy best in class resources having specialized skills, education and
relevant experience for successfully implementing the project within time, meeting the scope and quality.
The continuity of deployed resources in all the phases shall play a key role in meeting the project
objectives. In the above context, the selected bidder should propose a Team for Track 2: O10S Application

development of Phase 1, Phase 2 and Phase 3.
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The following points are stated in an objective manner:

= The selected bidder would propose the name and CVs of those lead members in the proposal
who would be working in development and implementation of the OIOS System.

=  Only these lead members who would be working in the OIOS System shall be present during
the Technical Presentation during the Bid process.

= The SI would retain these lead members till the completion of OIOS Application Phasel, Phase
2 and Phase 3. These key resources should not be withdrawn from the OIOS Project, unless an

explicit approval from IA&AD is sought for and received.

The requirements with regard to the key personnel are listed below.

Proposed Minimum Minimum Experience Full Time / On Demand
S. No | Resource Qualification
(Remarks)
Project BE/B.Tech = Agile Certified | 100% Full Time
Manager /MCA and Practitioner (ACP) from
MBA the Project Management

Institute or equivalent

1. = Min 5 years of experience
in executing Project in
Agile Methodology

=  Min 16  vyears of

experience in IT industry

2. Scrum Master | BE / B. Tech | = Atleast one Agile Certified | 100% Full Time

(one of the|/MCA and Practitioner (ACP) from | Sl may choose to combine one
scrum MBA the Project Management | of the scrum masters. But a
masters  will Institute or equivalent minimum a two scrum
act as scrum = Certified Professional | masters must be provided.
of scrum). Scrum Master or

equivalent
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S. No

Proposed

Resource

Minimum

Qualification

Minimum Experience

Full Time / On Demand

(Remarks)

Min 5 years of experience
in executing Project in

Agile Methodology

Enterprise
Solution

Architect

BE/MCA

3 application
implementation
experience on the
different business
functions

16+ years of experience
Should

have industry

standard certification

such as TOGAF

25% Availability Onsite

Available Onsite on Demand

Business

Analyst

BE/MCA +
MBA

2 relevant application
implementation
experience

7 years of experience in

relevant business function

100% Full time

Database

Administrator

BE/B.Tech/
MCA

More than or equal to 10
years’ experience as a

DBA

100% Full Time

Security

Architect

BE/B
Tech/MCA

Minimum 10 vyears of
experience
At least 3 large data

center and enterprise

security experience in
Indian PSU/ Government

Departments

50% Availability Onsite

Available Onsite on Demand
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Proposed Minimum Minimum Experience Full Time / On Demand

S. No | Resource Qualification
(Remarks)
= Conversant with ITIL, I1SO
27001 standards
= At least one vendor
neutral certification such
as CISSP, CISA, CISM etc.
7. QC Expert BE/MCA | = Experience in Functional | 100% Full Time.

Testing (Web, Mobile)
= Min 10 vyears of IT

experience

Technical Response from the Bidder in Technical Format 8 and 8A: The Bidder in the Technical Proposal
should propose the name of the Key Personnel in the Technical Bid Format 8 along with their role. The

detailed CV of the Key Personnel should be provided in Format 8A.

15.3. Track 2: Phase 1 and 2 Resource Deployment Requirement

The table below provides an indicative baseline resource category wise quantity, duration, minimum

qualification and experience for the proposed development team.

Phase 1 and Phase 2: Indicative Team

# Resource Type Quantity | Min Qualification Minimum
Experience

1. Project Manager 1
Provided in Key Personnel Section

2. Scrum Master’ 3

71t may be also noted that one of the Scrum masters shall perform the role of Scrum of Scrum so as to maintain
the consistency in approach across different Teams.
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Phase 1 and Phase 2: Indicative Team
# Resource Type Quantity | Min Qualification Minimum
Experience
3. Enterprise Solution 1
Architect
4. Security Architect 1
5. QC Expert 1
6. Business Analyst 3
7. Developers / Sr. 15 BE/B. Tech/MCA 5 Years
Developers
8. UX/ Ul Designer 3 BE/B. Tech/MCA 5 Years
9. Test Lead 1 BE/B. Tech/MCA 7 Years
10. Testers 3 BE/B. Tech/MCA 5 Years
11. Data Preparation / 1 BE/B. Tech/MCA 5 Years
Migration Expert
12. Database 1
Administrator
Provided in Key Personnel Section
13. System / Cloud 1
Administrator

The table above depicting the team is indicative baseline only. The bidder is at liberty to augment the
team composition and size over and above the baseline mentioned in above table whilst ensuring that
the project timelines are met successfully. Sl will not change the personnel deployed as Development
team without due justification and prior approval of IA&AD. Change of personnel in the development
team, shall be done only in case, if the personnel resigns from his/her organisation or due to medical

incapacity; any such change in resource deployment shall be done only after the approval of IA&AD.

It is made clear, that IA&AD or its nominated agency reserves the option to insist SI to augment the
Development Team for Track 2 - Phase 1 and Phase 2, with a three-week prior notice, which the selected

bidder shall comply with.

Itis again reiterated that the various teams deployed by the selected bidder shall bring their own end user
computing devices. The end user computing devices (laptops / desktops) should have appropriate security

solutions such as (Anti-Virus — Anti Malware etc.) to avoid security breach.
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Technical Response from the Bidder in Technical Format 7, 7A and 7B: The Bidder in the Technical

Proposal should propose the

a) Effort Estimate for Development of OIOS Phase 1 and Phase 2 Application.
b) Team composition with quantity for both Phase 1 and Phase 2.

c) Resource Deployment Plan as part of this Technical proposal for both Phase 1 and Phase 2.

(Premium, if any, for onsite deployment after Phase 1 may be mentioned only in the financial bid).

It is made clear that the roles of each category of resource should be clearly defined and it is also made
clear that one category of resource cannot be used interchangeably for another role, except as specified
in the tables above. Any other interchangeable use of resources (other than mentioned above) should be

fully justified and require prior approval of the Product Owner.

15.4. Track 2: OIOS Phase 3: Resource Deployment Requirements

The team shall carry out the requirements gatherings for Phase 3 OlOS System in consultation with IA&AD.
The outcome of the exercise would be the finalization of Phase 3 requirements. Upon approval of the
Phase 3 OIOS requirements, the team shall propose an effort estimate, detailed project plan with
deliverables and team composition for successfully developing the Phase 3 requirements for OIOS and
implementing the system as per the Implementation and rollout plan. It is envisaged that the Phase 3
requirements aggregating 18 months of engagement may be split and provided to the Sl in three packages

of broadly 6 months each.

15.5. Mandatory Process before Deployment of Proposed Team

As a general principle, in any phase of the project, at the relevant stage the selected bidder shall propose
the names of the resources for deployment. IA&AD or it’s nominated agency shall scrutinize the resumes
and interact with the proposed resources before their deployment. After the express approval of IA&AD

the resources shall be deployed.

In addition to the above, the performance of the deployed resources would be periodically assessed.
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15.6. Performance Review of Team

The team members’ performance shall be reviewed by IA&AD and its nominated agency on an ongoing,
periodic basis. If IA&AD or its nominated agency finds the performance of one or more resources to be
unsatisfactory, IA&AD shall have the option to ask for a replace with an adequately qualified and

experienced replacement resource, with a three-week prior notice, which the selected bidder shall comply

with.
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16. Documentation Requirements

The Agreed and Final, Project Plan for both phases of OIOS must include a complete description of the
proposed approach to the user and system documentation. All End-User documentations like end-user

manuals, training materials and system operation and maintenance etc. should be in English.

The documentation relating to design and development should be maintained in the tool chain and other
documentation should be maintained systematically in a document management system with appropriate

version and configuration control.

User documents must be presented through the OIOS user interface and made available for download in
acceptable formats such as Portable Document Format (pdf) and similar formats as needed. System
Documentation is intended primarily for internal OIOS management team use and will not be made

available through the portal.

Documentation must provide configuration management and document control information at the start
of each version of the document. All documents should be provided to IA&AD in soft copy. The following

are minimum documentation requirement in relation to OIOS project.

16.1. Design and development documentation

The documentation should be maintained as part of the tool chain.

=  Product Backlog — User stories, priority, estimate of effort, Use Cases etc.

= Release backlog

=  Minutes of release planning minutes.

= Preliminary Design Review document

=  Sprint Planning document and its minutes

= Sprint Backlog

=  Sprint metrics for monitoring progress

=  Sprint Retrospective

=  User Acceptance Report — Sprint review, Demo of Features, Definition of Done
= |ssue Tracker and resolution of outstanding issues post Go-Live

= Test Plan & Test Reports
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Final OIOS documentation (to be given sprint wise) — Requirement specifications, Design

(technical & functional), Code and Test

16.2. Documentation relating to training and capacity building

The user & training documentation shall provide complete and comprehensive user manuals that

cover, but not limited to, the following aspects:

Functional user manual (for application administrators, office administrators, wing
administrators and other role-based users)

How to training videos

E-learning material

Training documentation including material and evaluation

Troubleshooting guide

Quarterly Release Training documentation

16.3. Application system administration

The documentation relating to application system administration shall include, but not be limited to,

the following:

Installation

Database Structure

System Structure and control flow
Interface to other systems
Security control matrix

Privacy control, integrity control, backup and recovery operation etc.

16.4. Documentation relating to operations, maintenance and security

The system operation and maintenance documents shall include, but not be limited to, the following:

Equipment level operations
System level operations

Maintenance schedules and procedures
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= Configuration Management Plan

=  Troubleshooting including list of error messages
= Performance tuning and capacity planning

=  Security administration

=  Backup and recovery procedure
In addition, the security design document shall address following issues:

= Application security

= Database and Middleware security

16.5. Documentation relating to OEM/COTS/Open source components used

The documentation relating to OEM/COTS/Open source components used in IT solution shall cover,

but not limited to, the following:

= |T Service management
= Management and Deployment of the software and standard software updates

= Management of the system’s user move/add/change requests

Note: The document submitted to IA&AD should adhere to standards conforming to the best

practices such as CMMI 5, ISO 27001, as applicable. These documents would be reviewed by IA&AD

before final acceptance for its conformity with the relevant applicable standards.
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17. Exit Management Plan and Handover Mechanism

The selected bidder shall prepare and provide the IA&AD a clear and unambiguous Exit Management Plan.

Details of the Exit Management are furnished in volume-Ill of this RFP.
The Exit Management Plan shall contain the details thereof including the following:

(i) A detailed program of the transfer process that could be used in conjunction with IA&AD or the
Replacement Vendor, including details of the means to be used to ensure continuing provision of the
services throughout the transfer process or until the cessation of the services and of the management

structure during the transfer;

(i) Modalities for communication with SI’s sub-contractors, staff, suppliers, service providers and any
related third party as are necessary to avoid any detrimental impact on the Systems operations as a

result of the transfer;

(iii) Plans for provision of contingent support to the project and IA&AD or the Replacement Vendor for a

reasonable period after the transfer.
Handover Mechanism:

(i) At the end of the specified O&M services period, the IA&AD may exercise its option to renew the

O&M services with the existing Sl or decide to undertake these activities on its own or to a third-party

(ii) If Handover is required to IA&AD / any other vendor at the end of the existing O&M or otherwise, SI
shall be responsible for handing over the complete know-how, documentation records, software logs

and all such relevant items that may be necessary for the transition process

Technical Response from the Bidder in Technical Format 14: The Bidder in the Technical Proposal

should propose clear Exit Management Plan and Handover Mechanism to ensure smooth transition.
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18.

OIO0S Architecture

The Solution Architecture comprising of Functional Architecture, Application Architecture, data
Architecture, Technical Architecture and Security Architecture are provided in a separate document
as a part of the RFP labelled as Annexure B: OIOS Architecture to this document

The technical specifications for the various items are provided in a separate document as part of this

RFP labeled as Annexure C: IT Infrastructure and Technical components to this document.

Technical Response from the Bidder in following formats.

Format 9: Solution Proposed

Format 9A: Software Architecture and Design to meet the Non-functional Requirements
Format 9B: Sizing of Compute resources w.r.t to OIOS Phase 1 requirements including SLAs.
Format 15 A: Proposed BoM/ Rate Card Matrix of the components for the Track 2: Middleware
and Software requirements

Format 15 A & B. Phase 1 & 2: Middleware and System Software

Format 16: Specifications Card Matrix of the components for Track 3: Phase 1

Format 16 A. Phase 1 at PDC: Hardware

Format 16 B. Security at PDC

Format 16 C. Setting up of Backup Site 1 and Lease Line Provisioning

Format 17 & 17A: Requirement of the components, middleware and software for Phase 2
Format 18: Requirements of the components for Track 3: DRC

Format 18 A & B. Disaster Recovery Center: Hardware & System Software

Format 18 C. Setting up of Backup Site 2 and Lease Line Provisioning

The Bidder in the Technical proposal should propose the overall solution, the architecture, the

required hardware and software components to satisfy the requirements (functional, non-functional

and others detailed in this RFP). The bidder is at liberty to add any extra item required for successful

meeting of the requirements (including SLA) of IA&AD.
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19. Non-Functional Requirements

The following are the non-functional requirements for the OIOS IT solution/project.

19.1. Performance

1. Performance is that aspect of service, which is measured in terms of throughput and latency.
Higher throughput and lower latency values represent good performance of a service. Throughput
represents the number of service requests served. Latency is the round-trip time between sending

a request and receiving the response.
2. This test process will include the following activities:

= Determination of performance metrics
= Designing performance tests
= Development of workload
= Performance testing
= |dentification of bottlenecks and providing solutions
= Determining final performance figures.
=  Communication of final results to all stakeholders

3. Final output of this process would be a sizing guide for the solution tested. The sizing guide will
document the details of the performance tests, test data, bottlenecks identified, alternate

solutions provided, and the final performance data.

The system should provide fast and steady response times (Quality of Service). The performance criteria

are detailed in ‘RFP Vol Ill, Annexure A: Service Level Agreement’.

19.2. Availability

1. Availability of OIOS Application is a key requirement. The project must provide employees with

timely, continuous access to information as per defined SLA. The project must also be able to
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rebound or recover from any planned or unplanned system downtime, ensuring a minimal impact

on the operations.

2. Availability is the quality aspect of whether the service is present or ready for immediate use.
Availability represents the probability that a service is available. Larger values represent that the
service is always ready to use while smaller values indicate unpredictability of whether the service

will be available at a particular time.

3. Also associated with availability is time-to-repair (TTR). TTR represents the time it takes to repair

a service that has failed. Ideally smaller values of TTR are desirable.
4. The availability test would include the following activities
= Designing test for availability testing
= Execution of availability tests
= Assessment of transaction/data losses in relation to Disaster Recovery system
=  Communication of final results to all stakeholders

Note: Availability at all Web, App and Database server levels will be targeted. It is expected that selected
bidder would maintain an average availability/uptime as mentioned in the SLA, of all components included
but not restricted to hardware items, servers, database servers, system software, enterprise wide

application software etc.

19.3. Security

1. Security is the aspect of the service of providing confidentiality and non-repudiation by
authenticating the parties involved, encrypting messages, and providing access control. The
applications can have different approaches and levels of providing security, depending on the

service requester.
2. Security Process will include:
e Audit of Network, Server and Application security mechanisms.

e Assessment of authentication mechanism provided in the application/ components/

modules.
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Assessment of data encryption mechanism.

Assessment of data access privileges, retention periods and archival mechanisms, etc.

3. Final outcome of this process would be a comprehensive audit report including all the Network,

Server and Application security features incorporated in the OIOS Project.

For details refer to Annexure B and Annexure C. However, the following security requirements are the

common, minimum requirements that will apply to the portal and all associated application systems:

VI.

VII.

The portal shall comply with a designated policy for the processes of secure data

disposal from the system.

Sensitive data transmission and all administrative activities in the portal must be done

in a secure channel (SSL).

Developers are expected to develop the portal security (SQL Injection, Cross Site
Scripting etc.) while developing the web functionalities. Developer must adopt

appropriate architecture and design guideline to avoid such web vulnerabilities.

The portal should provide transparent and automated security management, security

policy enforcement and automated password resets.

A range of web transactions will need to be secured in order that users’ personal
details are not exposed to inappropriate view. Where personal data is collected there
shall be appropriate data protection notices provided to raise awareness on how that
personal data will be processed. This shall be reinforced with an accessible Data

Protection Policy Statement.

The system shall meet Information Security Management requirements as detailed in

ISO 27001.

OIO0S Application should be free from Top 10 OWASP 2017 or the latest revised

vulnerabilities which can be found at < https://www.owasp.org/index.php/Top 10-

2017 Top 10>
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19.4. Usability

Usability is concerned with specifying the user interface and end-user interactions with the system.
Usability incorporates well-structured user manual, explanatory error messages, help facilities and
consistent interfaces enhance usability. The user interface must be very intuitive to facilitate easy on-

boarding of first-time web application users.

The system should have the following flexibilities and functionalities in terms of usability:

= Comprehensive sitemap details in an easy to browse format.

=  The system should ensure that same screen appears each time it is launched

= Consistent and logical navigation flow

= Usage of standard GUI features (E.g., pull-down menus, dialog boxes, toolbar buttons)
= Consistent look and feel

= The application windows colors must respond correctly to user changing of color settings

(i.e., must change with the colors, or all must stay fixed).
= Data formats are consistent throughout application windows

=  The menu options in the pages can be accessed via keyboard commands and/or arrow keys.

Mouse-only access to options should be avoided.

=  The system should ensure that controls on page must respond properly to Tab order and

hot-keys (alt-keys).
=  Provision for tool tips at each field and also online Help at the field level
=  The system should prevent the users from errors and allow error recovery

= System should have user friendly submission guidelines for each form which is easily
understandable by the user. For example, pop up for date should be “dd-mm-yyyy” and

”n o«

drop-down list for “fund code”, “return code” etc.
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19.5. Scalability

The system should meet the following scalability requirements:
=  Support the deployment of additional modules at a later point in time with minimal downtime
and loss of productivity.

= Support multi-tier architecture and should have the capability to integrate with external /
third party components like Rules Engine, Functional Modules etc. which should not be point
to point integration, but with well-defined interfaces for data integration using enterprise

data model
=  Ability to scale horizontally without redesign
e  Multiple similar hardware and mix of multiple hardware in a horizontal setup.

e Scalability for external components (External components should not restrict

scalability)

= Support message patterns and protocols supported - E.g. publish/ subscribe, synchronous/

asynchronous, push/ pull/ pool, topics/ queues.

19.6. Portability

The portability requirements may be provided as follows.
= The solution should support ease of migrating applications and databases from one platform
or technology to another.

= No OEM specific functionality of RDBMs to be used, which may become obstacle in changing

RDBMs at a later stage.

=  The users at IA&AD/ IA&AD should be able to access the applications on the existing OS,
browsers etc. or platforms of similar nature or family without any machine-dependent

installations.

=  The solution should also be compatible to platforms commonly available in mobile devices.
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19.7. Manageability

Manageability needs to be a crucial aspect of an Enterprise Solution. Sl has to ensure that the solution
deployed has adequate monitoring and tracking features for measuring the utilization and availability of
resources. This includes:

1. Remote monitoring of Status and Statistics of all high-level components

2. Management capability to start/ stop/ restart services and systems

3. Auto discovery of all components manageable

4. Auto discovery of all other system components

5. Ability to track changes in configuration of the system components to help track service

6. System disruptions
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20. Project Management Requirements

OI0S Systems is a multi-discipline, multi-dimensional initiative. An effective Project Management Plan and
commitment to adhere to it is a mandatory requirement. The selected bidder shall prepare a Project
Management Plan for Development and Implementation for each respective Phase requirements and
submit to IA&AD for review, feedback and acceptance. The project plan should include the resource, task

and timelines for the entire duration for the respective phase for each of the project track.

The selected bidder must employ best practises in project management methodology to ensure that the
OIOS Application, tracks and components are developed and implemented within the defined time period.
A copy of the project management schedule shall be handed over to product owner to keep track of the

progress of the project.

SI would be required to deploy a full time Project Manager for the entire duration of project and a
dedicated project team to deliver the project. The project manager shall act as the single point of contact
for IA&AD. The selected bidder is required to propose a project team for Phase 1, 2 OlIOS Implementation

as well as Operations & Maintenance phase of the OIOS System.

20.1. Project Monitoring and Status Reporting

The Sl would be required to provide periodic reports on the project progress. The status reporting shall
be suitably adopted as per agreement with the IA&AD. The formats of the reports would be finalized after
commencement of the project. During interim period, SI would provide adhoc report as per need basis.
The Project Manager would also be responsible for escalating all issues in a timely manner. The documents
and the status reporting must be part of the toolchain as far as possible or through a systematic document
management system. The exact list of plan and reports that are required by IA&AD would be finalised

after selection of the flavour of the agile methodology that is decided to be used during the development.

The indicative list of project management plans is given below.

e Project Organization and Management Plan
e 0IOS System Development Plan with milestones and timelines

e Delivery and Commissioning Plan
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e Testing Plan and Methodology
e Training Plan, Methodology and Training Details
e Change Management Plan

e Any other relevant items related to the OIOS Systems Implementation

The Sl should provide all the project monitoring reports requested by IA&AD to assist in OlOS Project

Monitoring on a weekly/monthly or on a need basis.

o Tasks completed during the week

e Periodic Project progress vis-a-vis planned as per the Sprint review meetings

e Compliance of potential improvements in future plan/sprints as per the Sprint Reviews

e Report on adherence/deviation from accepted OIOS architecture and concomitant compute
resources

e Cumulative deviations to date from schedule of progress on milestones as specified in the
agreed and finalized Project Plan

e Pending actions items from previous reporting period

e Forecast for the next reporting period

e Risk Reporting and Mitigation steps

e Corrective actions to be taken to return to planned schedule of progress, if any

e Proposed revisions to planned schedule

e Interventions which the selected bidder expects to be made by the product owner

e Other issues and outstanding problems, and actions proposed to be taken

e Results of training

Technical Response from the Bidder in Technical Format 11 & 19: The Bidder in the Technical response
shall propose a Project Delivery and Management Plan covering all the project tracks for successfully
delivering OIOS project. Technical proposal should comprise of amongst others project team structure,
key activities with timelines, Rollout Plan, UAT Plan, risks and mitigation plan, quality plan,
communications plan etc. The Plan should be logically organized for OIOS Application Phase 1, Phase 2

and Phase 3.
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21. Quality Control Requirements

The following quality control requirements are envisaged for OIOS project. The quality control
requirements may be suitably adapted for the exact flavor of agile development technology that is

decided to be used during the development.

21.1. Quality Control for development

The purpose of quality control is to identify defects/issues from the work products early in the life-
cycle. Quality Control occurs throughout the development from the beginning with verification of the
requirements, progressing through the verification of the evolving deliverables, and culminating in the
verification of the completed product. The verification process should address whether the work
product properly reflects the specified requirements. The validation demonstrates that the
product/applications and deliverables, as provided, will fulfil its intended use. The end users and other
relevant stakeholders are involved in the validation activities including requirements and design review

by IA&AD and User Acceptance Test (UAT).

With respect to Quality Control activities, the selected bidder will propose standards and guidelines
for Quality Control requirements. It includes but not restricted to code review, unit test, integration
test, system test and Load testing. SI will undertake code reviews to ensure quality and to implement
the standards and guidelines, selected bidder will plan for peer review and test activities in detail.
Coding standard needs to be identified and followed by selected bidder during development phase.
Selected bidder will prepare required test scenarios and test cases to verify the functionalities as
mentioned in requirements. Test defects needs to be captured, analysed, reported and closed. It is

expected that selected bidder will develop a bi-directional Requirements Traceability Matrix (RTM).

To ensure timelines and quality, IA&AD envisaged solution delivery through iterations in OIOS
Application development using Agile/Scrum methodology (or any other flavour prescribed by Sl in

consultation with product owner). The criteria for acceptance will be defined by the product owner.

The review of IA&AD would include a UAT, code review and documentation review. Hence, the
selected bidder should prepare user manual for the sprint and impart UAT training for every release.

The code review and documentation review shall be undertaken by the product owner’s team or
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his/her nominated agency. Sl shall propose use of an automated toolchain to carry out testing at

different stages.

21.2. Test Documentation

Test Plan/Review Plan:

The scope of the test activities, the methods and tools, the schedule and sequence of all test activities
related to the OIOS have to be stated and defined in this plan. The test objects have to be identified as
well as the attributes which have to be tested and the related end of test criteria must be fixed.

Responsibilities and risks have to be identified and documented.

Test Case:

In the test case specification, the test object has to be identified as well as the attributes which have to
be tested. It has to be made clear which steps and measures have to be applied to execute the test cases

and which results are expected.

Test Data:

The test data to execute the test cases would be provided by IA&AD.

Test Result:

The test results have to be documented and it has to be identified if the test ended with the expected
results i.e. if they passed or failed. The test recording strongly depends on the test environment. In some
cases, this can be an automatic printout. In other cases, this may be a check list which is ticked by the
tester (may be even included in the test procedure / test case specific). It may be even necessary to apply
different methods within the same project, depending on the kind of test object and the kind of test
employed. A preparation of the test results in a report is required. Test logs may be voluminous and have
to be condensed to have their contents prepared for a quick overview and reference as well as for

management or customer presentations.
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21.3. Defect Management Guidelines

The defect management process involves documenting, tracking, resolving and closing issues or
defects in the test environment. The process defined within this section highlights how defects will be

prioritized and assigned to responsible parties for analysis.
A defect can be identified when:

= Atest case fails (actual results differ from expected results).

= A code deployment, configuration, or data issue is discovered during test environment
verification.

= A connectivity, security, or work-station related issue is discovered that prevents test case

execution.

The Test Team will examine and classify each identified defect by the severity of the problem and fix

the same.
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22. Adherence to Standards, Policies and Guidelines

The requirements relating to adherence to standards, policies and guidelines are detailed below.

22.1. Portal Design Guidelines

1. The system should support Unicode UTF-8 encoding facility.

2. All the forms / screens should be in English. However, all scheduled languages should be supported

in word processing, data elements and documents stored in document management system.

3. Support multiple dates and time formats (especially dd-mm-yyyy which is the most prevalent in

India). The user on the web portal should be able to change the date format as required.

4. The portal must comply with guidelines as specified by Government of India and available at

www.web.guidelines.gov.in

5. Documents may be stored in the portal document repository using many formats, such as Word,
Excel, Pdf etc. It should also have the capability to convert documents to other desired format. The
portal must maintain the capability to read all the formats of all the documents that it manages, or

has links to, irrespective of the age and version of the original native format of the document.

6. All data and applications delivered through the portal must be fully usable with all common web

browsers, including at minimum Microsoft Internet Explorer, Safari, Chrome and Firefox.

7. No special client software shall be required to use any aspect of the data or applications delivered

through the website.

8. The system must be “device aware” and vary content and access based on which device a user is
utilizing i.e. users can securely access the portal via alternate devices, such as Tablet and mobile

phones.

22.2. Conformance to Technology & Standards

During the implementation following standards & guidelines of MEITY would be referred/ used:

= The solutions would be made centralized, multi-tenant, integrable and support open APIs
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= The application would be built using preferably open source software and open standard
platform and adhere to policies set out by MEITY on Open Source, Open APIs, Principle of e-
Kranti, Software development and Reengineering guidelines.

= The solution would leverage use of Controller of Certifying Agency empanelled agencies for
authentication (Aadhaar based authentication and e-KYC using biometric devices), Digital-Locker,
Digitize India, e-sign, PayGov India, National Payment Gateway platform, Mobile-Seva etc.

= The solution would be scalable and replicable with minimum changes, for similar kind of
operations.

Interoperability is defined as the ability of two or more systems or components to exchange

information and use the information that has been exchanged. Data standardization and

interoperability are prerequisites for sharing and interfacing Department / Directorate systems/ Data

with other National Agencies / State Agencies and businesses. To this end the Solution should be based

on Open standards. Interoperability related projects should be compliant to CMIS standards for

Content and Document management, HTTP/HTTPS/SOAP standards for SOA, BPEL 2.0 and BPMN 2.0

for Integration and Workflow. The Web portal should follow the GIGW guidelines.

The list of standards is indicated for reference but may not to be treated as exhaustive:

=  Portal (Web pages) development W3C standards

= Information access / transfer protocol SOAP, HTTP/HTTPS

= Interoperability Web services open standards

= Digital Signature RSA standards

= Document Encryption PKCS specifications

=  Secure Communication SSL protocol

» PDF 417 as 2D Bar Code standard

= Information Security ISO 27001 Standards

= 2-Factor RBAC Authentication and Authorization (user ID, password, and a digital certificate or

=  Documentation IEEE/ ISO/ CMMi specification

22.3. Compliance to NeGP Framework

The solution architecture for the applications should be based on the layered architecture approach,

allocated with a different set of service components like presentation, business, security, data access and

One IA&AD One System: Volume 1



data storage components. Each layer would be loosely coupled with the adjacent layers providing
demarcation of functionalities. Components in each layer will interact with components of neighbouring
layers only. The layered approach ensures a clean division of responsibility and makes the system more
scalable, flexible, maintainable and extensible with a high level of cohesion between components.

Proposed solution should be exposing the services in a Service Oriented Architecture (SOA)

22.4. Compliance with Open Standards

Open standards are of major importance for the success of all such ICT based governance projects in both
the short- and long-term duration. By adopting open standards, the vendor lock-in and technology lock-
in can be avoided. Open Standards provide standard interfaces and models for the data to be exchanged

and are the key enablers for establishing well-functioning service-oriented architecture.

22.5. Compliance with Open Source Software Policy of Gol

= The solution would be made centralized, multi-tenant, integrable and support open APls
= The application would be built on open source software and open standard platform and adhere
to policies set out by Meity on Open Source, Open APIs, Principle of e-Kranti, Software
development and Reengineering guidelines.
= The solution would leverage use of Controller of Certifying Agency empanelled agencies for
authentication, Digital-Locker, Digitize India, e-sign, PayGov India, National Payment Gateway
platform, Mobile-Seva etc.
= The solution would be scalable and replicable with minimum changes, for similar kind of
operations
Note: The bidder has the liberty to propose proprietary software with a justification for adopting
the same to meet the functional, technical and non-functional requirements. The bidder shall clearly
state in the technical proposal why the same cannot be achieved using open source software. The

justification will be assessed by IA&AD evaluation team.
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22.6. Technology Standards

S No

Technology Standards

Architecture- The application architecture should be n-tiered and must include all
necessary software components. Architecture shall allow for future scalability and

scope addition by way of defining new services.

Interoperability - Sl shall propose the solution and technology platform that is based on
the open standards, provide interoperability with other operating systems and
application servers, guarantee portability of data and content and that the best meets
the functional, non-functional and technical specifications provided in the RFP. SI must

follow the Deity guidelines on open standards available at http://egovstandards.gov.in/

Integration with Existing IT Applications: SI should ensure that the proposed
solutions are having necessary interfaces for data exchange with the existing IT

applications.

Web Services- S| should ensure that the solutions proposed be integrated based on

open standards supporting Web Services principles

Multilingual interface - The system should provide multilingual interface/labels in

languages of minimum English.

VL.

Compatibility -The system should run on multiple browsers

VII.

The solution architecture should be platform, database and vendor independent.

VIII.

The solution is required to provide modularity (business function and process) that

should support addition / removal of one or more modules as and when required.

The solution should ensure data safety and integrity in the event of communication

channels operation failures, software and hardware operability failures.

The solution should have the ability to scale up as and when the new business
applications and services are added without compromising the performance of the
overall solution. The architecture should be proven to be highly scalable and capable of

delivering high performance as and when the transaction volumes increase.

XI.

System should employ a common user access and authentication service to ensure

Single-Sign on for the end-user.

XIl.

The system should be developed to be deployed in n-tier data center Architecture.
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S No Technology Standards
System should be extensible to provide access to the interfaces through mobile data
Xl terminals.
System should support secure transmission of data over the network and support
X Secured Socket Layer (SSL).
Any access to the solution database shall only be via application after appropriate
X authentication
System should support requirement of OTP and digital certificates for authentication
Xl and non-repudiation.
As part of their Technical Bid Response, the Sl shall provide the detailed architecture
XVII. and comprehensive Bill of Materials/rate card matrix for all components of the
proposed solution.
Mobile App - Offline — Online Mode
Vil The Mobile Application should work in both online and offline mode and have the capability

to synchronize with the central application once the data generated in offline mode gets

the required connectivity.
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23. Definition of “Go Live”

The OIOS IT solution would be considered for “Go Live” after completion of development and roll-out
of Phase 2. The completion of phase 1 (i.e. Phase 1 acceptance) is only considered as a “partial” Go
Live (also termed as Phase 1 Go Live). The definition of “Go-Live” in deciding the date of completion of
contract would be the “final” Go Live after completion of Phase 2, as defined in this section. It is
important to understand the definition of “done” of a user story before the definition of “Go Live” of

the OIOS project. The criteria for definition of done for each user story is defined by the product owner.

23.1. Definition of “Done” of a user story

a) The functional and non-functional tests that were defined within the scope of the user story

have been conducted and passed;
b) All code has been reviewed;
c) All coding standards have been met and code has been re-factored where necessary;
d) Any necessary documentation has been completed and handed over to IA&AD;

e) All of the above have been accepted by the Product Owner.

23.2. The definition of “Go Live”

1. The OIOS Platform is considered Go-Live or “Go-Live” when the following are accomplished or
delivered:

a) All user stories in the updated product backlog, as agreed by the product owner, are “done”.

b) The resources have been commissioned at the Tier-3 co-located DC/DR and integrated as

per the RFP and are accepted by Product Owner.

c) The VAPT is completed for modules released prior to Go-Live and accepted by the Product

Owner.

d) Completion of security audit by STQC or CERT-In empanelled vendor and the application

reaches the status of “Safe-to-host”.
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e) Product Owner in consultation with Sl identify the issues which are critical for Go-Live. The
issues which are not critical for Go-Live will be resolved during operation and maintenance

phase.
f)  All the outstanding issues are identified as critical to Go-Live issues are resolved

g) All the deliverables are delivered and are accepted by the Product Owner.

23.3. Process for acceptance of “Go-Live”

The Product Owner from the IA&AD and Project Manager, Scrum of scrum from Sl will jointly initiate the

notice for declaring “Go-Live” after satisfactory completion of all of the following.
a) All the activities as listed in Volume | of this RFP.

b) After scrutinizing all the deliverables, reports, audit findings, Contracts, licensing

agreements etc.
1. The “Go-Live” notice is submitted to the Product Owner for action.

2. Within thirty days of receiving the notice, the Product Owner will decide on the actions to be taken

on “Go-Live”.
3. The Go-Live date comes into effect only when the Product Owner approves the notice for “Go-Live”.

4. In the event that Product Owner does not approve or suggest further action, the notices are

reinitiated only after the recommended actions have been satisfactorily completed.

Note: Acceptance for OIOS shall be provided by Product owner and not individual offices.
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OIOS Functional Requirement
Specifications

1 Introduction

The Comptroller and Auditor General of India (C&AG) discharges his constitutional functions through
the Indian Audit and Accounts Department (IA&AD). It is the duty of the C&AG to audit the receipts
and expenditure of the Union and each State and Union Territory Government, and such other entities
as prescribed by or under laws made by Parliament. The Audit Reports of the Comptroller and Auditor
General are placed before Parliament or the Legislature of the State or the Union Territory, as the case
may be. More information about the C&AG and IA&AD is available at https://cag.gov.in/, in particular
the Performance Report for 2017-18 at
https://cag.gov.in/sites/default/files/performance activity report/PA 2018 1.pdf.

The ‘One IA&AD One system’ (OIOS) project aims at creating a single source of truth regarding audit
activities of IA&AD. IA&AD has seen several IT applications that catered to the needs of one or more
offices in this regard. OIOS will bring together the best practices of the various IT applications into one
single enterprise-wide IT application. This IT application will be designed in such a way that it can be
configured and used by any audit office in the IA&AD.

This document enumerates the functional requirement specifications of the IT solution envisaged as
part of OIOS project.

1.1 Fundamental principles
The fundamental principles governing the design of OIOS IT solution are the following.

e OIOS will be the single source of truth regarding the envisaged activities within its scope.

e The activity or process itself must be captured in OIOS and hence avoiding post-facto data
entry to the maximum possible extent.

e 0IOS should aim to capture the common minimum / mandatory audit processes across
various offices and provide scope for wing / office / audit-stream-wise configuration.

1.2 List of references
The following reference documents are available in the website of Comptroller & Auditor General of
India (www.cag.gov.in) for further documentation.

e Organisational information (https://cag.gov.in/content/organisation-chart)
e Audit mandate
0 Constitutional provisions (https://cag.gov.in/content/constitutional-provisions)
0 C&AG’s DPC Act, 1971 (https://cag.gov.in/content/duties-power-and-conditions-
services-act)
O Audit regulations (https://cag.gov.in/content/audit-regulations)
e Performance activity report (https://cag.gov.in/performance-activity-report)
e Auditing standards (https://cag.gov.in/content/cag%E2%80%99s-auditing-standards)
e  Main auditing guidelines and Manuals
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0 Financial Attest Audit Manual
(https://cag.gov.in/sites/default/files/manuals/Financial Attest Audit Manual.pdf)

0 Performance Audit Guidelines
(https://cag.gov.in/sites/default/files/guidelines/PA Guidelines2014.pdf)

0 Compliance Audit Guidelines
(https://cag.gov.in/sites/default/files/guidelines/Compliance Guidelines approved
final preface.pdf)

e Repository of Audit reports (https://cag.gov.in/audit-reports)

1.3 Modular approach

The business process of IA&AD is bundled into business modules? and each bundle/ business module
is described in a separate document. It is important to note that the bundling only represents business
process modularisation and does not reflect the modules of the IT application. This modularisation
provides the flexibility to on-board specific field audit offices or parts of field audit offices or specific
activities across offices. After briefly describing the set of processes in a module, each chapter also
deals with actors/roles involved and indicative list of activities envisaged in the IT solution.

Each of these modules produce outputs which can be downloaded and printed. While being printed,
these outputs? leave the traceable digital channel. OlOS IT solution should provide a means to verify
the authenticity of the output. For this purpose, QR Code or similar machine-readable label may be
considered to be part of the output so that the authenticity can be easily verified.

The high-level list of business modules along with their broad objectives envisaged in the OIOS system
is detailed in the Table below.

Ref. | Business Module | Broad objectives

No.
01 Organisation e Maintain a master list of offices in IA&AD and their reporting
hierarchy.

e Maintain the internal structure of an office, including the posts
and associated responsibilities.

e Use the internal structure as a base for logical access control
including formation of user groups, roles, privileges and
workflow.

02 Personnel e Maintain a master list of employees including their profile,

recruitment, promotion, posting, transfer and nominations
including training.

e Interface with the Public Financial Management System
(PFMS) (Employee Information System module), which is an IT
application of the CGA.

e Manage processes for leave, tour, employee claims etc.

1 Modules relating to service books, annual performance appraisal, disciplinary proceedings, and integration
with legal systems have been kept out of the scope currently. They may be included later at appropriate time
frames, if felt necessary.

2 Audit products, Audit observations, Audit enquiries, Audit requisition and any dispatch out of the 10:
Communication module (say, audit intimation).
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Ref. | Business Module | Broad objectives

No.

03 Auditee Universe e Maintain a master list of auditee entities under the mandate
of C&AG3.

e Maintain the allocation of auditee entities to offices/ wings/
branches in the organisational structure. This, along with the
organisation structure, define the record-based permissions
and workflows.

04 Audit Planning e Prepare strategic audit plans® for IA&AD and each field audit
office of IA&AD, along with documentation of the process.

e Prepare annual audit plans for each field audit office and
IA&AD (as well as rolling plans for the next two years), along
with documentation of the risk-based preparation process.

e Select the auditee entities for each of the audit assighments®.

e Review progress against audit plans.

05 Audit Design e Create the audit guidelines, including

e Creating the Audit Design Matrix, which includes
design/ definition of audit objectives, sub-objectives,
and questions, and

e Defining the sampling approach to be followed for
each audit assignment, including selection of auditee
entities and/or transactions.

e Design and disseminate IT-based tool kits, as appropriate, for
conducting the audit. This is handled in alignment with
Business Module 09- Data Collection Platform

06 Audit Execution e Intimation of forthcoming audit to auditee entity

e Prepare Audit Requisition for records (paper-based/
electronic) and receipt of records.

e (Optional) Prepare and communicate Audit Enquiries.

e Finalise Audit Observations based on records and replies that
were received.

e Attach Key Documentary evidence (KDs) and other supporting
documents.

e Documentation of Entry and Exit Meetings/Conferences with
Auditee Entity.

e Receive records, responses to audit enquiries/ observations
from auditable entity through digital interfaces (API
Integration with external applications). This is handled in
alignment with business module ‘10 - Communication’.

07 Audit reporting e Prepare draft audit product(s) (E.g. Inspection Report,

Statement of Facts, Draft Paragraphs, Departmental

Appreciation Note, Management letter, C&AG’s Audit Report

3 Unstructured/semi-structured information about auditees will be maintained through Business Module 12 —
Knowledge Management System.

4 Presently, IA&AD does not consistently prepare Strategic audit plan.

5 Selection of auditee entities for different audit assighments could take place either at the annual audit
planning stage or the audit design stage.
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Ref. | Business Module | Broad objectives
No.

and various forms of Audit certificates for financial attest
audit).

e Mark and link the Key Documentary evidence (KDs) in the
draft.

e Conduct QA/ QC of draft audit product at various levels (in
Field Headquarters, C&AG’s Office) as appropriate for the type
of draft audit product.

e Prepare, review, approve, issue and receive responses to audit
products

e Add recommendations (as part of audit products).

e Receive responses to draft audit products from auditable
entity through a digital interface (APl Integration with external
applications). This is handled in alignment with business
module ‘10 - Communication’.

08 Audit follow-up e Pursue® observations in selected audit products (E.g.
Inspection Reports, Departmental Appreciation Notes, etc.)
internally.

e Maintain information regarding external follow-up mechanism
(PAC/ CoPU) - including Department’s Explanatory Notes on
findings in C&AG’s Audit Reports and Department’s Action
Taken Reports on PAC/ COPU Recommendations.

e Receive responses from auditable entities and follow-up on
audit products through a digital interface (API Integration with
external applications). This is handled in alignment with
business module ‘10 - Communication’.

e Follow-up on action taken by auditable entities on
recommendations of audit. This will be used to support follow-
up audits.

09 Data collection e Facilitate collection of data on an adhoc / assighment basis for

platform a variety of purposes. Some illustrative purposes include

returns from field audit offices to C&AG’s Offices;
consolidation of returns by field Headquarters from various
wings/ branches; beneficiary Surveys as part of Performance

Audit Assignments; information/ feedback from external

stakeholders on specific topics; IT-based audit toolkits etc. The

activities related to data collection are listed below.
e Design format for data collection.
e Assign access to collect information.
e Publish to begin collection.
o Collect data.
e Update formats for data collection.
e Complete collection and consolidate data collected.
e Maintaining a central repository of templates.

6 Pursuance includes processing of responses of auditable entities and following up on action taken by the
auditable entities on audit observations.
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Business Module

Broad objectives

No.

10 Communication e Maintain a DAK management system including,

e Receive inward communication through paper-based letters,
faxes, emails and digital interface (uploads from web-links, API
interfaces with auditable entities, NIC's e-office DAK, etc.) —
‘Receipt’

e Scanning of receipt (wherever applicable)

e Transfer the receipt to wing/ branch/ section concerned for
processing through a workflow.

e Send outward communication through paper-based letters,
faxes, emails and digital interface (APl interfaces with
auditable entities, NIC's e-office DAK, etc.) — ‘Dispatch’.

11 ITA/PR/IW e Plan and conduct Internal test audit: Inspection/ internal
(Internal Test audit (by a separate section within the Field audit office) of
Audit, Peer individual sections/ branches/ wings/ activities of a Field audit
Review, office.

Inspection Wing) e Carry out peer review of field audit offices by nomination (by
C&AG Office) of peer-level officials on an assignment-by-
assignment basis.

e Conduct (by C&AG Office) of inspection (internal audit) of a
field audit office; including Inspection (by C&AG Office) of a set
of field audit offices based on a theme.

e Follow-up of findings and recommendations arising out of the
above.

12 Knowledge e Maintain documents and records relating to audit guidance.
Management e Maintain documents (semi-structured/ unstructured) relating
System (KMs) to auditee entities.

e Maintain a central repository of audit design matrix, audit
checklist and audit tool kits.

e Maintain structured data (financial and transactional/ MIS)
relating to auditee entities and perform data analytics and data
service delivery (self-service and managed services).

e Maintain a media repository.

e Forum, wiki and instant messaging facilities.

13 Reporting/BI e Provide a platform for self-serviced and managed services for

MIS reporting and dashboards.

14 Technical e Provide Technical Guidance and Support (TGS) for audit by
Guidance and Examiner/ Local Fund Accounts of Panchayati Raj Institutions
Support (TGS) (PRIs) and Urban Local Bodies (ULBs).

15 Administration e Manage procurement process.

(non-HR) e Maintain assets (movable and immovable) and inventory of
the organisation.

e Manage requests for information under the RTI Act and
Complaints.

16 Data migration e Migrate legacy data available across field audit offices.
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1.4 Sub-modules in each business module

The business modules are further broken down into various sub-modules for ease of on-boarding on
a modular basis. The sub-modules of each of the modules are listed along with their broad objectives
in the following sections. To clarify, these sub-modules represent convenient grouping of business
functions/ activities and NOT the specific sub-modules of the IT system to be developed. One sub-
module that is not envisaged as part of the RFP is elaborated in Appendix | to this Annexure. This is
to ensure that the design of OIOS takes cognizance of the sub-module and its functionalities to
ensure possibility of future integration.

1.4.1 Organisation (01)
The sub-modules of Organisation Business Module are listed below.

01_Organisation

Ref. No | Sub-module Broad objectives

01_01 | Office Master Maintain list of offices/branch offices’ and their reporting
relationship.

01_02 Office Structure Maintain the internal hierarchy in each office/branch office,
which will form the basis for configurable workflow.

01_03 User Privileges Master Maintain immutable (Department-wide) list of privileges
relating to activities that can be done in OIOS.

01_04 User roles Master Maintain a list of user roles which have a defined set of

privileges / authorisations. Though a default set of user roles
would be available, this sub-module is to be kept
configurable for each field audit office. This is because the
bundling of user roles might vary depending on human
resources deployed and the office’s structure (E.g. multiple
roles could be grouped together for smaller field audit offices
but could be divided in a highly granular fashion in very large
field audit offices).

01_05 User role — Office Maintain the link between office structure and user role.
structure mapping

1.4.2 Personnel (02)
The sub-modules of Personnel Business Module are listed below.

7 Field Audit Offices also have Resident Audit Offices, but these will not be managed through the Office Master
and will be managed as audit teams.
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02_Personnel

management

Ref. No | Sub-module Broad objectives

02_01 Employee master Maintain a master list of employees along with basic information.

02_02 Employee profile Maintain basic profile information along with qualification details
of the employee.

Receive relevant data relating to employee, which is maintained in
Employee Information System module of PFMS application.

02 03 Posting/Transfer?® Maintain data regarding posting of an employee to an office, then
specific wings and posts in the office (original and additional
charges).

Maintain data relating to transfer of an employee from one post to
another.

Maintain data relating to posting of an employee for field
assignment (within and across functional wings of FAO).

Note: This module does not involve assigning employees to field
audit assignments. Assigning employees to audit teams who will
undertake audit assignments is handled in sub-module ‘06_01:
Audit programme’ in module ‘06: Audit execution’.

02_04 | Gradation list Maintain data relating to promotion.

Facilitate preparation and annual update of the “Gradation List” of
employees (by cadre/ grade by the cadre controlling authority).

02_05 | Training Manage master list of training courses offered by various training

nomination organisations (internal to the Department and external) along with
documents.
Manage training nominations of an employee, details of training
attended, exemptions from training.
Provide for a platform to upload related documentation regarding
the same.

02_06 Other nominations | Maintain information regarding nominations, exemptions from
nominations.

Provide a platform to upload documentation regarding the same.

02_07 Leave Manage the leave application and approval process of an
employee.

02_08 Tour Manage the tour programme processing of an employee. This
includes the programmes of employees posted in the field.

02_09 Personnel Claim Manage the processes of application, review and approval process

for claims (Travel, Medical, LTC, other allowances, etc.) by
employees. This does not include payment processing by PFMS.
However, an API interface with PFMS may be envisaged in future.

1.4.3 Auditee universe (03)

The sub-modules of Auditee Universe Business module are listed below.

8 The purpose of this module is NOT to document the basis for posting/ transfer. Instead, the allocation/
assignment of employees to a particular position will be the basis for mapping of user roles in OIOS.
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03_Auditee_Universe

Ref. No | Sub-module Broad objectives

03_01 | Auditee Universe Maintain the basic information about auditee entities along with
master and hierarchy.
allocation® Maintain the jurisdiction of each field audit office providing a

mapping between auditee entities and the field audit office/ wing/
branch. This mapping also forms the base for record-based

permissions.
03_02 | Auditee Universe | Maintain profile information for auditee entities with configurable
profile additional fields. Any other semi/ unstructured additional

information or structured data may be kept as part of the auditee
information system in sub-module ‘12_02: Auditee information
system’ under business module ‘12 -Knowledge Management
System’.

1.4.4 Audit planning (04)
The sub-modules of Audit Planning Business module are listed below.

04_Audit_Planning

Ref. No | Sub-module Broad objectives

04 01 Strategic audit plan | Provide a platform to create, approve, amend, review progress of
(Currently not | the strategic audit plan for IA&AD and field audit offices along with
prepared) necessary documentation.

04 _02 | Annual audit plan Provide a platform to create, approve, amend and review progress

of the annual audit plan for a year and rolling plan for the
subsequent two years for IA&AD and field audit offices along with
necessary documentation.

Select the auditee entities for the assignments forming part of the
annual audit plan®.

04_03 | Audit risk Provide a platform to conduct quantitative risk assessment based
(parametric) on risk parameters (weighted risk score); both the parameters and
the weights associated with each parameter should be
configurable. Other kinds of risk assessment are currently kept
outside the scope of OIOS. However, the documentation may be
part of the Audit Planning and Audit Guidelines modules.

1.4.5 Audit Design (05)
The sub-modules of Audit Design module are listed below.

% The allocation of auditee entities to the jurisdiction of a particular field audit office does NOT prevent them
for being covered in an audit assignment of another field audit office (e.g. District Collector offices will be
audited by multiple State AGs).

10 selection of auditee entities for different audit assighments could take place either at the annual audit
planning stage or the audit design stage.
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05_Audit_Design

Ref. No | Sub-module Broad objectives

05_01 | Audit design matrix | Select the auditee entities for the audit assignment.

Provide a platform to layout audit objectives, sub-objectives
(multiple hierarchical levels possible), audit questions!! and
prepare the audit design matrix.

Provide a platform to link auditee entities to one or more levels.
Provide a platform to attach audit toolkits at any level (objective,
sub-objective, audit question)

05 02 Sampling approach | Define the sampling approach to be followed for selection of
auditee entities and/or transactions.

05 03 Audit guidelines Provide a platform to prepare, link relevant annexures and receive
approval for audit guidelines. The link includes link to Audit design
matrix from sub-module 05_01 and Sampling approach from sub-
module 05_02.

05_04 | Statistical sampling | Provide a platform to perform various types of sampling (E.g.
simple random sampling — with/ without replacement, stratified
random sampling, cluster sampling/multi-stage sampling and
probability proportionate to size sampling.

1.4.6 Audit Execution (06)
The sub-modules of Audit execution module are listed below.

06_Audit_Execution

Ref. No

Sub-module

Broad objectives

06_01

Audit Programme

Manage allocation of personnel to field audit programmes and its
approval and deviation process.
Communicate intimation of the program to the auditee entity.

06_02

Audit Requisition

Manage the process of requesting and receiving records (paper-
based/ electronic) that are required for audit; also, the issue of
reminders/ clarifications in case of non-receipt/ partial or
incomplete receipt of records. It also monitors non-receipt and
delay in receipt of records.

06_03

Audit enquiry
(Optional)

Provide a platform to prepare, issue audit enquiry and receive
reply to audit enquiry.

06_04

Audit observation

Provide a platform to prepare, issue audit observation and receive
reply to the observation. The platform should have features to
include text etc. from Audit Enquiries and replies to Audit
Enquiries.

06_05

Audit toolkit
(Collect) platform

Provide a platform to collect data in the field audit using audit tool
kit that may be necessary for answering an audit question or
fulfilling audit objective / sub-objective.

11 The audit sub-objectives and questions may be applicable to all auditee entities and transactions covered in
the audit assignment or may be applicable to specific entities/ transactions (to be defined and configured).
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06_Audit_Execution

Ref. No | Sub-module Broad objectives

06_06 | API Integration Provide a platform (using Business Module ‘10 — Communication’)
to integrate with external applications to send AR, AE, AO and
receive response.

06_07 | Offline utility Provide a solution for accessing the OIOS application when the

employees are in places where there is unreliable or no internet
connectivity. This may be envisaged as part of a mobile
application.

Provide a mobile application for scanning of the key documents.

1.4.7 Audit reporting (07)
The sub-modules under Audit reporting module are listed below.

07_Audit_Reporting

Ref. No

Sub-module

Broad objectives

07_01

Audit product
configuration

Provide a platform to create a new audit product type or amend
audit product type, define common fields to be maintained across
IA&AD.

Provide a platform to configure additional fields to be maintained
by the field audit office and/or its functional wings within the field
audit office and configure modified workflow applicable to the
field audit office and/or its functional wings.

Configure the workflow for the audit product (depending on audit
product type). This may involve workflow (often in an iterative
manner??) within the functional wing of FAO, to the Head of the
Field Audit Office, or to C&AG’s Office.

07_02

Drafting Audit

Product

Provide a platform to prepare a draft Audit Product, fill the
necessary fields and link the key documentary evidence in the
content. The platform should have features for including text etc.
from Audit Observations, and replies to Audit Observations. The
platform should also have the ability to include templates for the
format of the Draft Audit Product, including auto-generation of the
entire product or parts of the product.

07_03

Quality Control/
Quality Assurance

Provide a platform to verify the quality of submitted observations
on validity and adequacy of audit evidence, and compliance with
process parameters, within a field audit office or functional wing
of FAO.

07_04

and
audit

Finalisation
issue of
product

Provide a platform to support finalisation of audit products
submitted by the field audit offices by C&AG HQ.

Provide a platform to review the content of the audit product,
work collaboratively and finalise the audit product (iterative
process).

Issue the audit product after finalisation to the auditable entity.

12 Not all of the iterations will be captured through workflow. Many of these iterations, especially within the
Field Audit Office, take place based on face to face discussions.
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07_Audit_Reporting
Ref. No | Sub-module Broad objectives
07_05 Receive response Provide a platform to receive response to the draft audit product,
to draft audit process the response and, if necessary, send a rejoinder back to
product the auditable entity.
07_06 Recommendations | Provide a platform to maintain audit recommendations.
07_07 | API Integration Provide a platform to issue products / draft products to auditable
entities, receive responses etc. via APl interface (using Business
Module ‘10 - Communication’).

1.4.8 Audit follow-up (08)
The sub-modules of Audit follow-up are listed below.

08_Audit_follow-up

Ref. No

Sub-module

Broad objectives

08 01

IR/ DAN/ ML follow-
up

Receive reply to observations which were issued through Audit
Products other than the C&AG’s Audit Reports (Inspection Report/
Departmental Appreciation Note/ Management Letter', process
the reply and send a rejoinder!*.

Implement a workflow (configurable by audit product type and
other criteria) for closure/ settlement of observations featured in
Audit Products.

Provide a platform for documenting meetings (Apex Committee
Meetings/ Audit Committee Meetings/ Joint Sittings) for
discussing and settling audit observations covering a group of audit
products (e.g. by District/ State Government or Central
Government Department).

08_02

PAC/ COPU/ PAC/
copu/ Another
Legislative
Committee?®
follow-up

Provide a platform to implement PAC/ COPU/ Other Legislative
Committee follow-up process of audit reports. This will involve the
following broad steps:

e Submission of Explanatory Notes (ENs)® (usually received
through the PAC/ COPU Secretariat) by State/ Central
Government Departments on the individual findings included
in the C&AG’s Audit Reports; and vetting/ comments of the
ENs by the concerned Field Audit Office to the PAC/ COPU
Secretariat, and an iterative process thereon.

e Correspondence (unstructured) between the Field Audit Office
and the PAC/ COPU Secretariat on the selection of audit

13 To the extent that the findings in the DAN/ ML are followed up independently, and not through the
Inspection Report
14 A response from IA&AD to the reply of auditable entity is referred to as ‘rejoinder’.

15 Public Accounts Committee (PAC) and Committee on Public Undertakings (COPU) are Committees of
Parliament/ State Legislature to whom the C&AG’s Audit Reports stand referred (as per Parliamentary/
Legislative Rules) after being tabled in Parliament/ Legislature.

16 |n differing auditee jurisdictions, this may be termed as “Detailed Explanation” or “Action Taken Note”
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08_Audit_follow-up
Ref. No | Sub-module Broad objectives
observations for oral examination of the Departmental
Secretary by the PAC/ COPU
e Preparation of a draft “Memorandum of Important Points
(MIP)Y on observations selected for oral consideration, for the
PAC/ COPU Secretariat.
e Submission of action taken reports by Central/ State
Government Reports (routed through PAC/ COPU Secretariat)
on the recommendations of the PAC/ COPU, and vetting
comments of the Field Audit Office to the PAC/ COPU
Secretariat, and an iterative process thereon.
08 03 APl Integration Provide a platform to integrate with auditable entities via API
interface to receive response from the auditable entities (using
Business Module ‘10 — Communication’).
08 _04 Recommendation Follow-up on action taken by auditable entities on
follow-up recommendations of audit.

1.4.9 Data collection platform (09)
The sub-modules of Data collection platform Business Module are listed below.

09_Data_Collection
Ref. No | Sub-module Broad objectives
09 01 Design data Provide a platform to design the format of the data that is to be
collection kit collected, and then publish the data collection format (including
notifications through OI0S workflow, as well as e-mails to external
participants, if necessary).
09 02 | Allocate access Provide a platform to allocate access by directly allocating to users
or user groups or field audit offices for specific audit assignments.
09 03 Monitor data Provide a platform to monitor the progress of data collection.
collection
09 04 | Consolidate and Provide a platform to view consolidated data upon completion of
analyse data data collection and perform basic analysis.

1.4.10 Communication (10)

The sub-modules of the Communication Business Module are listed below.

10_Communication

Ref. No

Sub-module

Broad objectives

10_01

Receipt

Provide a platform to receive communication from outside OIOS
(from outside and within IA&AD) in various formats — paper-based
communication; fax; e-mail; interfacing external systems etc. into
OIOS and allocate responsibility (through a configurable
mechanism) for processing the communication.

7n differing auditee jurisdictions
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10_Communication

Ref. No

Sub-module

Broad objectives

10_02

Dispatch

Provide a platform to send communication outside OIOS
(internally within an office, to other field audit offices or branch
offices within IA&AD or to entities that are outside IA&AD) in
various forms — paper-based communication; fax;
interfacing external systems and monitor the progress of action
taken on the communication.

e-mail;

10_03

Notification and

Alerts

Provide a platform for generation of notifications and alerts
(configurable on various actions/ events within OIOS) through e-
mail to staff within IA&AD as well as outsiders.

1.4.11 ITA/PR/IW — Internal Test Audit/ Peer Review/ Inspection Wing (11)
The sub-modules for internal control module are listed below.

11_ITA/PR/IW

Ref. No | Sub-module Broad objectives

11 01 Internal test audit Provide a platform to plan and execute internal audit of
wings/branches/sections within a field audit office, issue and
follow-up of internal test audit observations.

11 02 Peer review Provide a platform to plan and execute peer reviews of a field audit
office, with a mechanism for follow-up by the concerned
functional wing of C&AG Office.

11 03 Inspection wing Provide a platform to plan and execute Inspections by the

Inspection Wing in C&AG headquarters, with a mechanism for
follow-up by the Inspection Wing and/or the concerned functional
wing of C&AG Office.

The wing also undertakes inspection assignments where multiple
field audit offices are inspected based on a theme.

1.4.12 Knowledge Management System (12)
The sub-modules of the knowledge management system are listed below.

12_Knowledge_Management_System

Ref. No

Sub-module

Broad objectives

12_01

Audit Guidance

Provide a platform for maintaining documents and records relating
to audit guidance hierarchy (covering audit guidance issued by
C&AG Headquarters Office as well as audit guidance issued by
Field Audit Offices) with version control.

12_02

Auditee IS

Provide a platform for maintaining semi-structured/ unstructured
documents relating to auditable entities with metadata tagging
(and with role-based access control), and also features for review
and archiving of documents, when no longer needed.

12_03

Central repository
of audit design

Maintain a repository of audit checklists and audit toolkits (with
categorization/ metadata tagging) for refinement and reuse by
Field Audit Offices for future audit assignments.
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12_Knowledge_Management_System

Ref. No | Sub-module Broad objectives
matrix, check list
and tool kits

12 04 | Auditee data Provide a platform to maintain structured data relating to
warehouse/data auditable entities. For example, Accounting information in VLC,
analytics (NOT IN financial information in IFMS/PFMS/Treasury accounting systems,
SCOPE) transactional and/or MIS data (Vahan/Sarathi, NREGA Soft, NSAP

etc.) and make it available for users of OIOS. Also provide features
for role-based access control.
To provide self-serviced or managed service delivery for data

analytics.

12_05 Forum Provide a platform for informal group discussions based on subject
matter of discussion, where instant response is not expected.

12 06 | Wiki Provide a platform to share audit experience informally.

12_07 Media repository Provide a platform to maintain and forward/ circulate news digest

manually and for advance web crawling/scraping/RSS feeds to
create a media repository.

12_08 Instant messaging Provide a platform for formal internal group discussions where
instant/near instant response is expected.

1.4.13 Reporting/Bl (13)
The sub-modules of Reporting module are listed below.

13_Reporting
Ref. No | Sub-module Broad objectives
13 01 MIS reports Provide a platform to create self-serviced (and managed service)

MIS reports as well as distributed MIS reports with parameters for
managing/ controlling IA&AD audit processes.

13 02 Dash boards Provide a platform to create self-serviced (and managed service)
dashboards for managing/ controlling IA&AD audit processes

1.4.14 Technical Guidance & Support for audit by Examiner/ LFA of PRIs and ULBs (14)
14 _Technical_Guidance_Support
Ref. No | Sub-module Broad objectives
14 01 | TGS Provide a platform for Technical Guidance and Support (TGS) of
Audit by Examiner, Local Funds of Panchayati Raj Institutions (PRIs)
and Urban Local Bodies (ULBs)*®

18 The primary responsibility for audit of the accounts of Urban Local Bodies (ULBs) and Panchayati Raj
Institutions (PRIs) is usually vested by the State Government with the Examiner, Local Fund Audit or equivalent
designation. The role of the C&AG and the field audit offices of IA&AD is to provide technical guidance and
support (where entrusted by the State Government) to such audit by the Examiner/ LFA, as detailed in Chapter
10 of the Regulations on Audit and Accounts, 2007 (https://cag.gov.in/content/regulations-audit-accounts-
2007#chapter10). Normal audit of ULBs and PRIs, where covered elsewhere under the C&AG’s audit mandate,
will be covered under the normal Audit Planning, Audit Execution, and Audit Reporting etc. Business Modules.
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14 02 LB Committee of Provide a platform to implement Legislative LB Committee follow-
Legislature up process of LB audit reports, similar to the process followed by
PAC/ COPU for other Audit Reports.

1.4.15 Administration — non-HR related (15)
The sub-modules of Administration Business Module (excluding the HR-related activities which are
covered- in Business Module 02- Personnel) are listed below.

15_Administration
Ref. No | Sub-module Broad objectives
15_01 | Office procurement | Manage procurement processes of an office.
15_02 | Asset management | Manage information relating to assets (movable and immovable)

of an office.
15_03 Inventory Manage inventory relating to consumables of an office.
management
15_04 | RTI Manage process of receipt and response to applications received
under the Right to Information Act, 2005.
15 05 | Complaints Manage process of receipt and response to complaints received at

various offices.

1.4.16 Legacy data (16)

The sub-modules of solution architecture requirements are listed below. The identified sub-modules
are essential for the OIOS system but may be separate from the application that is developed by the
System Integrator. The Sl would be consulted before finalising the solutions.

16_Data migration platform
Ref. No | Sub-module Broad objectives
16_01 Bulk data migration | Provide a platform for requesting bulk data migration service by
service uploading data in Excel file and attachments in zip file.
16_02 | Ad-hoc data | Provide a platform to do data entry through prescribed web forms
migration with the facility to upload attachments.

1.5 Roadmap: Release planning of sub-modules

The road map for modules of OIOS is drawn out in this section. The road map includes information
regarding the time frame (shaded cells), coverage of field audit offices (colour of the shaded cells) and
indicative release/bundle (number or alphabet within the cell) of business modules/sub-modules of
OIOS. The entire project is divided into three phases. The requirements for sub-modules under phase
1 and 2 have been drawn out with reasonably sufficient detail. However, the requirements for sub-
modules under phase 3 have been drawn at a broad level. It is proposed to follow an agile
methodology for the product development in all phases.

1.5.1 Time frame

The time frame information includes time planned to taken for release/bundle planning, agile
development (sprints including sprint planning, development, and review) and acceptance of design
and development through user acceptance testing.
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1.5.2 Coverage of field audit offices of IA&AD

In respect of phase 1 and phase 2, the sub-modules would be implemented in incremental coverage
in three stages (after adequate testing) as detailed below. However, in respect of phase 3, the
implementation of sub-modules would be an all-India level after adequate testing.

The sub-module functionality is envisaged to be
developed and implemented in a few selected field audit offices (four to five) with an objective to
validate the design at a basic level. The purpose is to validate the core functionality. This is the first
stage of acceptance. This is denoted by colour.

The sub-module is envisaged to be implemented in the selected
31 pilot offices (excluding offices already covered in the proof of concept) and their respective
functional wings in C&AG HQ covering a variety of audit streams. The objective of pilot
implementation is to validate the applicability of the design across audit streams and validate the
configurability features. This is the second stage of acceptance. This is denoted by colour.

The feedback received during testing of stage 1 and stage 2 would be considered ‘within scope’ of the
RFP. That is, Additional story points or changes in story points that are added based on feedback
received in stages 1 and 2 would NOT be considered as ‘change management’.

The sub-module is envisaged to be implemented in all field audit
offices and the sub-module reaches an irreversible status. At this stage, only configuration (and not
change management/ customization) is expected, since the validation of configurability features has
already been confirmed in the pilot implementation. This is denoted by colour. Any changes
required based on the feedback received during stage 3 (for sub-modules covered under phases 1 and
2) would be handled as a ‘change management’.

Phase 3: Any sub-module which will form part of future Time & Material phases but is part of the
overall vision is denoted by colour. There would only be one stage of acceptance. The high level
(not detailed) requirements of the business modules/sub-modules have been enumerated.

1.5.3 Phasing of development and implementation

Phase 1 and 2: The sub-modules to be developed and implemented in phase 1 and 2 have been divided
into eight (indicative) releases. The releases are indicated with numbers in the cells of the table.
Further, the road map also includes the extent of coverage in IA&AD, as detailed below.

Phase 3: The sub-modules to be developed and implemented in phase 3 have been bundled into three
bundles (A, B and C). The bundle number has been indicated against the sub-modules to be developed
in phase 3.

The complete information discussed above is illustrated in the infographic below. The sub-modules
marked with ** would undergo modification until completion of phase 3. One sub-module (Auditee
data warehouse) which would be handled independently is highlighted in black.

For the purposes of measuring completion, the last working day of the concerned quarter, as
specified in the High-Level implementation timeline, is deemed to be the Project milestone for the
relevant milestone for the purpose of this RFP, including the Service Level Agreement. This is
applicable for Phases | and Il only.
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Table 1: Timelines for stage-wise implementation of sub-modules of OIOS (Road map)

Phase 1 I Phase 2 I Phase 3 (T&M) >>

Year 2020 2021 2022 >>

Quarter; Q1 |Q2J Q3| Q4 Q1(Q21Q3|Q4|/Q1| Q2 |Q3|Q4 | >

01: Organisation >>
01_01: Office Master 2 ]3| 4 5 >>
01_02: Office structure 2 ]3| 4 5 >>
01_03: Privilege master** 2 ]3| 4 5 >>
01_04: User roles 2 ]3| 4 5 >>
01_05: Role-structure map 2 314 5 >>
02: Personnel >>
02_01: Employee master 2 3|4 5 >>
02_02: Employee profile 516117 >>
02_03: Posting/Transfer 23| 4 5 >>
02_04: Gradation list 3|4 5 >>
02_05: Training 67| 8 >>
02_06: Other nominations 6 17| 8 >>
02_07: Leave B B >>
02_08: Tour B B >>
02_09: Personnel claim B B >>
03: Auditee Universe >>
03_01: Universe master - 2 3|4 5 >>
03_02: Universe profile - 4 5|16Q]7 >>
04: Audit planning >>
04_01: Strategic Audit plan Al A >>
04_02: Annual Audit plan - 3| 4 5|6 >>
04 _03: Parametric risk 6 7| 8 >>
05: Audit Design >>
05_01: Audit Design Matrix 31 4 5 6 >>
05_02: Sampling approach 3| 4 516 >>
05_03: Audit guidelines 3| 4 516 >>
05_04: Statistical sampling Al A >>
06: Audit execution >>
06_01: Programme 6 >>
06_02: Record requisition 6 >>
06_03: Audit enquiry 6 >>
06_04: Audit observation 6 >>
06_05: TK-collect platform 6 >>
06_06: API Integration B B >>
06_07: Offline utility 6 |7 >>
07: Audit reporting >>
07_01: Product configuration 6 |7 >>
07_02: Drafting audit product 6 |7 >>
07_03: QA/QC 617 >>
07_04: Finalisation & issue 6 |7 >>
07_05: Receive response 67| 8 >>
07_06: Recommendations 67| 8 >>
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Phase 1 I Phase 2 I Phase 3 (T&M) >>
Year 2020 2021 2022 >>
Quarter Q1 | Q2] Q3/Q4|Q1|Q2J1Q3/ Q4| Q1| Q2 Q3|Q4 | >
07_07: APl Integration B B >>
08: Audit follow-up >>
08_01: IR follow-up 4 5167 8 >>
08_02: LC follow-up 4 5167 8 >>
08 03: APl Integration B B >>
08_04: Reco follow-up 5| 67| 8

09: Data collection platform >>
09 _01: Design kit 1|2 3|4 5 >>
09 _02: Allocate access 1|2 3| 4 5 >>
09 _03: Monitor collection 1|2 3| 4 5 >>
09_04: Consolidate & Analysef"1 | 2 | 3 | 4 5 >>
10: Communication >>
10 _01: Receipt 3 | 4 6 | 7 >>
10_02: Dispatch 3 | 4 51617 >>
10_03: Notification / Alert 3 | 4 5 6 |7 >>
11: ITA/PR/IW >>
11_01: Internal test audit C| C|>»
11_02: Peer review C| CJ>»
11_03: Inspection wing C| CJ>»
12: KMS >>
12_01: Audit guidance 1/2] 3| 4 5 >>
12_02: Auditee IS 1|23 4 5 >>
12_03: Repository of ADM/TK 5|67 8 >>
12_04: Data warehouse/data >>

analytics
12_05: Forum 5 6 |7 >>
12_06: Wiki 5| 61]7 >>
12_07: Media repository 5| 61]7 >>
12_08: Instant messaging Al A >>
13: Reporting/BI >>
13_01: MIS reports** 23| 4 5|1 6}]7]| 8 >>
13_02: Dashboards** 23| 4 51 6}17]| 8 >>
14: Technical Guidance & >>

Support
14_01: TGS B B >>
14 _02: LB Committee B B >>
15: Administration >>
15_01: Procurement C|C]>
15_02: Asset C|C]>
15_03: Inventory C|C]>
15_04: RTI A| A >>
15_05: Complaints Al A >>
16: Legacy data >>
16_01: Bulk data migration 3| 4 5167 8 >>
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Phase 1 I Phase 2 I Phase 3 (T&M) >>

Year 2020 2021 2022 >>

Quarter Q1 | Q2] Q3/Q4|Q1|Q2J1Q3/ Q4| Q1| Q2 Q3|Q4 | >

16_02: Adhoc data entry 3| 4 5167 8 >>
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01-Organisation Module

The organisation module in OIOS will assist in maintaining a master list of offices in IA&AD and their
reporting hierarchy. It would also aid in maintaining the internal structure of an office including the
posts and associated responsibilities. The internal structure of an office in IA&AD is the
communication channel for flow of information and hence, the workflow. This module would also act
to enforce logical access control viz., privileges, roles and role-structure mapping. The sub-modules in
relation to the module are Office Master, Office Structure Master, User Privileges Master, User roles
Master and User role — Office structure mapping.

1.6 Activities envisaged in OlOS

Configuring Organisation Master shall be the first activity of the OIOS Application, before other
modules can be used. The activities (indicative) envisaged in OIOS have been listed below. However,
the deliberations of task forces/committees/senior management meetings etc. along with the actual
process of seeking approval of the competent authority for formation of offices/branch offices would
be outside the OIOS ecosystem.

e |ssue of order for formation of a new office/branch office.
e |ssue of order for closure of an office/branch office.
e Modification of details relating to an office/branch office.

1.6.1 Issue of order for formation of an office/branch office
The standard operating procedure in the To-be process for formation of offices/branch offices is
detailed below.

Process Issue of order for formation of a new office or branch office
Approval of competent authority to open a new office or branch office
(Outside OI0S).
Process Inputs Documentation of approval of competent authority
Communication of order to relevant stakeholders regarding formation of
Process Outputs* offices/branch offices.
Push notification to C&AG website to update data.
Actor Function
1. Create the new office (OIOS creates unique Office
code)
2. Enter basic details
3. Assign reporting channel for an office??
4. Enter Sanctioned strength of the office for different
Application cadres, if available
administrator | 5. Nominate office administrator, if known (This may also
be done as a separate activity later).

6. Upload and link attachments such as documentation
of approval of competent authority,
deliberations/minutes of meeting/committees
regarding the formation of office.

1. Master Data Management: Acts as single source of truth
for all IA&AD Applications.

Process trigger

Actors involved in
the Business Process

OIOS System
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Process

Issue of order for formation of a new office or branch office

2. Generate alert for all concerned, whenever change is
made
3. Maintain change history

Service Delivery Channel: OIOS

System Interfaces
with Other
Modules/ Sub
Modules/ External
Stakeholders

Open API based access for all IA&AD Applications including C&AG website

1.6.2

Issue of order for closure of an office/branch office

The standard operating procedure in the To-be process for closure of offices/branch offices is detailed

below.

Process

Issue of order for closure of an office or branch office

Process trigger

Approval of competent authority to close an office or branch office
(Outside OI0S).

Process Inputs

Documentation of approval of competent authority

Process Outputs

Communication of order to relevant stakeholders regarding closure of
offices/branch offices.
Push notification to C&AG website to update data.

Actors involved in
the Business Process

Actor Function
1. Setsthe status of the office as ‘Closed’. (OIOS performs
. validation checks and prompts the user to enter
Application

effective date).
2. Upload and link attachments such as approval of
competent authority regarding the closure of office.

administrator

1. Master Data Management: Acts as single source of
truth for all IA&AD Applications.
2. Generate alerts for all concerned, whenever change is
made
3. Maintain change history

OIOS System

Service Delivery Channel: OI0S

System Interfaces
with Other
Modules/ Sub
Modules/ External
Stakeholders

Open API based access for all IA&AD Applications including C&AG website

1.6.3 Modification of details relating to an office or a branch office
The standard operating procedure in the To-be process for modifying details relating to an office is

detailed below.

Process

Moadification of details relating to an office or branch office

Process trigger

Any event necessitating change of data elements relating to an office /
branch office (Outside/Inside OIOS). For example, change of the head of
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Process Modification of details relating to an office or branch office
the office, change of location of office, contact information, reporting
authority etc.,

Process Inputs Documentation of change
Communication of order to relevant stakeholders regarding modification
Process Outputs of details relating to offices/branch offices.
Push notification to C&AG website to update data.
Actor Function

1. Make the necessary changes.

Office 2. Upload and link attachments such as documentation

administrator

of change.
Actors involved in 1. Master Data Management: Acts as single source of
the Business Process truth for all IA&AD Applications.
OIO0S System |2. Generate alert for all concerned, whenever change is
made

3. Maintain change history
Service Delivery Channel: OI10S

System Interfaces
with Other
Modules/ Sub
Modules/ External
Stakeholders

Open API based access for all IA&AD Applications including C&AG website
and website of field audit offices

2 Office Master (01_01)

The Indian Audit and Accounts Department (IA&AD) is headed by the Comptroller & Auditor General
of India (C&AG). The Department is headquartered at New Delhi and has several field audit offices
spread across the country falling under different categories and sub-categories:

e Audit Offices for the Union Government (Civil Audit, Defence Audit, P&T Audit, Railways Audit,
Commercial Audit

e Audit Offices for State Governments

e Overseas and External Audit Offices

e Accounts & Entitlement (A&E) Offices®®

e Training Institutes

The headquarters of IA&AD (C&AG HQ), also referred as the office of C&AG, has several wings. Some
wings are responsible for administrative activities, while others are responsible for providing Quality
Assurance/ QC for activities of field audit offices under their jurisdiction. Some field audit offices also
have branch offices at various locations. The OIOS project presently envisages creating an IT based
platform for the field audit offices and their branch offices.

The reporting structure of one office/branch-office to another plays a major role in determining
workflow for finalising some of the audit products. Hence, it is important that OIOS should provide

1% Not performing audit functions, not termed as Field Audit Offices, and not covered (except for limited scope)
by O10S
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configurable features for capturing restructuring of offices, as and when implemented, while
maintaining the history%.

Further, OIOS should also provide for controlling visibility of data between offices. For example, a field
audit office must have access to data of its branch offices as well.

The office master sub-module would assist in master data management of the field audit offices of
IA&AD. The indicative business data to be maintained in office master is listed below.

Indicative business data for Office master
What are the field audit offices in IA&AD?
Does the field audit office have a branch office? If yes, which are the branch offices?
For each office/branch office, we will maintain the following in OIOS.
e Full name (The name varies based on the designation of the head of the office).
e Standard name (This is a more static name. Example Audit (Shimla), E&RSA (Gujarat)).
e Brief description of office
o GSTN#
e Audit stream (Lookup list - Central audit, State audit, Railway audit, Defence audit, etc.).
e Contact Address?! — street address, city, state, Country, pin code
e STD phone number(s)
e PABX number(s)?
e Fax number(s)
e Email address of the office
e Reports to (The office to which it reports to)
e Date of formation of office
e Status of office (Open/Closed)
e Date of closure of office
e Designation-wise Sanctioned Strength?2
e Documents relating to the office (Orders of formation, closure, etc.,)
e Details of whether the office is a cadre controlling authority? If yes, for which cadres of
employees and which offices share this common cadre of employees?

2.1 Actors involved
The administrators at various levels would be responsible for creating the related information and
keeping them up to date.

Application administrator (Central): When new offices or branch offices are created, the Indicative
business data relating to the office or branch office is prepared by the application administrator. This

20 Necessary features in the event of restructuring of offices (one-to-one; one-to-many; many-to-many) include
(a) closure (but not deletion) of offices (b) re-mapping of employees as well as auditee entities from the old to
the new offices (c) traceability, responsibility (for further processing, follow-up) and access to older audit
products and supporting documentation between the offices and re-mapped auditee entities (d) mapping/
transfer of in-process workflows. These features will need to be implementable in the relevant business
modules of OI0S. A similar approach will be needed for restructuring of the internal office structure of a field
audit office.

21 A few of the field audit offices are outside India.

22 Not mandatory fields for filling in
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actor is also responsible for migration of data from existing offices to the new offices. Depending on
workload, this function could be split amongst multiple persons.

Office administrator: Once an office or branch office is created, an office administrator?® would be
nominated. The responsibility of upkeep of the information relating to the office / branch office will
be that of the office administrator.

3 Office structure (01_02)

This sub-module would assist in capturing the internal structure of an office. Each Field Audit Office
(FAO) has both headquarters (FAO HQ) and field audit teams. The FAO HQ consists of

e Wings headed by Group Officers, consisting of one or more branches

e Branches* headed by Branch Officers, consisting of one or more section

e Sections headed by Assistant Audit Officers/ Supervisors, consisting of one or more dealing hands
and

e  Dealing hands.

The field audit function of FAO includes both audit teams which permanently reside in auditee
premises (Resident audit teams) and audit teams which are mobile moving from one audit assignment
to another. This objective of the hierarchical structure (both in FAO HQ and the field audit teams) is
to provide for segregation of duties and specialisation on specific set of activities. For example, a
Planning branch including its sections and dealing hands would carry out activities that are related to
preparation of audit plans.

The organisational structure of IA&AD, from an audit perspective, is depicted in the illustration below.

23 We retain the possibility that the office administrator may be the administrator for the office and its branch
offices also.

24 Branch is NOT the same as a “branch office”. A branch is a part of a field audit office or a branch office, and
not a separate office.
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Figure 1 Organisational structure of IA&AD in the context of audit functions

The details of field audit offices and wings in C&AG HQ would be maintained as part of OIOS. The
details regarding the master list of offices would be maintained by the application administrator in
C&AG HQ. However, the organisational structure of an individual field audit office would be
maintained by an administrator in the field audit office. The field audit office administrator will
maintain the master list of branch offices under the field audit office. The organisational structure of
a branch office would be maintained by the branch office administrator. The Indicative business data
that are to be maintained for organisational structure is enumerated below.

Indicative business data for office structure master

Hierarchy — Office/ Branch Office = Wing = Branch = Section = Dealing hand;

Alternately, Wing = Resident Audit Team

What are the wings in each office / branch office?

What are the branches in each wing?

What are the sections in each branch?

What are the dealing hands in each section?

For each wing/branch/section/dealing hand, we will maintain the following in OIOS.
e Full name
e Standard name
e STD phone number(s)
e Status (Open/Closed)

Date of creation

Date of closure

Documents (Orders of creation, closure etc.,)

e What are the duties and responsibilities of each wing, branch, section and dealing hand?
This would form the basis for logical access control to determine user groups for
separation of duties.
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3.1 Actorsinvolved
The administrators at various levels would be responsible for creating the related information and
keeping them up to date.

Application administrator (Central): The office structure of C&AGHQ (Office of C&AG) will be
maintained by the application administrator.

Office administrator: The office structure of the field audit office / branch office will be maintained
by the office administrator.

Wing administrator: In the cases of large offices/branch offices, the office administrator may delegate
the maintenance of wing-wise structure to the nominated wing administrators.

3.2 Activities envisaged in OIOS

The activities (indicative) envisaged in OIOS have been listed below. However, the deliberations of
task forces/committees/senior management meetings etc. along with the actual process of seeking
approval of the competent authority for formation of wings/branches/sections/dealing hands would
be outside the OIOS ecosystem.

e Issue of orders for formation of new wing/branch/section/dealing hand in an office/branch
office.

e Issue of orders for closure of a wing/branch/section/dealing hand in an office/branch office.

e Modification of details relating to a wing/branch/section/dealing hand.

3.2.1 Issue of order for formation of new wing/branch/section/dealing hand
The standard operating procedure in the To-be process for formation of offices/branch offices is
detailed below.

Issue of orders for formation of a new

wing/branch/section/dealing hand

Approval of competent authority to open a new office or branch office

(Outside OIOS).

Process Inputs Documentation of approval of competent authority

Communication of order to relevant stakeholders regarding formation of

the new wing/branch/section/dealing hand.

Push notification to C&AG website to update data.

Push notification to field audit office website to update data.
Actor Functions

1. Create the new wing/branch/section/ (OIOS creates
unique code)

2. Enter details

3. Assign reporting channel

Office / Wing | 4. Nominate wing administrator, if it is a new wing and if

administrator deemed necessary (This may also be done as a
separate activity later).

5. Upload and link attachments such as approval of
competent authority regarding the formation of the
new wing/branch/section/dealing hand.

Process

Process trigger

Process Outputs

Actors involved in
the Business Process
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Process

Issue of orders for formation of a new
wing/branch/section/dealing hand

1. Master Data Management: Acts as single source of
truth for all IA&AD Applications.
2. Generate alert for all concerned, whenever change is
made
3. Maintain change history

OIOS System

Service Delivery Channel: OIOS

System Interfaces
with Other
Modules/ Sub
Modules/ External
Stakeholders

Open APl based access for all IA&AD Applications including C&AG website
and field audit office websites.

3.2.2

Issue of order for closure of a wing/branch/section/dealing hand

The standard operating procedure in the To-be process for closure of a wing/branch/section/dealing

hand is detailed below.

Process

Issue of orders for closure of a wing/branch/section/dealing hand
in an office or branch office

Process trigger

Approval of competent authority to close a wing/branch/section/dealing
hand (Outside OI0S).

Process Inputs

Documentation of approval of competent authority

Process Outputs

Communication of order to relevant stakeholders regarding closure of
offices/branch offices.

Push notification to CRAG website to update data (including closure/ re-
referencing of sub-site of existing office)

Actors involved in
the Business Process

Actor Function
1. Sets the status of the wing/branch/section/dealing
) . hand as ‘Closed’. (OIOS performs validation checks and
Office / wing

prompts the user to enter effective date).
2. Upload and link attachments such as approval of
competent authority regarding the closure of office.

administrator

1. Master Data Management: Acts as single source of
truth for all IA&AD Applications.
2. Generate alert for all concerned, whenever change is
made
3. Maintain change history

OIOS System

Service Delivery Channel: OIOS

System Interfaces
with Other
Modules/ Sub
Modules/ External
Stakeholders

Open API based access for all IA&AD Applications including C&AG website
and website of field audit offices
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3.2.3 Modification of details relating to a wing/branch/section/dealing hand
The standard operating procedure in the To-be process for modifying details relating to a
wing/branch/section/dealing hand is detailed below.

Modification of details relating to a wing/branch/section/dealing
hand
Any event necessitating change of data elements relating to a
wing/branch/section/dealing hand (Outside/Inside OIOS). For example,
posting, change of contact information, reporting authority, access
control etc.,
Process Inputs Documentation of change
Communication of order to relevant stakeholders regarding modification
of details relating to offices/branch offices.
Push notification to C&AG website and/or field audit office website to
update data, if necessary.

Actor Function
1. Make the necessary changes.
2. Upload and link attachments such as documentation

Process

Process trigger

Process Outputs

Office / wing
administrator

of change.
Actors involved in 1. Master Data Management: Acts as single source of
the Business Process truth for all IA&AD Applications.
OIO0S System |2. Generate alert for all concerned, whenever change is
made

3. Maintain change history
Service Delivery Channel: Ol10S

System Interfaces
with Other
Modules/ Sub
Modules/ External
Stakeholders

Open API based access for all IA&AD Applications including C&AG website
and website of field audit offices

4 User privileges master (01_03)

A field audit office has been structured internally to provide for segregation of duties. The structure
also provides for specialisation of activities depending on availability of manpower. Thus, OIOS must
include a functionality that helps in enforcing segregation of duties and specialisation, wherever
necessary, through logical access controls. The first level of logical access control would be through
user privileges or permissions. The user privileges for each module and the relevant sub-modules
would be listed out during the Technical design phase. For example, View office structure, Add office,
Modify office, Archive/Close office. This master list is immutable, i.e., it cannot be changed as any
addition or modification would require change management in the application. However,
administrators responsible for allocation of privileges would be able to view the same.

Itis pertinent to note at this point that the permission may become further restricted based on record-
based permissions. Let us consider the following example. Any office administrator will need the
permission to edit phone number of an office. However, the office administrator cannot change phone
number of any office other than the one he is nominated to. Hence, the privilege of ‘Edit office details:
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Phone number’ is to be restricted by record-based permission at an office level. Similarly, the ability
to view details of branch offices or other offices reporting to an office may also be restricted through
privileges.

Further, there might be branches in a functional wing of FAO which is restricted by record-based
permission at various levels. Consider the illustration below and the Table which details the privilege
of viewing auditable entities. While the branch Branch1 and Branch2 are restricted by record-based
permission, the branch Branch3 is not restricted by record-based permission at branch level, i.e. the
branch officer can view all auditable entities dealt by Branchl and Branch2. However, the branch
officer of Branch3 cannot view auditable entities of other wings.

FAO
I
[ 1 1
Wingl Wing2 Wing3
—
[ T 1
Branchl Branch2 Branch3

——— l l

Section1.1| |Section 1.2| |Section 2.1| |[Section 3.1

Dealing Dealing Dealing L Dealing
hand1.1.1 || [hand 1.2.1|| |hand 2.1.1| |hand 3.1.1

Dealing Dealing Dealing
hand 1.1.2| |hand 1.2.2|| |hand 2.1.2

Dealing
hand 2.1.3

Figure 2: lllustration of office structure

Table 2: Record based permissions on privilege ‘View auditable entities’

Structure RBP level Details

FAO Office Can exercise privilege on auditable entities related to office.

-Wingl Wing Can exercise privilege on auditable entities related to wingl.

--Branchl Branch Can exercise privilege on auditable entities allocated to section 1.1
and section 1.2.

---Section1.1 Section Can exercise privilege on auditable entities allocated to dealing

hand 1.1.1 and 1.1.2.

----Dealing hand 1.1.1 | Dealing hand Can exercise privilege on allocated auditable entities only.
----Dealing hand 1.1.2 | Dealing hand Can exercise privilege on allocated auditable entities only.
---Section1.2 Section Can exercise privilege on auditable entities allocated to dealing
hand 1.2.1 and 1.2.2.

----Dealing hand 1.2.1 | Dealing hand Can exercise privilege on allocated auditable entities only.
----Dealing hand 1.2.2 | Dealing hand Can exercise privilege on allocated auditable entities only.
--Branch2 Branch Can exercise privilege on auditable entities allocated to section
2.1,
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---Section 2.1 Section Can exercise privilege on auditable entities allocated to dealing
hand 2.1.1, 2.1.2 and 2.1.3.

----Dealing hand 2.1.1 | Dealing hand Can exercise privilege on allocated auditable entities only.
----Dealing hand 2.1.2 | Dealing hand Can exercise privilege on allocated auditable entities only.
----Dealing hand 2.1.3 | Dealing hand Can exercise privilege on allocated auditable entities only.

--Branch3 Wing Can exercise privilege on auditable entities related to wing1l.
---Section 3.1 Wing Can exercise privilege on auditable entities related to wing1.
----Dealing hand 3.1.1 | Wing Can exercise privilege on auditable entities related to wingl.
-Wing2 Wing Can exercise privilege on auditable entities related to wing2.
-Wing3 Wing Can exercise privilege on auditable entities related to wing3.

Indicative business data for user privileges

Name of the module

Name of the sub-module

Privilege / permission

Is it restricted by record-based permission? If yes, at what level?

4.1 Activities envisaged in OIOS
The OIOS ecosystem will maintain the list of privileges so that it is visible for the administrator to
allocate logical access to relevant employees.

5 Userroles (01_04)

In order to facilitate easy allocation of privileges, the OIOS would facilitate group of user privileges or
permissions into meaningful groups which would be referred to as ‘User roles’. This is the second step
in configuring logical access control. For example, the user role ‘office administrator’ will be a group
of all privileges or permissions that an ‘office administrator’ would have. The master list of user roles
would be created and maintained by the ‘Application administrator’. It is pertinent that an analogy
can be drawn between the actors in each of the process to roles.

Indicative business data in user role master
Name of the user role

Description of the user role

List of privileges grouped under a role

5.1 Actorsinvolved

Application administrator: The app admin is responsible for creation and maintenance of user roles
master. The administrator must be able to include or exclude user privileges from a user role, when
necessary.

Office administrator: The office administrator must be able to view the user roles and the related user
privileges. Though, the user role master at the application level should cater to most of the needs of
the field audit office, there may be a necessity to create a role which is office specific. Hence, the office
administrator would be responsible for creating office-specific roles wherever necessary, with
notification to the application administrator. This feature must be used in a limited manner to avoid
proliferation and duplication.
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5.2 Activities envisaged in OlIOS

The activities (indicative) envisaged in OIOS have been listed below. The activities would mostly be
carried out during the initial deployments of the various modules of OIOS. After which, the changes
are expected to be minimal.

e C(Create a new role.
e Include user privileges to a role.
e Exclude user privileges from a role.

6 User role-Office structure mapping (01_05)

As mentioned earlier, the internal structure of an office is normally a hierarchy with defined
segregation of duties and specialisation at each level viz., wing, branch, section and dealing hands. An
entity in a level is referred in general as a ‘post’ or a ‘charge’. The mapping between a post/charge to
a user role varies from one field audit office to another. A post/charge may be responsible for
performing one or more roles. If a post/charge is mapped to more than one role, then, the post/charge
would get a ‘union’ of privileges of all the roles allocated to it. Also, it is important to note that many
posts could perform the same role, but with a different jurisdiction (e.g. different set of allocated
auditable entities).

The assignment of an office employee to a post is envisaged through the Personnel Business Module.

For example, a planning section in a field audit office (named ‘AAO/GEN’ may be responsible for
performing the roles of ‘Plan preparer’ and ‘Programme preparer’.

Indicative business data in user role-office structure mapping

What are user roles for each charge/post?

What is the list of privileges that a particular charge/post gets based on the user roles allocated to
the charge/post?

6.1 Actors involved

Application administrator: The application administrator is responsible for mapping of user roles with
the office structure in the CRAG HQ.

Office administrator: The nominated office administrators are responsible for mapping of user roles
with office structure in the respective field audit offices. They are also responsible for creating office-
specific roles.

Wing administrator: In case of large offices/branch offices, the mapping of user roles with wing
structure in the respective wings may be delegate to the nominated wing administrators by the office
administrators.

6.2 Activities envisaged in OlIOS

The activities (indicative) envisaged in OIOS are listed below. The activities would mostly be carried
out during the initial deployments of the various modules of OIOS in an office. After which, the changes
are expected to be minimal.

e Allocate one or more roles to a charge/post.
e De-allocate one or more roles to a charge/post.
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02-Personnel

The personnel module of OIOS will aid in maintaining a master list of employees including their profile,
posting, transfer, nominations for training / capacity building and other nominations relating to
administrative activities®. This module will facilitate entry of relevant information as a post-facto
activity (after obtaining approval of the competent authority) and be made available to the relevant
stake holders. However, the communication of nomination to relevant stake holders and process of
seeking exemption would be part of OIOS. This will ensure that the data relating to nominations will
be up-to-date.

7 Employee master (02_01)

The master data relating to employees of IA&AD is envisaged to be maintained in Ol0S. Each employee
has a unique employee id and serves a particular designation at any point of time. The designations
are hierarchical in nature. The processes of recruitment and promotions are very elaborate and vary
for each designation and will be outside the scope of OIOS at present. The employee module may also
be extended to A&E offices and Training Institutes in future. The minimum indicative business data
that needs to be stored for each employee in the employee master is detailed below.

Indicative business data for employee master

e Unique employee id

e PFMS-EISid

e Name of the employee (First Name, Middle Name, Last Name)

e Department assigned name (If there are two or more employees with the same name, the
department assigns Roman numerals to differentiate them. For e.g. Manish Kumar — |,
Manish Kumar — Il, Manish Kumar — ll).

e Type of employee (Permanent, Probationer, Temporary/Consultant, On-lien)

e Gender

e Batch of recruitment

e Category (General/SC/ST/ OBC)

e Handicapped category (Look up field)

e Date of birth

e PAN number

PRAN number?®
AADHAR number
Mother tongue

Origin state

Home town

Permanent address
Correspondence address
Mode of recruitment
Parent station

25 The module does not aim to capture the working of the various committees/taskforces/wings involved in
posting, transfer, assignments and nominations.
26 For employees covered by the National Pension System (NPS)
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e Parent office?’

e Appointment Date

e Languages fluency

e AADHAR-linked Mobile Number

e Other Contact numbers

o NIC e-mail ID (used as the primary authentication mechanism in OIOS with mobile-based
OTP; Two-factor authentication)

e Emailids

e Status of the employee (Working/Retired/Suspended/Under-probation)

e Present Grade/designation

e |sthe employee presently on deputation?

e History of gradation list/designation changes and promotion

e Recent Photograph of the employee

7.1 Temporary resources

Some resources such as consultants, external experts, etc. would not be given an employee id since
they are hired for a short term (Temporary resources). OlOS should provide a facility to register these
users. These users would be provided temporary user id (temporary NIC e-mail ID) which expires on a
date specified during the registration.

The same temporary registration sub-module can be used to facilitate temporary registration of staff
of auditable entities during audit execution to facilitate communication of responses (e.g. to audit
enquiries and audit observations). Alternative mechanisms for capturing such responses during
execution of individual audit assignments may also be considered and proposed by the System
Integrator (Sl).

7.2 Actors involved
The responsibility of maintaining employee master level detail is with the application administrator
and the employee.

Application administrator/Office administrator of the Cadre controlling authority: When an
employee is newly recruited, the application administrator/OA of CCA is responsible for creating an
entry for the employee (based on an intimation from the cadre controlling authority) and assigning an
employee id® and entering basic details. A notification is issued to the employee upon creation of the
basic details and subsequent modifications.

Employee: The employee would be able to change some of the basic details as and when it changes.
For example, correspondence address, recent photograph, etc. Other changes to the basic details
would require initiation and/or approvals by specifically authorized staff (e.g. change in hometown).

7.3 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below.

e Addition of details of an employee for the first time upon recruitment.
e Modification of details of the employee subsequently by office administrator.

27 Not applicable for persons directly recruited into the Indian Audit & Accounts Services
28 NIC e-mail id is currently assigned centrally.

One IA&AD One System: Annexure A - OlIOS
Functional Requirement Specifications, Volume 1
Page 40 of 154



0 Subsequentissue of notification to the employee after the change (System generated)
which is validated by the employee.
e Modification of basic details of the employee subsequently by the employee (which may or
may not require approval), or by specifically authorized users (depending on the data
element).

8 Employee profile (02_02)

The information of employee regarding the qualifications, certifications and examination undertaken
will be maintained as part of employee profile. The OIOS system will also maintain masters for the
look up fields relating to the profile?. The employee must periodically review the profile information
for updates/ continued accuracy and provide confirmation of the same.

Indicative business data relating to employee profile
e Educational qualification
0 Qualification (look up field)
0 Date of qualification
O Institution
e languages and associated level of proficiency, in particular knowledge of
Hindi
e Professional certification
0 Certification (look up field)
0 Date of certification
0 Institution (look up field in the certification master)
e Examinations undertaken
0 Name of the examination
0 Dates of various papers in the examination
O Status of various papers (Pass/Fail/Exempted/Did not attend)

Apart from the above indicative business data, the data of EIS module in PFMS needs to be studied to
facilitate integration of PFMS data via API interfaces.

8.1 Actorsinvolved
Office administrator: When an employee is newly recruited, the office administrator is responsible
for entering details regarding the qualifications and certifications for the first time.

Administration wing: The administration wing is responsible for entering the details regarding
application for writing the examination (conducted locally or centrally), papers in the examination,
dates of examination and status relating to each paper. A notification is sent to the employee who
then validates the data entered.

Employee: The employee would be able subsequently suggest changes and updates his profile
regarding certifications and qualifications. This is added after approval by competent authority.

2% The employee would also be allowed to suggest additions of other qualifications and certifications which are
not in the master. This will be added to the master list after approval from competent authority.
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8.2 Activities envisaged in OIOS
The activities (indicative) envisaged in OIOS are listed below.

e Addition of profile details by office administrator and employee.
e Modification of profile details by office administrator
0 Subsequent issue of notification to the employee, who validates the change.
e Suggest modification of profile details by the employee.
0 Subsequent approval by competent authority and notification to employee regarding
approval.

9 Employee posting/transfer (02_03)

Each employee in IA&AD is given a specific role to perform a specific set of activities. This is referred
to as a ‘Post’ or ‘Charge’®. After allocation of a charge, the employee might be transferred to another.
The processes for deciding posting and transfer are very elaborate and vary for each designation, and
will be outside the scope of OIOS. However, the issue of relevant orders relating to transfer and
posting would happen through OIOS. The hierarchy of designation and the relationship with
organisational structure in the field audit offices is depicted below.

Designation in the Roles Equivalent Referred
streams relating to designation in the hereinafter as
audit of State streams relating to
Governments audit of Union
Government
Principal Is the head of a field audit office | Director General HODs
Accountant General (DG)/ Principal
31/ Accountant Director (PD)
General
Senior Deputy Is the head of a branch office / Director / Deputy Group Officers
Accountant General | wing of a field audit office Director (DD) (GOs)
/ Deputy
Accountant General
Senior Audit Officer | Is the head of a branch of a Senior Audit Officer | Branch officers
/ Audit Officer wing in a field audit office or a (SAQ)/ Audit Officer | (BOs)
branch office (AO)
Assistant Audit Is the head of a section Assistant Audit Section heads
Officer / Supervisor Officer (AAO) (SHs)
Senior Auditor / Represents a unit Senior Auditor / Units
Auditor Auditor
Welfare assistant, work in a Section Senior
Hindi officer, Hindi Auditor/Auditor,
translator, Clerks, Hindi officer, Hindi
DEO, MTS translator, Clerk,
DEO, MTS

30 The creation in OIOS of posts, and mapping of user roles to posts, is covered in the Organization Business
Module.
31 In some cases, in the past, the HoD has also been in the rank of ADAI
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Personal Assistants | report to head of an PAs
office/branch office/wing

The hierarchy of designation in C&AG HQ is detailed below. The reporting hierarchy must be
configurable.

e C&AG is the head of the IA&AD.

e Deputy C&AG (DAI) and Additional Deputy C&AG (ADAI) are heads of functional wings of
C&AG and report to C&AG.

e PDs and DGs report to DAIs and ADAIs.

e  Group officer report to PDs and DGs.

e SAO/AO/AAO* are called ‘desk officers’ and they report to PDs and DGs.

e Senior Auditors report to SAO/AO/AAO.

The cadre controlling authorities for different categories of employees are the authorities who control
the promotion, transfer and posting of any employee; these are NOT necessarily the head of the office
in which the employee is posted.

e With regard to posting of employees whose designation is Group Officer or above, the cadre
controlling authorities directly post them to their respective postings.

e With regard to other designations, the cadre controlling authorities post them to an office. The
office administration wing posts them to the functional wings of the field audit office after seeking
approval from competent authority. The wing administrator allots them to a specific post after
seeking approval from competent authority.

While the actual process of transfer and posting would be outside the scope of OIOS, the issue of
orders after finalisation of the allocation would be done through OIOS. It is pertinent to note that
allocation of audit assignments is not part of this sub-module and this is handled under ‘Audit
programme’ sub-module.

9.1 Transfer of employees

The process of issue of orders of transfer of an employee from A to B (either from one office to
another, or from one wing/ branch/ section/ dealing hand to another) is similar to that of posting
order. The orders are followed by two events, i) getting relieved from A and ii) joining B.

9.2 Additional charge

A post or a charge can be assigned to only one employee. However, an employee might be given
multiple charges, which is often termed as ‘Additional Charge’. The reason for additional charge may
be because of vacancy in a particular charge/post or that another employee in the office is on
temporary absence / leave (with or without a standing arrangement). When an employee who has
one or more additional charges logs into OIOS, the system will prompt the employee to choose the
charge whose functions is about to discharged by him. The process of standing delegation of specific

32 |n the C&AG Office, the designations are Senior Administrative Officer; Administrative Officer; and Assistant
Administrative Officer. Likewise, in the A&E Offices, the designations are Senior Accounts Officer; Accounts
Officer; and Assistant Accounts Officer.
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subset of activities using user roles and privileges using office-specific roles (Changes captured through
audit trail).

Indicative business data relating to posting / transfer

e Posting to an office
0 Date of posting
0 Designation
0 Name of the office
0 Post to which the posting was done (for employees whose designation is equal to

or above Group officers)

0 Nature of post (Original / Additional charge)
0 Date of relief

e Posting to a wing (for employees whose designation is below group officers)
0 Date of posting
0 Designation
0 Date of relief

e Posting within a wing to a branch/ section/ dealing hand (for employees whose designation

is below group officers)

0 Date of posting
0 Designation
0 Nature of post (Original / Additional charge)
0 Date of relief

9.3 Actorsinvolved
Many actors are responsible for maintenance of employee master and employee profile, including the
employee.

Application administrator/Designated role (for designations equal to and above Group officers):
After seeking approval from the competent authority, the application administrator issues orders of
posting. AS mentioned earlier, this order gives the exact post of officers.

Cadre controlling authorities (for designations below Group officers): After seeking approval from
the competent authority, the cadre controlling authority issues orders of posting an employee to an
office.

Office administrator (for designations below Group officers): After seeking approval from the
competent authority, the office administrator posts the employee to a wing.

Wing administrator (for designations below Group officers): After seeking approval from the
competent authority, the wing administrator issues orders which allocate exact posts to the
employee.

To clarify, the role of application/ office/ wing administrators is limited to implementation of postings
in OIOS.

9.4 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below. However, the deliberations of transfer
and posting committees, Departmental promotion committees etc. along with the actual process of
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seeking approval of competent authority for recruitment, promotion, posting and transfer will not be
part of OIOS.

9.4.1 Issue of orders of recruitment
e |ssue of orders of posting to an office.
e Issue of orders of posting to a wing.
e Issue of orders of posting to a charge.
e Issue of orders of transfer.
e Issue of orders of relief from charge/additional charge.
e Submission of joining report
e Issue of orders of additional charge/ standing arrangement.

Issue of orders of Transfer/Posting to an office, wing and to a
charge

Decision of the posting committee or cadre controlling authorities or
competent authority

Process

Process trigger

Process Inputs Documentation of Decision
Process Outputs Posting order to an office/wing/charge
Actor Function
Approval by . )
competent 1. Posting to an office.
P . 2. Relieving from office (in case of transfer)
authority
Office 3. Posting to a wing
administrator | 4. Relieving from wing (in case of transfer)
. 5. Posting to a specific charge
Wing 6. Relieving from specific charge/additional charge (in
Actors involved in administrator | & P g &
. case of transfer)
the Business Process
Employee 7. Submission of joining report

4. Master Data Management: Acts as single source of
truth for all IA&AD Applications.

0OIO0S System |5. Generate alert for all concerned, whenever change is
made

6. Maintain change history

Service Delivery Channel: O10S

System Interfaces
with Other
Modules/ Sub Open API based access for all IA&AD Applications
Modules/ External
Stakeholders

10 Gradation list (02_04)

The preparation of the annual gradation list of office employees by cadre (by the concerned cadre
controlling authority) and in order of seniority will be included. The indicative business data for
maintaining information regarding promotion and gradation is listed as part of employee master.
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The promotion process is very complex and cannot be integrated into OIOS. Hence, after the
completion of the process, the orders can be issued through OIOS and related data could be
maintained in OIOS.

10.1 Actors involved
The following actors are involved in maintenance of information relating to promotion and gradation.

e Promotion data administrator issues promotion orders through OIOS.
e Gradation data administrator maintains data relating to gradation and draws gradation list...
e Employee receives promotion orders and views gradation list.

To clarify, the function of these administrators is only to implement promotions in OIOS.

10.2 Activities envisaged in OIOS
The change management from AS-IS process to To-BE process involves the following.

e Addition of promotion details.
e Maintain meta-data relating to gradation.
e View gradation list relating to an employee or a field audit office.

11 Nominations for training / capacity building (02_05)
With an objective of capacity building, an employee of IA&AD is trained at various levels. The training
is provided by one or more of the following entities.

e National level training institutions of IA&AD such as National Academy of Audit and Accounts,
iCISA, iCED, etc.,

e Regional training centres of IA&AD such as RTls and RTCs.

e Trainings held by individual field audit offices.

e Specialised in-house trainings in functional wings of field audit offices.

e Training through external institutions (within India/ Abroad) such as IIMs, GAO, etc.,

Hence, the training received by an employee can be classified as the following.

e ‘Institutional training’ which will include trainings and workshops imparted by external
agencies (within India or abroad), national level institutions, regional training institutes and
centres. Under the institutional training, the annual training calendar is generally formally
prepared along with master list of courses offered in a year. In some cases, especially training
through external agencies, the training may be planned at short notice and not form part of
the annual training calendar.

e ‘Local training’ which will include training and workshops given by the C&AG HQ, individual
field audit offices and in-house trainings. Though some part of local training may be calendar
based, most of the training is need based and hence ad hoc.

The information regarding nominations, exemptions for training, trainings attended for an employee
would be captured in this sub-module. OlIOS would provide the facility for the institutions that offer
training within IA&AD to maintain the training calendar and modify them as and when necessary. It is
important to note that the process of creation of training calendar including RAC meetings will not be
captured in OIOS at present. However, documents may be uploaded by the training institutions,
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wherever necessary. IA&AD is also planning to invest in an e-learning platform. OIOS should facilitate
APl based integration with the e-learning platform and also provide scope for maintaining class-room
training (especially if the same is not included in e-learning platform).

Indicative business data for nominations for training / workshop

e Nature of training (Institutional — within IA&AD/ External, Local, In-house)

e Institution name (If the nature of training is institutional, the list of names gets restricted
to pre-defined institution from master data)

e Name of the training (If the nature of training is institution, the list of training courses® gets
restricted to training courses from the training calendar of the selected institution) and
category of training (from a master list)

e Dates of training

e Date of nomination

e Date of acknowledgement of nomination

e Was exemption sought for?

e Date of application of exemption

e Was application accepted/rejected?

e Date of approval/rejection of exemption application

e Post-training feedback from trainee/ Supervisory officer to training institution

11.1 Actors involved

o Nominating institution: The institutions will maintain data relating to the annual training
calendar. The institutions will either nominate officials or request for a specific number of
nomination slots from the office.

o Nominating office: The nominating office is responsible for nominating the officials for the in-
house courses or as a response to request from nominating institution.

e Nominee: The nominee acknowledges the nomination or alternatively requests for an
exemption.

e Exemption approving authority: The competent authority who can approve or reject
applications for exemption receives the application and communicates the decision to the
Nominee.

11.2 Activities envisaged in OlIOS
e Maintaining training calendar by the training institutions.
e Nomination of an employee for a training by training institutions or nominating offices.
0 Subsequent issue of notification to the employee
= Acknowledgement of notification by the employee or
= Application for exemption
e Receipt of exemption application by competent authority
0 Approval of exemption request
= Subsequent issue of notification to the employee and his acknowledgement
of receipt.
O Rejection of exemption request

33 Some of training courses conducted might also include external participants. This information would be
maintained by OIOS.
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= Subsequent issue of notification to the employee and his acknowledgement
of receipt.
e Post training feedback (on training outcomes) to training institution

12 T&M phase of personnel module
The following sub-modules are part of the T&M phase.

12.1 Other administrative nominations (02_06)

Other than training, the employee is also nominated for various other administrative activities both
for local activities and activities across field audit offices. OIOS would maintain a nomination type
along with nomination category master, which would be maintained by the application administrator.
An illustrative list of nomination types (a phased approach to implementation would be followed) have
been listed below; many of these nomination types represent restricted or classified information, and
a decision may be taken later to capture or NOT to capture them in OIOS.

The process leading up to the decision for nomination will NOT be captured in OIOS.

Nomination types3*

Foreign assighments

Transfer and posting committee

Cash verification

Departmental promotion committee
Purchase committee

Sports-quota recruitment

Physical verification of IT assets
Committee for prevention of sexual harassment at workplace
Review of Group B officers under 56 (j)
Invigilation officer of examination
Presiding officer for examination
Setting of question paper

Examination of answer sheets
Inspection wing party

Others

The indicative business data relating to administrative nominations are the following.

Indicative business data relating to administrative nominations
e Nomination type
e Nominated by
e Dates of nomination
e Date of communication of nomination
e Date of acknowledgement of nomination
For the nomination types, where exemption information is required to be captured,
e Was exemption sought for?

34 Many of these nominations are confidential, and a decision may be taken later to exclude such nominations.
Also, the process leading to nominations will not be covered in OIOS.
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e Date of application of exemption
e Was application accepted/rejected?
e Date of approval/rejection of exemption application

12.1.1 Actors involved
o Nominating office: The nominating office is responsible for nominating the officials for the
various administrative activities.
o Nominee: The nominee acknowledges the nomination or alternatively requests for an
exemption.

12.2 Leave (02_07)

The workflow involved in applying for and processing of leave (including computation and carry
forward of the balance of leave standing to the employee’s credit) may be taken up during the T&M
phase. Leave may be of different types — Earned Leave; Half Pay Leave; Commuted Leave (on Medical
Grounds); Extraordinary Leave with/ without Medical Certificate; Child Care Leave etc.

12.3 Tour (02_08)

The programme relating to audit execution would be captured in 06_01: Audit Programme module.
However, other non-audit related tour programmes and processing of tour claims may be taken up
during the T&M phase.

12.4 Personnel Claims (02_09)

The workflow involved in application, process and approval of various personal claims (Travelling
Allowance, Children Education Allowance, Medical reimbursement, Leave Travel Concession, sanction
of various short term and long-term advances to office employees) may be taken during the T&M
phase. It may also be explored to integrate or use applications of NIC, with the above functionalities.
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03 Auditee Universe

This module will aid in maintaining a master of list of auditable entities under the mandate of C&AG
(“who to audit”). It will also assist in managing the allocation of auditable entities to the field audit
offices in the organisational structure (office/ wing/ branch/ dealing hand). This, along with
organisation structure, defines the record-based permissions and workflow configurations®. The
module also provides a platform to store configurable fields for each field audit office for each
auditable entity. The module is divided into three sub-modules, viz., Universe master, Universe
allocation, Universe profile.

13 Auditee Universe Master (03 _01)

The Auditee Universe of IA&AD is the set of all entities of the Union Government and State/UT
Governments that come under the audit jurisdiction of Comptroller & Auditor General of India, as
defined by the authority in C&AG, DPC Act, 1971. Thus, the Auditee Universe consists of the following
categories of auditable entities listed below. The Auditee Universe is hierarchically organized.

Union Government | State/UT Government International3® Others

e Apex/ e Apex / constitutional e Embassies and e Autonomous
constitutional Bodies other equivalent bodies and
bodies e Departments offices authorities of

e Ministries e Attached and e Other various kinds

e Departments subordinate offices international e Government

e Attached and e Departmental offices of Union/ companies
subordinate Undertakings State (including Deemed
offices ° Governments and Government

e Departmental ° Government- Companies)
Undertakings controlled entities | e  Statutory

Corporations

e Autonomous
District Councils®’

e Panchayati Raj
Institutions (PRIs)

e Urban Local Bodies
(ULBs)

e Other entities
whose audit is
“entrusted” to the
C&AG or otherwise
covered by C&AG’s
mandate

35 |n some cases, workflow configuration could also be based on Ministry/ Department, in addition to the other
parameters specified.

36 Assighments involving audit of international organizations etc. are currently not proposed to be covered
under OIOS.

37 Falling under C&AG’s audit jurisdiction in terms of the Sixth Schedule to the Constitution
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Another method of categorization of auditable entities followed in the Department is by the relevant
section of the C&AG’s DPC Act, 197138 under which the audit mandate is derived; this needs to be
mapped into OIOS:

e Audit under Section 13 — Audit of Union and State Governments (Expenditure)

e Audit under Section 14 (Section 14(1) and Section 14(2)- Audit of bodies and authorities
substantially financed by Government

e Audit under Section 15 — Access to books of bodies and authorities receiving grants and loans from
Government

e Audit under Section 16 — Audit of receipts of the Union and State Governments

e Audit under Section 17 — Audit of accounts of stores and stock maintained by any office of the
Union and State Governments

e Audit under Section 19 (1) — Audit of Government Companies (including Deemed Government
Companies)

e Auditunder Section 19 (2) — Audit of Corporations established by or under law made by Parliament

e Audit under Section 19(3) — Audit of Corporations established by or under law made by State/ UT
Legislature

e Audit under Section 20 — Audit of bodies or authorities entrusted to C&AG

e Others¥®

Each of the field audit offices in the IA&AD have a specific auditee jurisdiction, covering a subset of
the entities which becomes the ‘Auditee Universe’ of the field audit office. Some of the auditable
entities come under the audit mandate based on certain specific conditions such as, audit under
Section 14 of C&AG’s DPC Act. In such cases, the auditable entity might come under C&AG’s audit
mandate in one year and might fall out of audit mandate after a few years and then come back again.
Correspondence in this connection, as well as correspondence for audit under Section 20 is to be
captured as attachments/ supporting documentation.

One field audit office can audit many auditable entities. One auditable entity (and/or its sub-entities)
may, in some cases, be audited by many field audit offices. Since the field audit offices would be
entering their auditee universes individually, this may result in ‘duplicates’ in the auditable entities.
Such duplicates may need to be resolved?’, by using the link to the Government Directory etc.

The field audit offices of IA&AD follow various methods to collect information about newly created
entities or their closure.

a) Periodical communication with auditee entities or higher-level entities (typically with the
Ministry/ Department/ Directorate/ Commissionerate®?)
b) Reconciliation with Gol web directory

38 The C&AG’s DPC Act is available at https://cag.gov.in/content/dpc-act-cags-duties-powers-and-conditions-
service

39 Including audit of the accounts of private entities, not normally within the audit mandate of CAG, if the
entity has been allowed the commercial use of scarce natural resources under the terms of license, which
requires the entity to share a part of the revenue so generated with the Government.

40 Resolved does not necessarily mean removed; flagging could address this.

41 Such information may also be collected during audit of the Ministry/ Department/ Directorate/
Commissionerate.
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c) Reconciliation with DDO* Master maintained by different states in their local Integrated
Financial Management System (IFMS)* and/or DDO Master maintained in the VLC System®*
of the A&E Office

d) Internal Crowd sourcing (Ad-hoc method, meaning as and when it comes to notice)

These processes are outside the OIOS ecosystem. However, it is envisaged to provide for viewing
information sourced from Gol web directory and DDO Masters (VLC, Treasury and IFMS systems of
the state within OIOS.

After processing the information from the above methods, the wing administrator / office
administrator adds new entities / archives or closes entities when necessary, after seeking approval
from competent authority. The attributes are also modified if required. OlIOS would provide for ability
to view history of changes made to attributes of the auditee entity, by users with privileges.

When the auditable entity undergoes a re-organisation (splitting or merging), OIOS should provide for
a functionality to maintain link between old and new auditable entities. The following activities would
be undertaken by the administrator concerned. It is important to note that OIOS would not do this
automatically.

Merging of auditable entities: The administrator would create the new ‘merged’ auditable entity. The
administrator then relinks the sub-entities of the old auditable entities to the new ‘merged’ auditable
entity. The old auditable entities are then closed citing reason of re-organisation.

Splitting of auditable entities: The administrator would create the new ‘split’ auditable entities. The
administrator then links/apportions the sub-entities of the old auditable entities to the new ‘split’
auditable entities. The old auditable entity is then closed, citing reason of re-organisation.

The attributes of any entity in the Auditee Universe have been listed in the indicative business data.

42 DDO - Drawing and Disbursing Officer — an officer of the Union/ State Government who is authorized to
draw bills and make payments on behalf of Government. All DDOs will be auditable entities of the C&AG, but
several auditable entities (e.g. Government Companies, autonomous bodies etc.) may not be DDOs.

43 Or the PFMS in respect of DDOs of the Union Government

4 Voucher Level Computerization System of the A&E Office under the C&AG is used for compiling and
finalizing the monthly and annual accounts of the State Governments, as well as subsidiary accounting
information.
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Indicative business data of auditee universe*
e Field audit office who is maintaining the auditable entity
e A code that uniquely identifies an auditable entity
e The name of the entity
e Ashort description
e Category and sub-categories (Configurable master data)
e Contact address including street address, village, taluk, district, state, pin code®®
e Geographical location (Latitude and Longitude)
e Contact information including phone, email-id and website
e Section(s) of DPC Act under which the entity is audited
e Supporting documentation regarding inclusion in Auditee Universe
e Reporting to (i.e. unique ID of auditable entity to which this entity reports. This
enables maintaining hierarchy of the auditee universe)
e Date of creation of entity
e Date of closure of entity
e Date of addition of entity to the Auditee Universe
e Date of removal/de-activation of entity from the auditee universe
e Remarks for removal/de-activation of entity from the auditee universe.
e Default classification (Apex auditable entity, audit unit, implementing unit)*’
e Link to old auditable entity (in case of reorganisation)
e Mapping of Budget Grants to the auditable entity
e Mapping of DDOs to the auditable entity
e Link to the entity in the Government directory (To handle duplicates in auditee
universe master)
e Wing/ Branch/ Dealing hand in the field audit office (Triggers record based
permission)
e History of jurisdiction (for auditable entities which keep failing in and out of the
jurisdiction)*®
0 When did the auditee come under the C&AG's audit mandate?
0 When is the auditee likely to fall out of the audit mandate? (Useful for
reviewing audit mandate periodically)
0 When did the auditee actually fall out of the audit mandate?

13.1 Actors involved
The office administrator / wing administrator or any user with privilege to manage the auditee
universe master data would be able to maintain auditee universe.

4> Certain fields of the auditee universe need to be stored in multiple languages. For example, the name and address of the
auditee entity may be stored in English as well local languages. The exact list of multi-language fields would be decided
during the sprint planning. The input of the multiple language will be through transliteration facility. For example, when
the user types Namaste, the input tool gives various Hindi words with the most probable one (:P:I@) in the top.

46The village, taluka/ block, district and state masters would be collected from Local Government Directory (LGD)
https://lgdirectory.gov.in/ as a service.

47 The IA&AD has adopted a classification of auditable entities into Apex Auditable Entities (AAEs), Audit Units (AUs) and
Implementing Units (IUs). However, this classification may, sometimes, vary with the specific audit assignment; hence, we
are using a term “default classification”.

48 Correspondence with the Government (and responses thereto) with regard to such auditable entities will
also be captured as attachments in OIOS.
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13.2 Activities envisaged in OIOS
The activities (indicative) envisaged in OIOS are listed below.

e Add new auditee entity under the jurisdiction
e Remove auditee entity from jurisdiction
e Maintenance of details of auditee entity based on jurisdiction

Process Maintenance of auditee universe master
New information obtained from auditee, other officials of field audit
Process trigger office, arising out reconciliation with Gol web directory and DDO
directory

Information regarding a new entity or modification of attributes of an

Process Inputs . .
entity or closure of an entity

Process Outputs Up-to-date auditee universe master
Actor Function
Office
administrator
. 8. Make the necessary changes.
or Wing .
. 9. Upload and/or link attachments such as
administrator .
. documentation of change.
. . or User with
Actors involved in .
privileges

the Business Process ;
7. Master Data Management: Acts as single source of

truth for all IA&AD Applications.

OIOS System [8. Generate alert for all concerned, whenever change is
made

9. Maintain change history

Service Delivery Channel: Ol10S

System Interfaces
with Other
Modules/ Sub Open API based access for all IA&AD Applications
Modules/ External
Stakeholders

14 Auditee Universe profile (03_02)

Each of the field audit office in the IA&AD have each been allotted a subset of the entities which
becomes the ‘Auditee Universe’ of the field audit office. The auditee master data captures the
common minimum data elements that is to be maintained uniformly across IA&AD. However, as part
of auditee universe profile, the field audit offices would be able to maintain their own set of
configurable fields. The fields may have temporal in natures. That is, the values change over time. For
example, a field audit office might want to prepare an auditee universe profile in the following
manner.

e Budget Grant (Primary)
e Additional grants operated by the auditable entity

Alternatively, the field audit office may like to maintain a specific set of fields for specific set of
auditable entities which are similar. For example, a field audit office may wish to store numbers of
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primary schools and secondary schools that come under the jurisdiction of all District Educational
Officers under its audit jurisdiction.

In order to facilitate such special needs, this sub-module would include a feature for defining profile
templates (a set of fields that would be used by the field audit offices) and using the same to store
custom profile information regarding their auditee universe. In theory, the sub-module must be
flexible enough to enable field audit office to add fields for an auditable entity or a set of auditable
entities on the fly. Any original / additional configuration would be reviewed by the application
administrator before being submitted to the approval process by competent authority.

It is pertinent to note that any other semi-structured/unstructured information such as documents
would be stored in the Auditee information system as part of Knowledge Management System of
0I10S, and NOT as part of this Business Module.

Indicative business data for auditee universe profile

What are the templates for profile? What are the data elements in a template?
What templates are applicable to an auditable entity?

What are values of data elements of an auditable entity?

14.1 Actors involved

The office administrator / wing administrator is responsible for creating the templates, modifying the
templates, attaching template to an auditable entity and entering the data for the auditable entity.
However, the collection and entering of data may also be crowd sourced by the field audit teams.

14.2 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below.

o Create a new template with data elements.

e Attach one or more templates to auditable entities.

e Capture data for the auditable entity in the attached templates.
e Detach one or more templates with auditable entities.

e Modifying the created template.
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04 Audit Planning

This business module aims at providing a platform for preparation of annual audit plans (with rolling
plans) for each field audit office and IA&AD, along with the documentation of the planning and topic
selection process at various levels. The module can, in future, provide a platform for preparation of
strategic audit plans of each field audit office and IA&AD and also scope for performing the risk
assessment for planning within the module.

15 Annual Audit planning (04 _02)

The audit mandate of the C&AG is vast, and the number of auditee entities that could be covered in
audit and the number of topics/ themes that could be covered through performance/ theme-based
compliance audits in a financial year is much, much larger than the available human resources within
C&AG for audit. Hence, audit planning is necessary to prioritize “what to audit” in a given timeframe,
after doing a risk assessment, considering the available human resources, and also taking note of
mandatory (financial attest audit) assignments that have to be performed.

Audit planning takes place at two levels:

e Strategic Audit Planning (currently not prepared) — long-term planning for the IA&AD as a whole
as well as individual field audit offices, typically covering a five-year time frame;

e Annual Audit Plan and Rolling Plans — short term annual audit plan for IA&AD and Field Audit
Offices, accompanied by tentative, less detailed, rolling plans for the next two years.

The detailed planning and drawing up of audit guidelines for individual audit assignments (“how to
audit”) and the audit programme (short-term, detailed day-by-day audit programme including
assignment of specific personnel) are covered in other business modules.

15.1 Annual Audit Plan and Rolling plan

The purpose of the Annual Audit Planning exercise is to identify and prioritize audit assignments to be
carried out in the upcoming year and allocate resources for the same. While preparing the annual
audit plan for the upcoming year, tentative annual audit plans for the subsequent two years (termed
as ‘rolling plans’) are also prepared. The annual audit plan and rolling plan would be prepared at the
field audit office level, and then consolidated at the IA&AD level.

The annual audit plan and rolling plan for each field audit office is prepared by them in the third
qguarter of the previous financial year, with approval from C&AG’s office expected before the
commencement of the next financial year. For example, the annual audit plan of 2020-21 of a field
audit office and its rolling plans of 2021-22 and 2022-23 are prepared in the third quarter of 2019-20
and would be approved by 31.03.2020. In case of a large field audit office having more than one
functional wing, the annual audit plan and rolling plan for the wings may be prepared wing-wise
separately and then consolidated for review.

The annual audit plan is constrained by the expected available manpower for field audit during the
financial year (i.e. excluding audit resources used for non-audit related activities and at the field
Headquarters, considering the number of working days in the financial year, and after making
necessary deductions for training, leave, etc.).
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The assignments / activities that are carried out by a field audit office during a year and are therefore
considered for inclusion in the Annual Audit Plan/ Rolling Plans includes one or more of the following.

Performance Audits

i.  All-India / Centralized Performance audits*°.
ii. Performance Audits co-ordinated across different States®® with a nodal Audit Office;
iii. Performance audits on topics selected locally by the Field Audit Office through a risk
assessment process and/or pilot audits.

Financial Audits

i Financial attest audits of the accounts of the Union and State Governments and UTs with
Legislature;

ii. Financial attest audits®? of accounts of corporations, Government-owned companies, bodies
and authorities expected to be received during the year. It is normally not possible to
accurately estimate the receipt of accounts for financial audits. The process has been detailed
further in the next section.

Compliance Audits

i.  Compliance audits on specified subject matters or themes, where themes are selected
through a risk assessment process and/or pilot audits.
ii. Other “non-subject matter specific” compliance audits.

Others

i Pilot audits on specific topics / themes to ascertain feasibility for future performance audits/
theme-based compliance audits.
ii. Independent assignments for collection of data on auditee entities.
iii. Collection of additional documentation to support/ strengthen/ validate findings or earlier
audits™

Thus, the output of the Annual Audit Plan will be a list of audit assignments in the Annual Audit Plan;
the audit assignments may specify the complete set of auditable entities in each assignment, or may
not. This also does not mean that new audit assignments (not figuring in the Annual Audit Plan) cannot
be programmed; just that when this happens, this must be flagged explicitly as a deviation from the
Annual Audit Plan. The workflow for (either ex ante or post facto) review/ approval of such deviations
will be configured separately.

4 All-India Performance Audits typically cover centrally sponsored schemes or projects where both the Central
Government (usually for overall planning, fund allocation, and monitoring) and State Governments (usually for
detailed planning, matching fund allocations, implementation and State/ local-level monitoring) are involved,
with the Central Audit Office acting as the nodal office, but generally two sets of Audit Reports (to the
Parliament and State Legislatures) are envisaged. Centralized Performance Audits are typically undertaken in
the Central Revenue Audit, Railway Audit etc. streams where one office acts as a nodal Audit Office.

50 The difference vis-a-vis All India Performance Audits is that no Central Audit Report is envisaged. This
approach has been recently introduced.

51 depending on the field audit office and its audit jurisdiction, responsibility as principal auditor or sub-auditor
52 Usually undertaken in respect of audit findings tentatively identified for further processing for possible
inclusion in the C&AG’s Audit Report.
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In some cases, e.g. Defence audit, the Annual Audit Plan may also list the individual procurements/
contracts (contract award and/or contract management) or groups of procurements/ contracts as
audit assignments to be covered, based on a master list of procurements (capital and revenue
procurements) collected by the Field Audit Office from the auditable entity at an appropriate level.
The audit units to be visited may be “mapped” back to the contracts to be scrutinized.

15.1.1 Sub-assignment under each audit assignment

There are various milestones or activities (sub-assignments) that a field audit office undertakes for
each type of audit assignment. For example, the activities for specific assignment types are illustrated
in the Table below. The list of assignment types would be drawn up as master data. These sub-
assignments may be added during planning, design or execution phase of audit. The list of activities
for each assignment type would also be maintained as part of master data by the application
administrator.

Assignment type Sub-assignments

Audit of accounts of e Additional Sub-directions (in addition to directions

Government / Deemed issued by C&AG Office)

Government Companies e Meeting with Statutory Auditors / Company Officials

as a supplementary e Receipt of Accounts

auditor e Verification at HQ of field audit office

[ ]

Performance audit e Pilot study (Link to an audit assignment) and other
work to finalize audit guidelines for a future audit
assignment

[ ]

Three-phase audit of e First Phase - Review of accounting policies (before

accounts of finalization of accounts)

Government companies e Second Phase - Audit comments/ observations on

as supplementary draft accounts (before accounts are adopted)

auditor e Supplementary audit comments on finalised
accounts

The indicative business data relating to the annual audit plan of field audit offices is listed below.

Indicative business data relating to Annual audit plan of field audit office

e Name of the office

e Financial year

e What are the topics/ themes/ subject matters for the audit assignments to be taken up for
this year?

e Documentation of process involved in the selection of the assignments through a
qualitative and/ or quantitative assessment of audit risk.

Indicative business data relating to each audit assignment in the annual audit plan

e Name of the assighment

e Type of the assignment (Compliance audit, performance audit, IS audit etc.)

e Documentation of process involved in selection of focus areas through a qualitative and/ or
guantitative assessment of audit risk. The documentation also includes the outcome of the
selection process which is the list of focus areas and broad audit objectives.

e In which audit report will the observations of the assignment be featured in?
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e Envisaged activities and timelines

e List of possible auditable entities to be audited under the assignment

e Default classification of key documents attached
Indicative business data relating to each sub-assignment of an audit assignment in the annual
audit plan

e Type of sub-assignment

e Planned start date

e Planned end date

e Actual start date

e Actual end date

e Attachments relating to sub-assignment

15.1.2 At IARAD level

The annual audit plan and rolling plan for the IA&AD as a whole represents a consolidation of the
topics/ subject matters/ themes selected for performance audits and theme/ subject matter specific
compliance audits, covering.

i All-India/ Centralized Performance audits on selected topics and other co-ordinated
Performance Audits.
ii. Local Performance Audits and Subject-Matter/ theme-based compliance audits.

Indicative business data relating to Annual audit plan of IA&AD
e What are the topics/ themes/ subject matters for the assignments to be taken up for this
year?
e Documentation of process involved in the selection of the assignments through a
qualitative or quantitative assessment of audit risk.
Indicative business data relating to each assignment in the annual audit plan
e Name of the assighment
e Which field audit offices are participating? Which is the nodal office?
e Documentation of process involved in selection of focus areas through a qualitative or
quantitative assessment of audit risk.
e Envisaged milestones and timelines

15.1.3 Planning of financial audits

Financial audit is the process of expressing an audit opinion (as the primary auditor) on the financial
statements of the auditable entity (Union/ State Government, corporation, body or authority), or
where the C&AG is a secondary auditor (for Government-owned companies, where a Chartered
Accountant is appointed as the primary auditor), giving supplementary comments on the financial
statements of the auditable entity.

Where the C&AG is the primary auditor of an auditable entity, financial attest audit of the accounts of
the auditable entity is mandatory. However, for financial attest audit of Government owned
companies, upon receipt of accounts for an auditable entity, a field audit office will assess, in
accordance with criteria specified by the Headquarters Office, the risk associated with the accounts
submitted by the auditable entity. If the audit risk is not significant, then the field audit office would
consider issuing a non-review certificate with approval from the competent authority. However, if the
audit risk is significant, the accounts are subjected to financial audit.
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It is important to note that the planning and scheduling activity of the field audit office is heavily
dependent on whether and when the accounts are received; the timing of such receipt is variable. The
OIO0S system would track the receipt of accounts, and consequently, the non-receipt or arrears of
accounts. Thus, the field audit offices are generally not in a position to ascertain exactly the number
of financial audits that are to be undertaken beforehand during a year. However, the field audit offices
would be able to ascertain the number of accounts awaited at any given point of time.

15.2 Actors involved

The competent authority to approve the annual audit plans of IA&AD and field audit offices is the
Comptroller & Auditor General of India with regard to the subject matters/ themes taken up for audit
(to be potentially considered for inclusion in the C&AG’s Audit Report), and the respective functional
wings of the Headquarters Office with regard to the other elements of the annual audit plans of the
field audit offices. The planning process of the field audit office would generally involve an ‘Audit
planning group’ consisting of relevant stakeholders. The composition of the ‘Audit planning group’ will
vary from field audit office to field audit office. The opinions of the members of the group and the
deliberations made during the meetings of the group form a strong basis for preparation of the annual
audit plan. Apart from the ‘Audit planning group’, the following are the actors involved in the
preparation and approval of annual audit plan.

The C&AG has an Audit Advisory Board, including external experts, to provide independent advice,
among other things, on the topics/ themes to be taken up for audits. Likewise, the Field Audit Offices
dealing with audit of State Governments have State-specific Audit Advisory Boards.

Preparers: The annual audit plan preparers would have the responsibility to collate inputs received
from various sources and prepare a draft annual audit plan. Depending on the size of the office, there
might be more than one preparer. For example, one per functional wing of FAO or one per audit report
published by a FAO.

Reviewers: The annual audit plan is then examined by several reviewers who become part of ‘proper
channel’ or ‘workflow’. The reviewers provide feedback / comments / queries that are to be either
attended by reviewers at a lower level or the preparer.

Approver: The final approval of annual audit plan is given by competent authority.

The flow of the work between preparer, reviewer and approver is very iterative and goes on for several
rounds until the finalisation and approval of annual audit plan is complete. Only the final, formal
approval of the Annual Audit Plan is intended to be captured in OIOS.

15.3 Activities envisaged in OlOS
The activities (indicative) envisaged in OIOS are listed below.

e Document review / approval process of working papers during initial preparation/mid-term
reviews of annual audit plan document for field audit offices and IA&AD as a whole.

e Maintenance of data elements which are essential for MIS reporting after approval / review
of strategic plans.

Preparation / Mid-term review of annual audit plan of IA&AD

Process or field audit office
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Time based trigger as the process is repeated periodically on an
annual basis (Outside OIQOS)

Strategic audit Plan of the previous year (optional), Plan
Documents, Departmental Outcome Budget, Annual Reports of
Government Department, Information from Auditee IS such as
schemes, activities, budget, details of expenditure, parameter-
based risk assessment, Past Audit Reports and Follow Up, Media
clippings and External Reports

Process trigger

Process Inputs

Process Outputs Minutes of the meeting, working papers and strategic plan
Service delivery
Actor Function channel
Audit
Advisory ditional
Board  and Meetings and discussions s It~lona
Audit (OUtSIde OlOS)
planning
group
Planner Development / Review of 0I0S
Actors involved in annual audit plan
the Business Process | Reviewers in | poviews annual audit plan | 010S (Document
proper and provides workflow)
channel feedback/comments
Provides 010S (Document
Approver feedback/comments and workflow)
approves annual audit plan
Saves various versions of
the annual audit plan along | 010S
0l0S .
with necessary data
elements
System Interfaces
with Other
Modules/ Sub Open API based access for all IA&AD Applications

Modules/ External
Stakeholders

16 Parametric risk analysis (04 _03)

The determine the audit risk i.e. the probability of material irregularity assists IA&AD in prioritising
focus areas of audits, auditable entities and transactions to be test checked. One such methodology
to measure audit risk is based on a parametric approach. Let us consider the case of risk analysis of
auditable entities. In order to evaluate the risk associated with each auditable entity, certain
parameters (‘risk parameters’) are defined. The parameters may be financial or non-financial,
guantitative or qualitative.

The C&AG’s Auditing Standards stipulate that auditors shall manage audit risk (the risk that the audit
report may be inappropriate). Conventionally, any audit risk model has three components — (a)
inherent risk — the inherent risk of misstatement/ non-compliance/ error etc. in the class of units/
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transactions being covered in audit (b) control risk — the risk that control mechanisms within the
auditee entity fails to prevent, detect or correct such instances of misstatement/ non-compliance/
error and (c) detection risk — the risk that audit procedures fails to detect instances of misstatement/
non-compliance or error.

With regard to audit planning —i.e. selection of audit assighments and auditee entities for audit®3, the
draft risk assessment model developed by C&AG Headquarters categorized risk parameters into two
— inherent risk factors and control risk factors. There is a list of inherent risk factors and control risk
factors prepared by C&AG Headquarters, which can be varied as appropriate by Field Audit Offices to
suit their requirements. Likewise, the weightages assigned to inherent risk factors and control risk
factors, which is used to generate a total weighted risk score for prioritization and selection of audit
assignments and auditee entities, can be varied as appropriate by Field Audit Offices to suit their
requirements.

The same sub-module can also be used for measuring risk of transactions using a parametric approach
during audit execution.

16.1 Activities envisaged in OlOS
The activities (indicative) envisaged in OIOS are listed below.

e Creation of risk assessment activity.

e Create and add a risk parameter to the activity or re-use an existing risk parameter.

e Categorise the risk parameter as Inherent or Control.

e Assign weightages to the risk parameters.

e Configure the formula for calculation of total risk.

e Upload a list (csv, Excel) the auditable entities or transactions for which risk is to be measured
or alternatively choose a sub-set of auditable entities from the auditee universe.

e Upload risk parameter values (csv, Excel) for the auditable entities / transactions.

e Trigger calculation of total risk score.

e View/Analyse the risk scores.

e (Optional) Feed the result as an input to statistical sampling to select auditable entities /
transactions.

e Link the risk assessment activity to an audit assignment.

17 T&M phase of Audit planning module

The following sub-modules would be taken up in the Time & material phase of OIOS.

17.1 Strategic audit plan (04_01)

Strategic plan represents planning from a long-term perspective. This plan includes focus areas of
audit that is envisaged in the next three to five-year perspective. The formulation of strategic audit
plan is a bottom-up process and includes primarily identification of macro level key areas to audit. It
also includes topics to be undertaken in each audit report by each field audit office mapped to the key

53 The risks with regard to selection of transactions/ units within a performance audit or a theme-based
compliance audit are considered to be part of “audit design” and are dealt with under that business module.
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areas to audit>®. Although, the strategic audit plan is currently not being prepared at the IA&AD level,
it may be prepared by the individual field audit offices. Sometimes, the strategic audit plan may also
be found as a ‘basket/ portfolio of potential audit topics’ in field audit offices. At present IA&AD does
not have strategic audit plan though it was prepared in the past, and will be prepared in the future.

54 A one-to-one mapping between the themes/ topics in the Strategic Plan and the Annual Audit Plan/ Rolling
Plans is not envisaged. Rather, the mapping/ comparison will be qualitative.
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05 Audit Design

18 Overview

This business module aims at providing a platform for preparing the micro level or detailed planning,
i.e. designing an audit assignment. This design process for each audit process includes preparation of
audit guidelines and selecting the auditee entities to be covered (including sampling approach for
selection of units and transactions, where necessary). The process of preparation of audit guidelines
involves the definition of audit scope (including the period of coverage), preparation of audit design
matrix including design of audit objectives, audit sub-objectives (at multiple hierarchical levels, as
necessary), and audit questions, as well as the criteria to be used, the sources of documentary
evidence etc.

The design process may also include preparation of audit tool kits to collect necessary data that would
assist in answering audit questions and consolidating such responses, and thus or attain the audit
objectives / sub-objectives. It is important to note that the preparation of Audit design matrix for every
audit assignment is not all pervasive as the change management of IA&AD to the approach in the 2016
compliance audit guidelines is still under way. Hence, the OIOS should allow® for non-ADM based
audits.

Audit assignments

|
| |

with ADM without ADM (To be turned
| off in a phased manner)

with Tool kit without Tool kit

Audit finding matrix is auto-
created to the extent where
tool kits are used

18.1 Process Description

The design of the audit assignment primarily involves two activities, viz., pilot audits in the field and
desk review. The process of pilot audit is similar to an audit assignment, in terms of audit design and
execution, and hence is not covered here. The process of desk review is described in the following

55 This featured will be turned-off in a phased manner.

One IA&AD One System: Annexure A - OlIOS
Functional Requirement Specifications, Volume 1
Page 64 of 154



section. The desk review process uses inputs from the OIOS system, and the documentation of desk
review process is captured in the form of audit guidelines.

18.2 Desk Review

Before the audit design, it is assumed that the theme/topic for the performance audit or theme-based
compliance audit is clearly defined.

The preparation of audit guidelines includes:

Defining the audit scope (i.e. what will and will NOT be covered in the audit assighnment, including
the areas of coverage and the period of audit coverage);

Defining the audit objectives, audit sub-objectives (at multiple hierarchical levels, if necessary)
and the audit questions;

7
0‘0

For example, if one audit objective is “determine whether planning was adequate and
effective”, determining whether the input data used for planning was reliable could be a sub-
objective. Alternatively, there could be audit sub-objectives for planning at the State, District
and Block levels, if planning is required to be done at all such levels.

Creating the “Audit Design Matrix”, including not just the audit objectives/ sub-objectives and
guestions, but also the audit criteria and the sources of audit evidence.

(Optionally) create one or more IT-based audit toolkits to collect data in answering the audit
questions, and consolidating such responses to be able to answer the questions (and thus attain
the audit sub-objectives and objectives)

0
0‘0

Audit questions may be answered at one or more levels (e.g. for an audit of controls in
production units and warehouses on manufacture and supply of alcohol, there may be
guestions to be answered at the level of the State Commissioner of Excise, and individual
distilleries/ country liquor or IMFL bottling units/ breweries/ warehouses)

Questions may use “skip logic” for the next question, depending on the answer to the current
question

Answers to audit questions may be in different formats — Yes/ No/ Partly (or one out of many
choices); select multiple choices; quantitative; or purely qualitative

Most questions will have one or more supplementary fields for “remarks” or qualitative
explanations to support the main answer

Hyper-linking or referencing is very important and necessary. Referencing for the basis of the
question (e.g. the relevant section of the Liquor Excise Act) and also referencing for the
supporting documentation®® for the response (audit finding) to the audit question. Supporting
documentation/ attachments may be in multiple formats (Word/ Excel/ PDF; photographs;
scanned documents; even videos); metadata tagging of supporting documentation for easy
retrieval is essential.

For designing the audit guidelines during the desk review, the designer shall collect and review various
types of information from the OI0S KMS. These can come from multiple categories:

56 We envisage that the supporting documentation (in multiple formats), with suitable metadata, will be stored
in a Document Management System. However, this is a design decision for the SI.
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e Audit Guidance (issued by C&AG Office and/or by Field Audit Offices) - Regulations; Auditing
Standards, Auditing Guidelines, Guidance Notes, Practice Guides, Manuals

e ADMs and audit checklists/ toolkits prepared for similar assignments in the past by audit teams
(either within the same Field Audit Office or other offices);

e Past findings about the auditee which is available in the records like earlier issued Inspection
Reports, Pending IRs/Para(s), and more generally, Bl/ analytics data from the audit and audit
process data populated into OIOS over time

e Unstructured information about the auditees (e.g. GOs/ GRs; Budget papers; Annual/ long term

Plans; DPRs; Procurement Documentation; Evaluation Reports), scheme/ program specific

information (including scheme guidelines, scheme implementing information etc.).

Structured information about auditees (financial and/or operational transaction data, MIS data

etc.)

Part of the information may already be available in the KMS; other information which has been
specifically collected for this audit assignment (either through the desk review or pilot study) shall be
fed into the Knowledge Management System/ Data repository with metadata created and tagged
Linking of all KMS documents/ information used for creating the Audit Design Matrix for an audit
assignment (i.e. to know in which audit assignments this information has been used) shall be done.
The users would be able to access the above required information from various components of OI0S
and other multiple sources.

Another important aspect of audit design is the sampling approach and selection of auditee entities/
transactions for detailed field audit. The actual design of the sampling approach and the basis (E.g.
which type of statistical sampling to use — Simple Random Sampling With/Without Replacement;
Cluster or Multi-Stage Sampling; Probability Proportionate to Size Sampling and combinations thereof;
determination of sample size etc.) will be done by the Field Audit Office with the assistance of
statistical experts. The overall process of audit design is described in detail below.

Process Audit Design Process — Preparation of audit guidelines
Process Inputs | Desk review and / or pilot audit
Audit Guidelines:

e Selection of auditable entities covered under the audit
Process assignment and classification, including sampling approach
Outputs e Determination of Audit Scope
e Audit Design Matrix (ADM)

e Audit Toolkit

Actor Function
Access KMS to Analyse Topic/subject specific information
Actors and Auditee Data (details provided in further sections)
involved in Audit Prepare and update sampling methodology
the Business Designer | Desk review and pilot audit
Process Prepare Audit Guidelines:>’

o Defining sampling approach, and selection and of
auditable entities/transactions

57 Audit Guidelines may be reviewed and updated during the Audit Execution; such updating should be
facilitated by OIOS.
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e Audit Scope and

e ADM

e Audit Toolkits

Reviewer | Reviews and approves audit guidelines

Approver | Approval

System
Interfaces 0I0S: KMS, Auditee Universe, IR Repository, Media news Repository
with Other

Modules/ Sub

Modules/ External: Budget & Sanction Data, VLC Data; Auditee Entity Information

External System, if any
Stakeholders

19 Audit design matrix (05 _01)

The next step is preparation of audit design matrix. An audit design matrix is a methodology through
which an audit approach can be systematically designed. It also helps in scoping the audit assignment
in a systematic manner. When an audit assignment is driven by a sound audit design matrix, then it
paves way for a process or assurance-based audit. The approved audit design matrixes are pushed to
a central library, where it is available for the employees of IA&AD to search, download, refine/ update
and thus reuse.

Audit
objective
Sub Sub
objective A objective B
Level 1 Level 1 Level 1 Level 1
qu:‘\tiun\ (i) quextiun\ (ii) queﬂiun\ (i) que»ﬁun» (ii)
Level 2 Level 2 Level 2 Level 2 Level 2 Level 2 Level 2 Level 2

questions (a) questions (b) questions (a) questions (b) questions (a) questions (b) questions (a) questions (b)

Figure 3: An illustration of audit design matrix

The indicative business data relating to the preparation of audit design matrix is listed below.

Indicative business data relating to preparation of audit design matrix

e What are the audit objectives?

e What are the sub-objectives under each audit objective? (optional)

e What are the audit questions under each sub-objective/objective?

e For each audit question or a sub-objective or an audit objective, the following design
elements may be captured. If the design elements are designated at a higher level, say sub-
objective, the design elements may be inherited by the lower level, i.e. audit questions.

0 What are the sources of audit criteria against which the current status is measured
to answer the audit question (with hyperlinking facility to bookmarked sections of
a document in KMS or the entire document)?
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0 What methodology has been chosen for data collection and analysis? For example,
one of methodologies chosen for data collection and analysis is through audit
toolkits>® which is explained in the ‘09: Data collection module’. If methodology is
audit toolkit, what are the various tool kits that are required for answering the audit
question?

0 What are the types and sources of audit evidence?

0 What offices are to be visited in order to collect the audit evidence (restricted to
the sub-set of auditee universe related to the assighment described in the section
below)

19.1 Selection of relevant sub-set of auditee universe

The selection of ‘relevant’ sub-set auditee universe relating to the audit assignment includes selection
of all auditable entities from which documents, records, data and information would need to be
collected. The selection of auditable entities may be partially or completely through statistical
sampling which is described in the next sub-module. It is important to understand that some of the
auditable entities chosen might not be under the audit jurisdiction of the field audit office or its
functional wings which is actually undertaking the audit. For example, consider a field audit office
which has undertaken an audit assignment which is auditing a welfare scheme of Education
Department of a state. The scheme aims at distribution of free laptops to class 12" students who are
studying in Government schools. Though, the Department of Education is the implementing agency,
the procurement of laptops for the purpose of this scheme might be a public sector undertaking under
Information Technology Department which is under the jurisdiction of another field audit office.

Thus, there is a possibility that auditable entities of the assignment cuts across audit jurisdictions of
field audit offices. OIOS should facilitate such selection along with notification process to the field
audit office/functional wing, which holds the original jurisdiction. The selection process may be
manual or by uploading a list of auditee entities (csv, txt, Excel) which were chosen as a result of risk
assessment.

After the selection of the auditable entities relating to the audit assignment, the next step is to review
their classification as ‘Apex auditable entities’, ‘Audit units’ and ‘implementing units’. The default
classification is captured as part of the auditee universe master data. However, the roles of the
selected auditable entity might vary depending on the theme or subject matter considered under the
audit assighnment. Hence, OI0S would provide an opportunity to specify assignment-wise classification
or allow the default classification, as the designer chooses to. Further, this selection and classification
process is not a one-time event but can happen until the design stage is frozen.

Indicative business data relating to related subset of auditee universe
For each audit assignment,
e What are the auditable entities that are chosen for the assignment?

58 Audit toolkits can also help in performing audit checks designed to achieve an audit objective or a sub-
objective. They may also be used in answered one or more audit questions. It can also be a set of inter-related
guestions which need to be consistently asked and answered across selected audit samples or units. Audit
toolkits are typically connected to the Audit design matrix. There is a many-to-many relationship between an
element in ADM and Audit Toolkit. This means that one tool kit can answer one or more objective or sub-
objective or question. Similarly, in order to answer one audit objective or audit sub-objective or audit
qguestion, many toolkits may be required.
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Date of inclusion of auditable entity in the audit assignment
Date of removal of auditable entity from the audit assignment
Is the default classification suitable for the assignment? If No, what is the classification with
regard to the audit assignment?
If the auditable entities do not fall under the jurisdiction of the functional wing of the Group
officer/field audit office, a notification is issued to the office regarding the engagement.

0 Date of notification

0 Contents of notification

0 Date of receipt of acknowledgement from the other field audit office/its functional

wing

19.2 Actors involved
OIOS proposes to capture only the final approved Audit Design Matrix and not the iterative process
for development of the ADM.

Designer proposes the audit design matrix (including selection of auditable entities under the
audit assignment, classification) with the relevant design elements.

Reviewers review the matrix and provides feedback.

Approver approves the matrix.

Office administrator / wing administrator of the field audit office under whom the audit
jurisdiction of the selected auditable entities falls under.

19.3 Activities envisaged in OlOS
The activities (indicative) envisaged in OIOS are listed below.

Selection of auditable entities for the audit assignment.

e Incase, where the jurisdiction does not fall under the designing field audit office / its
functional wing, a notification is sent to the field audit office / its functional wing
under whom the jurisdiction falls (not automatic but manual as the designer has to
enter remarks explaining the scope of audit assignment for which the auditable entity
is to be approached).

e Acknowledgement of the other field audit office / its functional wing.

Classification of auditable entities for the audit assignment.
e Default classification or alternate classification as supplied by the designer.
Preparation of audit design matrix.
Review of audit design matrix.
Approval of audit design matrix by the competent authority.
Search for relevant audit design matrix stored in central library.
Download relevant audit design matrix.
Refine/ update the downloaded audit design matrix and reuse it for another assignment.

20 Sampling approach (05_02)

The designer may then apply statistical sampling to select the auditable entities and / or transactions
that are to be subjected to audit. The actual sampling process happens outside OIOS in the initial
releases. The functionality of being able to perform sampling within OIOS is to be taken up in Time &
Material phase as described in the subsequent chapter. The indicative business data that are to be
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captured in relation to statistical sampling is listed below. This part of design apart from the regular

reviewer would also be reviewed by an expert in statistics.

Indicative business data in relation to statistical sampling (to be captured as a Word
Document)
For each assignment and each stage of sampling (in case of multi-stage sampling)

e What was the type/sub-type of sampling? (Simple random sampling -> with/without
replacement, stratified random sampling, judgemental sampling (with justification),
cluster-based sampling, Probability proportional to size (monetary unit, weighted
contribution of different parameters, combination of multiple parameters)

e Description of the sampling

e What are the details regarding the sampling method?

e Details of how the actual sample is drawn, including starting seed number etc.

e Attachments (Documentation relating to sampling approach)

20.1 Actors involved
The following are the actors involved in statistical sampling (an iterative approach happens often).
OIOS does not intend to capture the workflow for the statistical sampling, and will only capture the

final approved/ agreed statistical sampling approach and the final statistical sample of auditee
entities/ transactions as selected.

Designer proposes a statistical sampling methodology relevant to the audit assignment along
with the data and results.

Reviewer reviews the data and results and provides feedback.

Statistics Expert (Statistical Advisor or other Expert) reviews the data and results and provides
technical opinion.

Approver approves sampling methodology with assistance from the technical opinion.

20.2 Activities envisaged in OIOS
The activities (indicative) envisaged in OIOS are listed below.

Proposal of the sampling methodology.

Review of the sampling methodology by design reviewer.
Review of the sampling methodology by the Statistical Advisor.
Approval of the competent authority.

21 Audit guidelines (05_03)

The audit guidelines is a document which includes the documentation of the audit design of the
document. It includes the following components.

a)

b)

A word document with annexures explaining scope of audit, period of coverage, sampling
approach and methodology, sub-assignments (timelines and milestones), routine checklists
(not filled through tool kits).

Link to Audit design matrix ((including selection of auditable entities under the audit
assignment, classification).

Link to sampling approach approved (or to be approved) by competent authority.
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This document is subjected to an approval workflow which includes functional wing at C&AG HQ. OI0S
should aid in capturing the necessary versions (including the final approved) in the system. The same
may be published into the central repository at a later time after seeking approval from competent
authority along with the linked Audit design matrix, IT-based audit toolkits and sampling approach
document.

21.1 Actors involved
The actors involved in approval of audit guidelines.

o Designer proposes the audit guidelines with the relevant design elements.
e Reviewers review the guidelines and provides feedback.
e Approver approves the guidelines.

21.2 Activities envisaged in OIOS
The activities (indicative) envisaged in OIOS are listed below.

e Preparation of audit guidelines.

e Linking of audit design matrix.

e Linking of sampling approach.

e Review of audit guidelines.

e Approval of audit guidelines by the competent authority.

e Publishing of audit guidelines after seeking approval of competent authority into the central
repository.

e Search for relevant audit guidelines stored in central repository.

e Download relevant audit guidelines.

22 T&M phase of Audit design module

The following functionalities are expected to be taken up during the T&M phase of OIOS project.

22.1 Statistical sampling (05_04)

The technique of statistical sampling is used to select the auditable entities at various levels of
auditable entity (See illustration below) and transactions (if electronically available). In the absence of
electronic data, the process is manual and only documentation would be attached (as explained in the
above sub-module 05_01). The approach to selection may be one of the following.

e Simple random sampling -> with/without replacement

e Judgemental sampling (Should be rarely used with justification)

e Stratified random sampling

e  Multi-stage cluster-based sampling

e Probability proportional to size sampling -> monetary unit, weighted combination of different
parameters, combination of multiple parameters.

e Others
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Figure 4: lllustration of sampling at multiple levels of auditable entity for an audit assignment
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06 Audit Execution

This module includes five sub-modules that are related to execution of an individual audit assignment.

e The ‘Programme’ sub-module facilitates in managing allocation of personnel to field audit
programmes, approval of the tour programme and deviation process (including post facto
approval). Upon approval, the sub-module also communicates intimation of the program to
the auditable entity.

e The ‘record requisition’ sub-module manages the process of requesting and receiving records
that are required for audit. It also monitors non-receipt and delay in receipt of records.

e Then, the ‘audit enquiry’ sub-module provides a platform to prepare, issue preliminary audit
enquiry and receive reply to audit enquiry. These audit enquiries may become converted into
an audit observation or dropped based on reply of the auditable entity. Alternatively, the audit
team may decide to issue an audit observation directly.

e The preparation and issue of audit observation is facilitated by ‘Audit observation’ sub-
module. The sub-module also provides for receipt of reply to the observation. The requisition,
enquiry and observation modules will also have features for collecting and referencing a
variety of supporting documentation in various formats — which may be linked at different
points of time (during and after audit execution), some of which may remain unlinked.

e The ‘audit toolkit (collect)’ sub-module assists in collecting data that may be necessary for
answer an audit question or fulfil an audit objective / sub-objective as part of an ADM-based
audit (typically either a Performance Audit or a theme-based/ subject-matter specific
Compliance Audit).

23 Audit Programme (06_01)

The responsibility of execution of the audit plan/guideline for each audit assignment is vested with
one or more audit teams. One of the members of the team is assigned as the team leader. Some of
these teams may also be engaged earlier than audit execution, performing the roles of preparers of
audit guidelines. When there are more than one team for a single audit assignment, then one of the
teams is also chosen as the ‘nodal’ team for the assignment to facilitate co-ordination of effort and
consolidation of outputs.

It is also possible that a single audit team may perform multiple audit assignments in parallel. For
example, an audit team for conducting a Performance audit, covering various auditable entities, may,
in addition, be tasked with conducting compliance audits of some (or all) of these auditable entities
along with the performance audit. This should be reflected through a pop-up during data entry for the
second (parallel) assignment, stating that some or all members are also taking up another assignment
at the same point of time (or with overlapping timeframes), but not preventing “creation” of such
parallel assignments. There should be a cross-reference or link between the assignments where the
team leader for multiple assignments is common.

23.1 Creating audit teams

The selection of members for an audit team for a particular assignment is normally, but not always,
restricted to the functional wing of a FAO, especially in compliance audit assighments. However, in
case of performance audit topics and topics cutting across various functional wings of FAO, the
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members of the team may be chosen across functional wings of a FAO. In the case of members cutting
across functional wings of a FAQ, the proposal is initiated by a central co-ordination team or with the
approval of a central competent authority (as configured by field audit offices).

In the case of All-India performance audits and performance audits co-ordinated among field audit
offices, the audit teams from different FAOs are nominated for the assignment by the respective FAOs.
There may be more than one audit teams from a FAO who would be engaged in the All-India PAs. In
that case, there would be one nodal team assigned as well. There will be an audit team from the lead
FAO, which will be the lead audit team.

23.2 Amending composition of audit teams

The composition of audit teams is subject to modification at any point of time. The system should
facilitate additional of new members to the created audit teams, re-designation of audit team leader,
removing team members from audit team and re-assigning members to another audit teams. The
system should automatically make necessary modifications to the access control.

23.3 Scheduling

Apart from the process of creating/amending audit teams, Audit programming also refers to the
process of attaching audit teams to specific auditable entities and scheduling® their visit to auditable
entities. After the programme is approved, the same is intimated to the auditable entities through
digital communication interface or email or through a paper-based letter. It is important to note that
an employee can be a part of several audit teams, as we can also have the audit assignments run in
parallel. During a scheduled visit to an auditable entity, i.e. a programme, the team member may be
carrying out tasks relating to more than one assignment®. For example, during a programme of
District Educational Officer in the Bilaspur district in Himachal Pradesh, the team member may be
carrying out tasks relating to ‘All-India Performance audit of Sarva Shiksha Abhiyan scheme’ and
‘Compliance audit of selected themes/ activities of the District Development Officers’.

The necessity to deviate from the original schedule might arise for various reasons. The deviation is
normally requested by the audit team which is then submitted for approval by competent authority.
In some cases, the deviation is directed by the competent authority. Deviations may be proposed and
approved post facto. The various kinds of deviations are discussed below. These deviations may be
approved post-facto by the competent authority.

e Extensions arising out of requirement of additional days to complete the audit execution.

e Pre-closure arising perhaps out of excess allocation of days in original schedule.

e The audit schedule may be suspended temporarily due to diversion of audit team to another
schedule and resumed after the completion of diversion.

e The audit schedule may be cancelled due to various reasons.

%9 In regard to scheduling, the working calendar (in relation to field audit teams) varies for each of the field
audit office and sometimes for each of the functional wings of FAO. This is because, the field audit teams visit
the auditable entities based on their working calendar which may vary because of the different holidays in the
state level and the local level and also because the auditable entity might be working additional days. It is also
important to note that the working calendar for the field HQ also varies for each field audit office. However,
within a field audit office, it remains the same for HQ sections of the wing concerned.

80 There exists a many-to-many relationship between audit programmes and audit assighment/sub-
assignment.
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e The schedule may also be deferred/postponed to another point in time.

Indicative business data relating to audit programme
e For each assignment,
0 Audit team reference number
0 Which are the audit teams?
0 Who are the members of the audit teams?
0 For each member,
= Date of start of membership
= Date of end of membership
e For each audit team in each assignment
0 List of auditable entities to be visited by them
0 Original dates of visit
O Actual dates of visit (the original and actual dates will differ based on deviation, if
any)
0 Deviation requests
e For each deviation request,
0 Who requested it?
0 Date of requisition
O Nature of deviation (Extension, Pre-closure, Suspension, Resumption, Cancellation,
Deferral)
Remarks relating to request
Status of request (Approved / Denied)
Date of approval/denial
O Remarks of approver
e For each programme, the following audit documentation will be captured as attachments,
0 Allocation of work by team leader to the members of the team (for audits making
use of toolkits, the allocation should specify the allocation of toolkits to members
of the team)
Entry meeting minutes
Daily work diary
Exit meeting minutes
Title sheet / Top sheet (In the form of a check list or attachment)
Code of ethics

O O O

O O 00O

23.4 Activities that are typically undertaken during a programme
The following are the list of activities that are undertaken typically during a programme.

e Entry meeting: The process of meeting is outside the scope of OIOS. The minutes of the
meeting is captured as an attachment of the programme

e Allocation of work: The allocation of work is captured as a to-do list (as described in the
subsequent sections) for each of the member of audit team member.

e Requisition and receipt of records as detailed in the sub-modules subsequently (06_02).

e Preparation, issue of audit enquiries, receipt of response and processing of audit enquiries as
detailed in the sub-modules subsequently (06_03).

e Preparation, issue of audit observations, receipt of response and processing of audit
observations as detailed in the sub-modules subsequently (06_04).
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e Miscellaneous tasks as captured in allocation of work, where the documentation of tasks is
captured as attachments to the programme.

e Filling up of the digital diary (as described in the subsequent sections).

e Uploading and processing of replies received for outstanding observations from previous
inspection reports (as described in the subsequent sections).

e Scanning of key documents (as described in the subsequent sections).

e Uploading of key documents (as described in the subsequent sections).

e Linking of key documents (as described in the subsequent sections).

e Preparation of draft inspection report (covered in Module 07: Audit reporting

e Exit meeting: The process of meeting is outside the scope of OIOS. The minutes of the meeting
is captured as an attachment of the programme.

23.5 To-do list of a programme
The to-do list of a programme contains specific list of activities that are to be taken up during the audit
programme by each audit team member. This to-do list is prepared in the following manner.

a) The list of activities to be done is listed by the team leader. The team leader allocates the
activity to team members.

b) The list of activities to be done is filled by the field headquarters. For example, verification of
a complaint or RTI, specific observations to be noted, specific issues to be audited in addition
to the original scope, verification of action taken by the auditable entity, etc. The team leader
upon receipt of such additional work, then allocates the activity to the team members.

23.6 Digital diary of a team member

The digital diary of team member will list the activities from the to-do list that have been allocated to
the member. The team member can choose to update the status on the same. Apart from the above,
a summary of activities performed by the member in the OIOS system, such as, issue and processing
of audit requisition, audit enquiry and audit observations is also readily available. The digital diary of
a team member can be viewed by the team leader and the Group officer.

23.7 Uploading and processing of replies received for outstanding observations from

previous inspection reports
The audit team may receive replies for the outstanding observations (observations which are still
pending) during the field audit programme. The members of the audit team must be able to invoke
the ‘09: Communication’ module followed by ‘08: Audit follow-up’ module in order to process the
replies received by them.

23.8 Uploading of Key Documents

The records collected by the field audit team which form part of audit documentation and audit
evidence are referred to as ‘Key documents’. These documents (in any language) may be in digital or
paper form. In case of the documents being in paper form, the same would be scanned by the audit
team members using mobile app of OIOS (as described in the sub-module (06_06) subsequently) or
by other means. The scanned document will then be uploaded into OIOS.

During the upload of key documents (scanned files, photos, videos, etc.,), the system needs to verify
whether the documents satisfy the minimum technical specifications. The key documents can be
uploaded directly to the programme. OIOS should allow linking of the uploaded KDs to an audit
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requisition or audit enquiry or audit observation at a later stage. In some cases, the key documents
may also be uploaded and linked immediately. Further, there might be key documents which remain
unlinked, but are available for reference. There will also be cases, where the key documents (being
voluminous) are not uploaded or uploaded only partly, but will remain available in paper form, to be
uploaded on an “as-needed” basis.

While uploading Key documents on the OIOS system, the audit team will define the security
classification of the documents as Unrestricted/Restricted/Confidential/Secret, if and wherever
necessary. The access to key documents will be based on the security classification. The key
documents marked as ‘Secret’, if uploaded, shall be stored in the system in encrypted form in the OlIOS
repository using the encryption keys. The encryption keys shall be stored in Hardware Security Module
(HSM).

23.9 Linking key documents

As explained before, the key documents could be either uploaded to programme without specific
linking or specifically linked to an audit requisition, or audit enquiry or audit observation. While linking
the rich text fields of the audit requisition, audit enquiry and audit observation, OIOS should allow the
user to link to entire document or link to one or more specific highlighted (in case of text) or selected
area (in case of scanned image) sections of the document.

23.10 Actors involved
The following actors are involved in the process of audit programming (iterations of draft audit
programmes will not be captured).

Creation of audit teams for each audit assighment

e Initiator proposes the audit teams and their composition/membership for each assignment.

e Reviewers reviews and provides feedback on the proposed audit teams and their
membership.

e Approver approves the proposal.

Scheduling or preparation of audit programme

e Initiator proposes the allocation of auditable entities to an audit team and the schedule.
e Reviewers reviews and provides feedback.
e Approver approves the proposal.

Deviation of programme

e Employees as members of audit teams/ other competent authority initiate proposal for
deviation

e Approver reviews and approves the deviation proposal. Sometimes, the deviations are
directed by the approver.

23.11 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below.

e Initiate proposal for nomination of audit teams for each assignment.
e Review proposal for nomination of audit teams for each assignment.
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e Approve proposal for nomination of audit teams for each assignment.

e Send notification to the nominated members after approval.

e Initiate proposal for audit programme.

e Review proposal for audit programme.

e Approve proposal for audit programme. Send notification to the auditable entity.

e |nitiate deviation proposal.

e Review deviation proposal.

e Approve deviation proposal. Send notification to the auditable entity.

e Direct a deviation. Send notification to audit team members and the auditable entity.

24 Record requisition (06_02)

A fundamental requirement for the audit teams to execute the audit plan is access to the relevant set
of documents, records and electronic data of the auditable entity. They are, in total, referred to as
‘records’. While some of the records would be available to the audit team beforehand, they are
generally used in audit planning and design. During the execution at the field, the necessary records
would be requested through a formal communication process. OIOS would provide for initiating a
request for a record to the auditable entity either through a traditional paper-based format or through
a digital communication interface. In the case of traditional format, the audit requisition is printed,
signed and handed over to the auditable entity.

If the auditable entity had registered as a temporary user for the audit programme, then the same
would be available in the inbox. In the case of APl based digital interface, the auditable entity would
receive the requisition in the inbox of the IT application of the auditable entity. After receiving the
request for the record, the auditable entity may submit the relevant records in traditional paper-based
format or through a digital communication interface (either APl or temporary userid). If the records
are received through the digital communication interface, it is automatically loaded and notification
is sent to the audit team who requested it.

However, if the records are received through the traditional mechanism, then the audit team scans
and attaches the relevant pages or uploads the electronic data, wherever necessary. This is because
some of the records such as service books, manual registers, etc., cannot be completely scanned.
Therefore, in such cases, the audit team manually marks it ‘received’ (fully or partially) and enters the
date of receipt in the system. The audit team can request for multiple items / records in the same
requisition. In that case, the receipt of records needs to be tracked item-wise (Many to many®!
relationship). OIOS will be able to provide Bl on the time taken for responding to audit requisitions,
delay/ non-provision of records etc.

Indicative business data relating to record requisition
e Requisition reference number (auto-generated)
e Who requested it?
e Date of requisition
e Subject
e Detailed request (Rich text editor with Hindi typing)

61 One response can contain response to many audit requisitions. The records requested may be received in
phases through various responses.
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e Annexure to request (list of items)
e Attachments during request, if any
e Expected date of receipt of record
e For each item in the list,
O Has the record been received?
O Quality of records received (Fully or partially received)
0 Additional remarks
0 If yes, Actual date of receipt of record
0 Attachments related to records received, if any

24.1 Actors involved
The following actors are involved in the process of Change management (Process).

o Team members initiates an audit requisition.
¢ Auditable entity (external) receives and provides responses (records) to the audit enquiry.

24.2 Activities envisaged in OIOS
The activities (indicative) envisaged in OIOS are listed below.

e Request for record.
e Receipt of record (Digital communication interface).
e Scanning and uploading of received record (traditional channels)

25 Audit Enquiry (06_03)

This is an optional sub-module, where the members of the audit team prefer to issue a preliminary
audit enquiry to elicit the preliminary response of the auditable entity before finalising the audit
observation. The audit team peruses the records produced to them and/or test checks of the selected
sample of transactions and decides to issue an audit enquiry first. The audit enquiry may mature into
an audit observation based on the response of the auditable entity or otherwise. When the team
member decides to prepare an observation, the system should allow to copy the contents of the audit
enquiry to the audit observation, which would be modified thereafter. Many audit enquiries may be
clubbed into an audit observation. One audit enquiry can result in multiple audit observations, or parts
thereof, as well.

The audit enquiry (after approval of team leader) is communicated through a formal communication
process. OlIOS would provide for communicating the audit enquiry to the auditable entity either
through traditional paper-based format or through a digital communication interface. If the response
to the audit enquiry is received through the digital communication interface, it is automatically loaded
and notification is sent to the audit team who issued the audit enquiry. However, if the response is
received through traditional mechanism, then the audit team scans and attaches the response. Then,
the member of the audit team decides to whether to issue an audit observation or not pursue the
enquiry further.

Indicative business data relating to audit enquiry
e Audit enquiry reference number (auto-generated)
e Who originated the enquiry?
e Date of origin of the enquiry
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e Detailed description of enquiry (Rich text editor with Hindi or other
language typing®?)

e Date of approval of the enquiry (wherever applicable)

e Date of issue of the enquiry

e Whoissued it?

e Expected date of reply

e Attachments relating to the enquiry

e In case of receipt of reply from the auditable entity
0 Who responded?

Date of reply

Nature of reply (interim / final)

Detail of reply

Attachment relating to the reply

What is the decision of audit team (Not pursue enquiry further / issue

an audit observation)?

Remarks relating to decision

Who made the decision?

Date of decision

Reference from audit observation to audit enquiry

O O O O O

O O O O

25.1 Actors involved
The following actors are involved in the process of issue of an audit enquiry.

Team member initiates an audit enquiry.

Team leader reviews and approves/returns an audit enquiry. The leader can also initiate audit
enquiry.

Auditable entity (external) receives and provides responses to the audit enquiry.

25.2 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below.

Prepare an audit enquiry.

Review an audit enquiry.

Approve/return an audit enquiry. Notify the team member who originated the audit enquiry.
(if the SOP provides for approval of audit enquiries by the Team Leader)

Issue an audit enquiry.

Receive reply (digital communication interface). Notification sent to audit team.

Receive reply (traditional channel) and scan and upload the same.

Process reply and communicate the decision to the auditable entity.

Monitor record request progress

52 The typing should be similar to Google typing tool. For example, when the user types Namaste, the input
tool gives various Hindi words with the most probable one ('_-ﬁzlﬁ) in the top.
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26 Audit observation (06_04)

The audit team after scrutiny of records produced to them prepares audit observation(s) and issues
them to the auditable entity. It is important to note that an audit observation does not necessarily
only mean ‘an adverse finding’. An audit observation may arise directly out of scrutiny of records
and/or test checking of selected sample of transactions. Alternatively, an audit team may choose to
issue one or more audit enquiries and then issue one or more audit observations after analysing the
responses of the auditable entity, if any. As explained in the previous section, there is a many-to-many
relationship between an audit enquiry and an audit observation. An audit observation essentially has
four parts including the attachments.

a)

b)

c)

d)

e)

Meta-data (optional): This refers to the configurable meta-data that an audit team wants to
capture in relation to the assignment. OIOS should provide the flexibility of storing templates
of such a configuration, which could be reused by audit teams of an audit assignment. An
illustrative meta-data template is detailed below. The template is related to an assignment
dealing with audit of implementation of bridge works by Public Works Department. This is
especially useful for compliance audits which are not ADM driven. In case of ADM driven
audits, the same can be implemented through one or more audit tool kits.
Audit observation: This refers to the detailed text containing the actual observation. After
drafting the observation, the preparer of the observation also includes references in the text
for relevant key documents/ supporting documentation.
Multiple sub-paragraphs relating to the observation (optional): Each audit observations
might have sub-paragraphs within them. For example, during the test check of sampled
transactions, the audit team might unearth a common observation. In such cases, the relevant
transactions are listed as sub-paragraphs in the audit observation. Such type of listing of
transactions also facilitates handling a situation, where the auditable entity has the tendency
to respond transaction-wise. One such example would be, list of documents pertaining to an
audit observation on ‘short levy of stamp duty due to misclassification of documents’, where
the documents may be listed as sub-paragraphs.
Attachments: The attachments for an audit observation would include key documentary
evidence (documents which form part of evidence), working sheets or calculation sheets,
annexures, etc. The key documents may be electronic documents (Word, Pdf, and Excel),
photographs, videos, data files, scanned documents, etc. The attachment also includes criteria
(For example, Section xxx of xxx Act), where the attachment would be to the source of the
criteria. The necessary for bookmarking (i.e., linking to a specific section in the document) may
be considered. Meta-data will be required for attachments (e.g. category, sub-category, title
of attachment, key word(s) etc.)
Self-check-list: The preparer of the audit observation is provided with a check-list (which
should be configurable by the office/ wing administrator), which he will fill for every audit
observation assuring its quality. For example,

e Has the criteria been clearly defined in the observation?

e Have the conditions been clearly detailed in the observation?

e Has the cause of deviation/non-compliance, if any, been identified?

e Has the effect of deviation/non-compliance, if any been ascertained?

e Have all the necessary documents been attached?
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e Was the reply of the head of the office considered before finalisation of the audit
observation?

Sample header for audit observations in implementation of
bridge works by Public Works Department

Work Order Number

Work order value

Date of issue of order

Expected date of completion

Status of the work

Actual date of completion

O OO O0OO0Oo

Indicative business data relating to audit observation
e Audit observation reference number (auto-generated)
e Who originated the observation?
e Date of origin of the observation
o Detailed description of observation (Rich text editor with Hindi typing)
e Materiality of the observation (High, Medium, Low) and Nature of materiality
(by value of financial impact, by context, fraud, social, environmental, etc.)
e Quantity of financial impact, if any
e Linkto classification schema. The same paragraph may be classified to one or
more categories/sub-categories in one or more schema.
Date of approval of the observation (wherever applicable)
Date of issue of the observation
Who issued it?
Expected date of reply
e Link the observation to Audit Design Matrix/Audit Tool kit®® (This will
facilitate generation of audit finding matrix)
e Sub-paragraphs and their details
e Attachments relating to the observation
e Is the observation based on one or more audit enquiries?
e If yes, what are the related audit enquires?
e |n case of receipt of reply from the auditable entity
0 Who responded?
0 Date of reply
O Nature of reply (interim / final)
0 Whether the reply relates only a few of sub-paragraphs listed in the
observation?
If yes, for each sub-paragraph in the reply,
=  Whether the auditable entity accepted the audit observation
(accepted / partially accepted / not accepted)?
= Detail of reply
= Attachment relating to the reply

o

83 There is a many-to-many relationship between audit observations and audit tool kit. One audit observation
may be based on answers/data collected in many tool kits. One audit tool kit may be referred in many audit
observations.
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= Does the audit team agree with the reply of auditable entity
(reply is acceptable / reply is not acceptable / reply requires
reconsideration)?

= What is the decision of audit team (Not pursue observation
further / reiterate or update an audit observation)?

= Remarks relating to decision

=  Who made the decision?

= Date of decision

0 If no, for the audit observation as a whole,

=  Whether the auditable entity accepted the audit observation
(accepted / partially accepted / not accepted)?

= Detail of reply

=  Attachment relating to the reply

= Does the audit team agree with the reply of auditable entity
(reply is acceptable / reply is not acceptable / reply requires
reconsideration)?

= What is the decision of audit team (Not pursue observation
further / reiterate or update an audit observation / required
action has been taken by the Department)?

=  Remarks relating to decision

=  Who made the decision?

= Date of decision

26.1 Actors involved
The following actors are involved in the process of issue of an audit observation.

Team member initiates an audit observation.

Team leader reviews and approves/returns an audit observation. The leader can also initiate
audit observation.

Auditable entity (external) receives and responses to the audit observation.

26.2 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below.

Prepare an audit observation.

Review an audit observation and propose necessary changes.

Approve/return an audit observation. Notify the team member who originated the audit
observation (if the SOP provides for review and approval of the audit observation by the team
leader).

Issue an audit observation.

Receive reply (digital communication interface). Notification sent to audit team.

Receive reply (traditional channel) and scan and upload the same.

Process reply and communicate the decision to the auditable entity.

Monitor execution progress

27 Audit Toolkit (Collect) platform (06_05)

This sub-module assists in collection of data in the audit tool kits. The audit-tool kits that were created
by the designer as part of the audit guideline process is available for the team members to fill in. After
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the completion of audit execution of a programme in an auditable entity (or even during), the team
members collect audit findings/ data in the tool kit. The team members, also receive a notification, if
the design of the audit tool kits were changed in the interim.

In case of audit checklists, the audit team member must be able to upload a list of transactions (txt,
csv, Excel) that were selected after risk assessment and then execute the checklist against each one
of the transactions.

27.1 Actors involved
The following actors are involved in the process of audit toolkit (collect) are the following.

Audit team members collect audit findings/ data using the toolkit.

27.2 Activities envisaged in OIOS
The activities (indicative) envisaged in OIOS are listed below.

e Collection of data through toolkit.
e Submission of data through toolkit.
e Re-collection of data through toolkit, in case of change in design or other reasons.

28 Offline utility (06_07)

The audit execution module would be used by many of the employees of the Department as audit
execution is the most crucial part of the audit assignment. Audit execution is mostly conducted in the
premises of the auditable entity. Hence, the employees using this module would be geographically
distributed and constantly mobile. The quality of internet connectivity in the premises of the auditable
entity / geography varies. Hence, it is important for this module to switch from online mode to offline
mode (as a backup) based on availability of internet connectivity. That is, if the internet connectivity
is not available, then the module should work on an ‘offline’ mode where the data created by
individual team members are stored locally. Upon the internet connectivity being available, the
module should “auto-sync” the data to the global server, which is then available for continuous
workflow. It is important to note that this is only being conceived as a ‘backup’ solution (should be
made as ‘light’ as possible) and efforts would be made to find alternate solution (in collaboration with
Sl) for a better solution. It is also expected that with continuous improvements in availability of
Internet connectivity in field locations throughout India, the need for offline mode will decrease with
time.

Offline functionality is NOT required for connectivity in the Headquarters locations of the Field Audit
Offices, only for the field audit teams.

One simple way to handle this would be to have the offline functionality as part of mobile app alone.
The users can install the mobile app on top of emulators of mobile operating system (such as Android,
i0S, etc.) in their laptop in order to use the big monitor screen of laptop. At the same time, this
approach relieves IA&AD from maintain both stand alone and web versions of the same product.
Another way to handle this is to have centrally driven offline application, which can be downloaded
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from the OIOS application and installed (and updates pushed automatically when the audit team
member logs into Ol0S) ® by the audit team member.

The following functionalities are expected to be in the ‘offline’ mode.

1) Access to documents in KMS, which were chosen to be ‘Make available offline’ in advance by
the user.

2) Collection of data using the kit.

3) Preparation of audit requisitions, audit enquiries and audit observations (which will be
printed, signed and issued to auditable entity).

4) Queue up scanned documents for uploading.

5) Attach/ Link replies and attachments to audit requisitions, audit enquiries and audit
observations. (subject to technical feasibility)®°

Upon availability of the internet, the need for updates of utility and syncing of the data must be
ascertained and automatic update and syncing of the data must be done. If the system identifies any
data discrepancy, the same must be highlighted to team member so that it can be resolved.

Field Auditor OIOS Server

Figure 5 Offline/Online switching of module

28.1 Scanning of documents

As described in the earlier sections, the field audit members have the necessity to scan and upload
documents during several occasions and link them in the audit execution module. OIOS would provide
for a mobile application to scan the documents and store internally and then upload the same to the
OIOS server. The documents will then be attached in the OIOS ecosystem to the relevant entities. The
same application can also be used to capture photographs and / or videos. The photographs, videos
and scanned documents must have a real-time date and timestamp, geographical location, IMEI, etc.
0IO0S should provide for authentication of the scanned documents, photos and videos by basic physical
signature of the person from auditable entity (Digital signature is not required).

The minimum specifications for scanning, photos and videos need to be specified so that there is
assurance in minimum quality. The solution should allow for scanning multiple pages in the same

54 The installation must be a very simple process. The audit team member should be able to install without any
configurations.

55 The last functionality of attaching/ linking is subject to technical feasibility involved in a very light offline app.
If this is not technically feasible, such attaching/ linking can be done later when online.
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document. After scanning, the solution must provide a preview of the page, so that the team member
can verify quality in terms of readability. The system should provide the option to improve brightness,
sharpness and contrast of the scanned image of the page to improve readability, if necessary.

Field Auditor _ 0I0S Server

Scanning
*Approval By

Supervisor

Internal Storage

Field Audit Party Mobile App

Figure 6 Scanning of documents during audit execution

29 T&M phase of Audit execution module

The following sub-modules are envisaged in the Time & Material phase of implementation.

29.1 APl Integration with auditable entities (06_06)

The audit teams of field audit offices communicate audit intimations, audit requisitions, audit
enquiries and audit observations to the auditable entities during the audit execution stage. The audit
teams also receive acknowledgement, responses to audit requisitions, audit enquiries and audit
observations from the auditable entities during the audit execution stage. This communication is
envisaged to happen through an APl-based communication interface between IA&AD and auditable
entities.

Since the number of auditable entities are large, the most efficient way to handle this API interface is
as an interface between IFMS (Integrated Financial Management Systems) of the State/UT
Government and PFMS (Union Government). OIOS project envisages establishing these interfaces in
the future phases. The implementation of these interfaces will be staggered and are based on
readiness of the IFMS and PFMS systems. Hence, this sub-module is proposed to be implemented as
part of future phases.
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07 Audit Reporting

After the completion of audit execution as per the plan, IA&AD reports the findings and observations
in various audit products. This module provides a platform to prepare draft audit products, to conduct
quality control or provide quality assurance to an audit product. It would also aid in finalising, issuing
/ communicating the products to relevant stakeholders and receiving their response. Some examples
of audit products are Inspection reports, Statement of Facts, Draft Paragraphs, Departmental
Appreciation Note, Management Letter, C&AG’s Audit Report, Audit certificates, Separate audit
reports and C&AG's supplementary comments.

30 Configuration of Audit products (07_01)

The process of preparation and issue of the products is illustrated in the diagram below. The section
shaded in yellow represents the ‘Audit execution’ which precedes the ‘Audit reporting’ process
(represented by the green section).
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As detailed in the illustration, some audit products are issued after processing of the material by C&AG
HQ and others are directly issued by the field audit office. The complete list of audit products varies
from one field audit office to another. The most common audit products of IA&AD are briefly
described below.

30.1 Audit products issued in IA&AD
The following are the most common audit products issued in IA&AD.

a)

b)

c)

d)

e)

f)

g)

Draft Inspection report (DIR): This is the draft stage of inspection report which is prepared by
the audit team after finalising the audit observations. This is formally discussed with the head
of the auditable entity just during the exit meeting, to elicit their response. The same is
forwarded to the Quality assurance team in the headquarters of field audit offices.
Inspection Reports (IRs): These reports are issued by the field audit offices after the
completion of compliance audit of specific auditable entities. The draft IRs undergo a QC/QA
process in the field audit offices. They are not subjected to processing by C&AG HQ. The audit
observations in inspection reports are pursued by the respective functional wings of a FAO in
the field audit offices as explained in the ‘08 Audit follow-up’ module.

Draft PAR/TAR: This is the draft stage of performance and theme-based compliance audit
reports which is prepared by the audit team after finalising the audit observations, wherever
necessary. This is issued as a consolidated finding report to the relevant apex auditable
entities (optional).

Statement of Fact (SOF): The statement of fact is the first level of communication to the
Government® with an endorsement to the auditable entities regarding inclusion of the
specific set of audit observations in the final audit report to be placed in the State/Central
legislature. This product is optional in performance or thematic audits.

Draft paragraph (DP): The Draft paragraph represents the communication from the head of
the field audit office to the Government with an endorsement to the apex auditable entities
(where different). The communication is regarding possible inclusion of the specific set of
audit observations in the final audit report to be placed in the State/Central legislature. As an
alternate to DP, which typically represents a specific type of observation, a holistic
Departmental appreciation note can also be made by the field audit office.

Departmental appreciation note (DAN): In the case of ADM based Compliance audit, the field
audit office may opt for preparation of a Departmental Appreciation Note as a whole. This is
alternate to a string of DPs, which serves as an assortment of individual audit observations.
The DAN provides a holistic view of the subject matter handled in the compliance audit
assignment. It is communicated by the head of the field audit office to the Government with
an endorsement to the auditable entities. The communication could be regarding possible
inclusion of the DAN as a holistic compliance audit report on the specific subject matter in the
final audit report to be placed in the State/Central legislature. The DAN may be directly
prepared from the IRs issued for the compliance audit or there can be an interim SOF as well.
C&AG’s Audit Reports: These reports are typically sighed by the head of the field audit office®’
after processing at C&AG HQ and approval by the C&AG of India, who countersigns the Audit
Reports. These reports include reports containing significant findings of compliance audits and

6 Government means the Department or Ministry, rather than an attached or sub-ordinate office of the
Government.
57 Some Audit Reports (e.g. Union Audit Reports on Central Revenues, PSUs etc.) may be signed by an officer at
Headquarters Office.
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performance and theme-based audits. The findings on finances of States / Union are issued
as a separate report. Sometimes, individual Performance Audits may be issued as “Stand-
alone” Reports. The organisation of contents of individual reports varies a lot. They may be
organised sector-wise or for a state as a whole or for specific audit streams of Union
Government, etc. Therefore, the organisational hierarchy for the processing of material to be
included in the audit reports and hence the workflow also varies. These reports are tabled in
Parliament/ State Legislature and stand referred to the respective committees of Parliament/
Legislature (Union/State/UT). The placement of the reports in Parliament/ State Legislature®
is covered in this module, but its follow-up mechanism has been discussed in ‘08 Audit follow-
up’ module.

h) Draft SAR/SAR: The Separate Audit Reports are issued on the financial statements of
auditable entities whose mandate falls under Section 19(3) and 20(1). If the SARs are to be
tabled in the legislature, then it is subjected to processing by C&AG HQ. Otherwise, the SARs
are issued after QA/QC within the field audit offices.

i) Audit Reports on Autonomous District Councils (ADCs) are approved by the C&AG and
submitted to the Governor for being tabled in the Council.

j) Draft audit opinions/comments: This is the draft stage of audit opinion or comments or
supplementary comments as part of financial attest audits of accounts of auditable entities.
These comments are communicated to the auditable entities. The auditable entities may
subsequently revise their accounts based on the draft comments. Some variations are Non-
Review Certificate (NRC), Nil Comments (NC), Supplementary Comments (SC), etc.

k) Audit certificates: Audit certificates are audit products of other financial attest audits. While,
the processing of the material relating to audit certificate is detailed in the previous section.
This section deals with maintaining information about the Audit Certificate which are issued
after approval of C&AG HQ.

I) Management letter (ML): A management letter is an audit communication product from the
head of the field audit office to the relevant apex auditable entities and/or Government. ML
is @ means to communicate and draw attention of the decision makers to specific systemic
issues which require special attention. In most cases, it arises out of observations from one or
more assignments. They may also a supplement to financial attest audit opinion or comment
or certificate. However, explicit linkage to audit observations need not be maintained.

m) Other Audit Products: Apart from the products described in the preceding sections, there
might be other local audit products issued by the field audit offices. For example, audit notes,
pilot audit report, data collection reports, press brief, epitome, bond copy, suo-motu
correction, etc.

Apart from the original audit product, the system should also assist in preparing and issuing
supplementary products to the original audit product and errata to original audit product. The
linkages between audit observations with Audit products (say Inspection report) and between
audit products (say SOF and DP; DP and IR; DP and AR, etc.) should be traceable.

%8 It is necessary to capture the date of placement of the C&AG’s Audit Report in Parliament/ State Legislature
as the case may be.
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30.2 How would these audit products be envisaged in OlI0OS?

In OIOS, all the audit products would be essentially envisaged as document types in a document
management system. Then for each audit product, the administrators needs to perform the following
once.

a) Configuration of business data.
b) Configuration of workflow.
c) Configuration of ranking parameters, where needed.

The above configurations can be stored as a template to be reused across field audit offices. Apart
from the above, OIOS should provide facility to configure and set up a ‘Shabdhkosh® to facilitate
multi-language search.

30.2.1 Configuration of business data

The business data relating to the audit products cannot be completely standardised. However, there
are certain common data fields for all the audit products which would be maintained in OIOS. Further,
0OI0S would provide the facility to configure specific fields for specific document types which is
common across field audit offices. Apart from this, the field audit offices may also want to maintain
special fields for specific audit products. OIOS would provide a facility to configure these special fields
as well. However, the configuration would be reviewed by the application administrator before
approval of the competent authority. Thus, there are three different configurations that are required.

a) Business data that are common across all audit products and all field audit offices.

b) Business data that are specific for each product but common for all field audit offices.

c) Business data that are specific for each product and specific for a field audit office.

d) Business data that are specific to a group of field audit offices belonging to one audit stream.

The indicative business data that are common across all audit products and all field audit offices is
detailed below.

Indicative business data that are common across all audit products and all field audit
offices
a) Meta-data (common):
What is the communication reference number?
Who issued it?
When was it issued?
Whom were it issued to? (May be endorsed to more than one recipient)
By when a response was expected?
Link to assignment/sub-assignment in annual audit plan, if applicable
b) Product change history:
Who made the change?
When was the change made?
A short description of the changes made.
Status change, if any.
What is the version number?
Content of the product
c) Product (versions): This refers to the changed versions of the product while it
undergoes quality assurance or review. Each version contains the actual content of

8 ‘Shabdhkosh’ is audit dictionary with equivalent words in English, Hindi and other languages.
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the product. The content of the product is hyperlinked to Product key and key
documentary evidence, in relevant paragraphs and sections. OIOS should facilitate
storing versions which were not generated as a result of workflow in OIOS.

d) Attachments: Any attachments relating to the product such as annexures, etc.
would also be stored by OIOS. However, the attachment types configurable for
each product.

The business data that is configurable in the OIOS for each product type is listed below.

a) Meta-data (additional): This refers to the configurable meta-data that a field audit office
wants to capture in relation to the product. OIOS should provide the flexibility of storing meta-
data templates as a configuration, which could be shared and used by the field audit office.

b) Product Key: Configurable for each product

30.2.1.1 Configuration of additional meta-data for each product type
As detailed earlier, each product may also have additional meta-data fields which are not standardised
or uniform. An illustrative list is enumerated below.

Product lllustrative list of additional meta-data fields

Inspection report | Status (Under preparation/ under review/issued/closed)

Is it a supplementary report? If yes, to which report is it supplementary to?
Statement of Fact | Status of SOF (under preparation/under review/issued/received
response/open/not pursued further/Converted into DP)

Draft paragraph Status of DP (under preparation/under review/issued/received
response/open/not pursued further/Communicated to HQ/under process by
HQ/deferred by HQ/dropped by HQ/featured in Audit report)

Note: Some of the statuses are result of processing of DP by HQ which is
covered in the subsequent section.

Departmental Status of DAN (under preparation/under review/issued/received response/
appreciation note | /Communicated to HQ/under process by HQ/featured in Audit report)

Note: Some of the statuses are result of processing of DAN by HQ which is
covered in the subsequent section.

Audit certificate & | To which auditable entity does the audit certificate relate to?

similar products What are the financial years under consideration?

Status (Account received/preliminary comments issued/revision of accounts
received/considered for non-review/issue of non-review certificate/under
QA/considered for nil comments/issue of certificate with nil
comments/submission of draft comments or opinion to C&AG HQ/under
C&AG HQ/issue of certificate with comments)

30.2.1.2 Configuration of key information for products (Product Key)
The product key element also may vary from product to product. It is important to note that while the
products may be processed in one module, the key relating to the products may be in the same
module or different module. An illustrative list is enumerated below.

e Inspection report key
0 What are the multiple audit observations featured in the draft inspection report?
0 What are the reference numbers for audit observations?
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0 What are the sub-paragraphs within each observation featured in the draft
inspection report?
e Draft PAR/TAR key
0 What are the multiple audit observations featured in the draft DPAR/DTAR report?
0 What are the sub-paragraphs within each observation featured in the draft
DPAR/DTAR report?
e Statement of Fact key
O What are the multiple audit observations featured in the statement of fact?
o What are the reference numbers for audit observations?
o What are the sub-paragraphs within each observation featured in the statement of
fact?
e Draft paragraph key
O What are the SOFs linked to the DP?
O What are the audit observations in the SOF linked to the DP?
O What are the sub-paragraphs within each observation in the SOF linked to the DP?
Note that not all audit observations of an SOF and not all sub-paragraphs in audit
observations of an SOF need to make it in the DP stage)
e Departmental appreciation note key
O What are the SOFs/IRs featured in the DAN?
O What are the audit observations in the SOF/IRs featured in DAN?
O What are the sub-paragraphs within each observation in the SOF/IRs featured in
DAN?
Note that not all audit observations of an SOF and not all sub-paragraphs in audit
observations of an SOF need to make it in the DAN stage)

The product key should be used to display the links between products stored in OlIOS and audit
observations like a ‘hyperlink’.

30.2.2 Configuration of workflow for each audit product

The field audit offices must be able to configure separate workflows for processing of each type of
audit product. This is because the actors involved in the process of preparation, finalisation and issue
of audit products vary from product to product and office to office. A common workflow template for
each audit product would be configured by the application administrator. The office administrators
and wing administrators can use the common template or amend it to prepare their own workflow
configuration for each of the audit product issued by their office. This is a one-time activity. Any
subsequent change in the configured workflow needs to be possible through configuration changes
by individual field audit offices.

30.2.3 Configuration of ranking parameters for each audit product, as necessary

The field audit offices and/or its functional wings in field audit offices may want to measure quality of
the audit products by ranking the audit products based on parameters. This may not be necessary for
all audit products. OIOS should provide the functionality for configuring the parameters based on
which ranking would be decided. Most of the ranking would be allotted manually. Apart from the risk
parameters, its data type, range etc., the formula to be used for calculation of the rank would also be
configured in OIOS. When the individual parameter values are filled for an audit product, the rank of
the audit product is auto-calculated by the OIOS system.
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30.3 Actors involved
As described earlier, the workflow for processing of each of the product and thus, the actors involved
would also vary from product to product and field audit office to field audit office.

Product Actors involved

Draft inspection report e Audit team: The draft inspection report is prepared and
issued by the audit team (specifically the team leader
issues the DIR)

e Auditable entity (External) receives and responds to the
DIR normally in the exit meeting of the audit programme.

Inspection report e Issuing authority: The inspection report is issued by the
issuing authority.

e Audit team: The draft inspection report is prepared and
issued by the audit team (specifically the team leader
issues the DIR)

e Auditable entity (External) receives and responds to the
IRDIR normally in the exit meeting of the audit
programme.

Draft PAR/TAR e Audit team: The DPAR/DTAR is prepared and issued by
the audit team/lead team in case of multiple teams
(specifically the team leader issues the DPAR/DTAR)

e Apex Auditable entities/Government (External)
receives and responds to the DPAR/DTAR.

Statement of Fact e Preparer prepares the SOF

e Reviewer reviews and provides feedback to the SOF

e Issuing authority is the final competent authority to
approve the issue of SOF

e Government (External) receives the SOF and gives
response.

e Apex auditable entities (External) also receives the SOF
and gives response.

Draft paragraph e Preparer prepares the DP

e Reviewer reviews and provides feedback to the DP

e Issuing authority is the final competent authority to
approve the issue of DP

e Government (External) receives the DP and gives
response.

e Apex auditable entities (External) also receive the DP
and gives response.

Departmental e Preparer prepares the DAN

appreciation note e Reviewer reviews and provides feedback to the DAN

e Issuing authority is the final competent authority to
approve the issue of DAN

e Government (External) receives the DAN and gives
response.

e Apex auditable entities (External) also receives the DAN
and gives response.

Management letter e Preparer prepares the ML
e Reviewer reviews and provides feedback to the ML
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e Issuing authority is the final competent authority to
approve the issue of ML

Audit certificate / Audit e Auditable entity submits the accounts and responds to

opinion preliminary comments.

e Statutory auditor (wherever applicable) receives and
responds to preliminary comments.

e Audit teams in field audit offices audit and issue
preliminary comments

e |ssuer issues the draft opinion/comments to the
auditable entity and C&AG HQ.

e Processors in C&AG HQ who review and approve the
draft audit opinion / comments or issue queries.

e Responders in field audit offices who respond to C&AG

HQ queries.

30.4 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below.

Defining the audit product type.
Create a template for business data relating to the product or using existing templates.
Configure the workflow for the product type.

Two sample illustration of workflows have been given below.

Workflow involved in audit product

Preparation of product

QA/QC of product within field audit offices

Processing of products by C&AG HQ, wherever necessary.

Issue of product

Response to product (Response to observations featured in product)

Workflow involved in audit certificate

Data entry of receipt of accounts.

Communication of preliminary comments.

Receipt of response to comments and/or revised accounts.
Communication of draft opinion / comments to C&AG HQ for approval.
Communication of queries from C&AG HQ to field audit offices.
Communication of response to field audit offices.

Approval of final audit certificate / opinion / comments by C&AG HQ
Issue of audit certificate by field audit offices to auditable entity.

31 Drafting an audit product (07 _02)

The draft audit product is the first version of the audit product. It is typically prepared by the field
audit offices. The content of the draft audit product is prepared in the word processor. Apart from
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maintaining the business data relating to the draft audit product, OlIOS would provide the following
functionalities.

31.1 Generation based on a template

Some of the audit products lend themselves to be partly auto generated based on business data
available within OIOS. For example, the Draft Inspection Report contains the list and description of
audit observations raised during the audit programme, which can be automatically filled by the
system. Also, the template might contain standard static information with interspersed dynamic field

information (See illustration below).

Template:

This inspection report contains findings relating to Compliance audit of {Name of the
auditable entity} covering the period from {from} to {to} was audited from {Date of audit
(from)} to {Date of audit (to)} by the following members.

{List of members of audit team}

Generated portion of the report:

This inspection report contains findings relating to Compliance audit of District Educational
Officer, Shimla covering the period from 2014-15 to 2017-18 was audited from 01.07.2019
to 15.07.2019 by the following members.

1. Mr. ABC, SAO
2. Ms. DEF, AAO
3. Mr. KLJ, AAO
4. Mr. RTW, Sr. Ar.

Another illustration would be that there are ten different templates or formats available for audit
certificates to be issued after supplementary audit of financial accounts of Central Public Sector
Enterprises. The ten different formats are listed below.

Format/ certificate for conducting supplementary audit of financial statements and issue of
comments

Format/ certificate for conducting supplementary audit of financial statements and issue of
Nil comments

Format/ certificate for not conducting supplementary audit of financial statements

Format/ certificate for conducting supplementary audit of financial statements, revision of
financial statements and consequent issue of Nil Comments

Format/ certificate for conducting supplementary audit of financial statements, revision of
financial statements and consequent issue of Comments

Format/ certificate for conducting supplementary audit of consolidated financial statements
and issue of comments

Format/ Certificate for conducting supplementary audit of consolidated financial statements
and issue of Nil comments

Format/ Certificate for not conducting supplementary audit of consolidated financial
statements

Format/ Certificate for conducting supplementary audit of consolidated financial statements,
revision of consolidated financial statements and consequent issue of NIL comments
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e Format/ Certificate for conducting supplementary audit of consolidated financial statements,
revision of consolidated financial statements and subsequent issue of Comments

e Format/ Certificate for conducting supplementary audit of financial statements, revision of
Statutory Auditor’s Report and consequent issue of Comments

e Format of Certificate for conducting supplementary audit of financial statements, revision of
Statutory Auditor’s Report and consequent issue of Nil Comments

e Format/ Certificate for conducting supplementary audit of consolidated financial
statements’®, revision of Statutory Auditor’s Report and consequent issue of comments

e Format of Certificate for conducting supplementary audit of consolidated financial
statements, revision of Statutory Auditor’s Report and consequent issue of NIL comments

0OI0S would provide the functionality to maintain such templates and configurations at all levels,
IA&AD level, field audit offices level and its functional wing level. The publishing of templates at
various levels may require review and approval by competent authority at various levels.

31.2 Linking of key documentary evidence

During and after the preparation of the draft audit product, key documentary evidence is linked to the
draft audit product. The relevant phrases, portions of the draft audit product are selected and a
hyperlink is added to the key document or a specific bookmarked portion of a key document. Meta-
data is required for key documents.

31.3 Actors involved
The following actors are involved in drafting the audit product.

e Template creator will configure the template for auto generation (complete or partial) for an
audit product.

e Preparer will create the initial draft from scratch or partially auto generated or completely
auto-generated.

o Reviewer will review the draft audit product and provide feedback.

e Approver will approve the draft audit product.

31.4 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below.

e The activities (indicative) envisaged in OIOS are listed below.
e Configuration of template for auto-generation.

e Prepare/auto-generate the draft audit product.

e Update/make changes to the draft audit product.

e Review audit product.

e Approve audit product.

70 When a company (including a Government PSU) has subsidiaries, it prepares both individual financial
statements as well as consolidated financial statements for the year. In case of Government PSUs, both
statements are subject to supplementary audit by C&AG.
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32 QA/QC within Field Audit Office (07_03)

The quality assurance/ QC process is a multi-level process which ensures largely the following checks.
OI0S should provide for maintaining such a checklist for QA/QC. This checklist is broadly common for
all field audit offices of IA&AD, but may vary slightly especially across different audit streams.

i Is the audit observation based on well-defined audit criteria?
ii. Are the conditions described in the audit observation well supported by reasonable key
documentary evidence?
iii.  Arethe responses of the auditable entity taken into consideration correctly?

iv. Is the audit conclusion appropriate?
V. Is the quantification of impact, where quantified, correct?
Vi. Is the materiality determined by the audit team correct?
vii. Is the audit observation material enough to be featured in other products? If yes, what
are they?
viii. Is the drafting of the product satisfactory?

The QA checks from (i) to (iv) assists the issuer in deciding whether to issue the audit observation or
not. That is, in case of failing to satisfy the checks from (i) to (iv), the issuer might decide any one of
the following.

a) Not issue the audit observation.

b) Direct collection of more records, data or information.

c) Refer the audit observation to a technical expert/another reviewer.
d) Wait for further response from the auditable entity.

The decisions c) and d) might result in issuing a supplementary product as it takes time for obtaining
a technical opinion or response. However, the checks from (v) to (viii) in most cases will result in the
issuer deciding to issue the audit observation with modifications to quantification, materiality,
drafting. The issuer might also decide to pursue the audit observation through a specific final product.
For example, the issuer might decide to pursue the audit observation through inspection report and
not find it significant to pursue through an audit report. The QA/QC team would need the ability to
view audit enquiries and/or audit observations which did not become part of the draft audit product.
The QA/QC team may also decide to revive one or more audit enquiries and/or audit observations and
include them in the draft audit report.

Business data relating to Quality assurance
e In each level of QA/QC,
0 Whatis the QA/QC level?
=  For audit observations in Compliance audit assignments
e DIR->IR, IR -> SOF, DIR -> SOF, SOF -> DP, DP -> AR
=  For audit observations in Performance / Theme based audit assignments
e DPAR/DTAR -> SOF, DPAR/DTAR -> DP, SOF -> DP, DP -> AR
=  For audit comments / opinions in financial audit assignments
e Draft NRC -> NRC, Draft NC -> NC, Draft opinion -> opinion, Draft
comment -> Comment, Draft SC -> SC
0 Who did the QA/QC? (Generally multiple levels)
0 When was it done?
0 For each observation (and each sub-paragraph)
=  What is the result of each of the QA checks?

One IA&AD One System: Annexure A - OlOS Functional Requirement Specifications, Volume 1
Page 100 of 154




= What does the QA person propose? (Not issue the observation / Defer the
observation for collection of further data, technical opinion, reply from
auditable entity / issue the observation with modifications in draft,
guantification, materiality.
= |n case of request for further details,
e When was the request made?
e Who made it?
e To whom it was made to?
e Reason (Additional key document, information, technical opinion)
e Details of request
e Due date of response
e Whether response was received (yes/no)
o Ifyes,
0 What was the response?
0 Who responded?
0 Details of response
0 Attachments with response
e Whatis the final decision of QA team after the due date?
= |s the observation material enough to be featured in an audit product? (More
relevant in case of QA of DIR, where the QA team can specify whether the audit
observation is material enough to be featured in audit report).

32.1 Actors involved
The actors involved are the following.

e QA team: The team members perform the quality assurance checks, document their view,
make changes, request for further data, records and information from audit team, requests
for an opinion from external expert.

e Audit team: Receives request for additional data, record or information and responds to the
same.

e External expert/Additional reviewer: Receives request for technical opinion and responds to
the same.

32.2 Activities envisaged in OIOS
The activities (indicative) envisaged in OIOS are listed below.

e Configuration of checks to be performed by the QA/QC.

e Inspect the audit observations against the evaluation criteria and record result of QA/QC.
e Communicate with audit team for additional information.

e Receive additional information from audit team.

e Request and receive technical expert’s opinion.

33 Finalisation and issue (07 _04)

After the preparation of the draft audit product, the final audit product may be finalised by the field
audit offices themselves or submitted to C&AG for processing and finalisation. The finalisation involves
deriving assurance on the quality and appropriateness of audit product on behalf of HOD and C&AG
respectively.
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33.1 Finalisation of audit products within field audit offices
During the finalisation, the “processor” team in the field audit office can do one or more of the
following.

Verify the Key documentary evidence completely or on a selective basis.
Raise questions or queries for clarification.

Direct to gather additional information, data and/or records.

Conduct supplementary field audits.

o 0 oo

During the processing (multiple iterations), the “processor” team of field audit office in a consultative
manner with the functional wings of C&AG HQ may also decide to defer or drop an audit observation,
if found necessary.

33.2 Finalisation of audit products by C&AG HQ

During the finalisation, the field audit office may send the entire audit product as a whole or just parts
of it (For example, draft performance audit reports) referred to as ‘material’ to be included in the audit
product. The processing of the draft audit product happens in several iterations which are referred to
as ‘journeys’. The key documents relating to material are marked by the field audit offices using
‘hyperlink’ feature of word processor, wherever necessary. In each journey, the processors in C&AG
HQ can do one or more of the following.

Verify the Key documentary evidence completely or on a selective basis.
Review the clarifications received on queries which were raised earlier.
Raise further questions or queries for clarification.

Direct to gather additional information, data and/or records.

Conduct supplementary field audits/work.

©c oo oo

There will also be iterations (“pre-bond copy” or “bond copy”) where the draft of the entire C&RAG
Audit Report would be prepared and submitted. As a final round, a presentation of summary of
findings of the draft Audit report is made to the C&AG for this review.

During the processing, the processors of C&AG HQ in a consultative manner may also decide to defer
or drop an audit observation, if found necessary. The questions/directions by the processors in C&AG
HQ is referred to as ‘queries’ and the response provided by field audit offices is referred as the
‘annotated’ version. While processors range from a hierarchy of desk officer to C&AG of India, the
responders range from a hierarchy of field audit teams to head of the Field Audit Office.

This process is envisaged to be performed by a combination of ‘Track changes’ and ‘Review with
comments’ features of a word processor in the OIOS ecosystem. The OIOS ecosystem in itself will not
capture individual query-wise data or information in a database table structure. It would be available
as part of an attached word document. However, the process of communication between field audit
offices and C&AG HQ would be part of OIOS. Thus, OIOS would keep track of the journeys between
C&AG HQ and field audit offices.

Business data relating to processing of material to be featured in audit product
e Name of the material
e Description of the material
e Name of the audit product
e Reference to one or more specific assignments/sub-assignments in the annual audit plan?
e If yes, what are the assignments?
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e Status of the material (Under-processing/Completed/Pre-bond/Bond copy/Suo-motu
corrections/Final product)
e Processing communication history
0 Date of submission to processor
0 Remarks during submission
0 Attachments relating to the material submission including actual content and
annexures
0 Date of communication from processor
0 Remarks during communication
0 Attachments relating to the communication including actual content and
annexures
0 Status change

33.3 Post finalisation activities

The activities after finalisation such as translation into the local language / Hindi, printing, submission
to the President/Governor and tabling of the reports happen outside the OIOS ecosystem. However,
certain business data elements alone would be captured in OIOS.

Business data relating to post finalisation activities of audit report
For each of the relevant field audit offices,

e Name of the product

e Final audit product in English language

e Final audit product in other languages

e Date of submission to President/Governor, if applicable

e Date of laying in the legislature, if applicable

33.4 Ranking of audit products
After the finalisation and issue of audit products, a field audit office and/or its functional wings would
fill the values for the rank parameters which were configured earlier. This ranking is not mandatory
for all types of audit products. The OIOS system auto-calculates the rank of the product based on the
formula that was configured earlier.

33.5 Actors involved
The following are the actors involved.

e Processors in review material submitted for finalisation.
e Responders in field audit office act as the point of communication to the queries of the
processors.

33.6 Activities envisaged in OIOS
The activities (indicative) envisaged in OIOS are listed below.

e Creation of queries through word processor (using “inline” or “Comment” features and
response thereto either or in “annotated format”).

e Response to queries through word processor.

e Closure of queries through word processor.

e Communication of queries from processors to responders.
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e Response of field audit offices to processors.

34 Receive response’! (07_05)

Once, a response is received through the 10: Communication module, the relevant employees are
notified of the response. The employees responsible for processing of the reply peruse the reply to
decide on the further course of action. The same may be intimated to the relevant auditable entities
via a “rejoinder”.

Indicative business data that are common across all audit products and all field audit
offices

a) Response of auditable entity: Any response received form the auditable entity
relating to the product is also captured by OIOS. The response might be received
through the digital communication interface or through traditional channel. In case
of receipt through traditional channel, the response is uploaded manually into
OlOos.

e What was the response’? of the auditable entity for each audit observation (and
sub-paragraph) in the audit product? In case of receipt of response from the
auditable entity,

e Who responded?

e Date of reply

e Nature of reply (interim / final)

e Whether the reply relates only a few of sub-paragraphs listed in the observation?

e If yes, for each sub-paragraph in the reply

O Whether the auditable entity accepted the audit observation (accepted /
partially accepted / not accepted)?

O Detail of reply

0 Attachment relating to the reply

0 Does audit agree with the reply of auditable entity (reply is acceptable /
reply is not acceptable / reply requires reconsideration)?

O What is the decision of audit (Not pursue observation further / reiterate or
update an audit observation)?

O Remarks relating to decision

0 Who made the decision?

0 Date of decision

e |f no, for the audit observation as a whole,

O Whether the auditable entity accepted the audit observation (accepted /
partially accepted / not accepted)?

0 Detail of reply

0 Attachment relating to the reply

0 Does audit agree with the reply of auditable entity (reply is acceptable /
reply is not acceptable / reply requires reconsideration)?

7! This module covers responses to audit observations and draft audit products (e.g. draft IRs, draft material in
C&AG’s Audit Reports). Responses to issued IRs and tabled C&AG’s Audit Reports are covered under follow-up
and not in this module.
72 The response from the auditable entity is general, cross-cutting across various audit observations. The
response once received need to be mapped to appropriate entities. The response may also contain replies to
draft recommendations.
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0 Whatis the decision of audit (Not pursue observation further / reiterate or
update an audit observation / required action has been taken by the
Department)? Remarks relating to decision

0 Who made the decision?

0 Date of decision

34.1 Actors involved
The following actors are involved in the receipt and processing of response to audit products.

e Auditable entities (external) send responses to audit products.
e Processors of replies receive, process and make decisions on the rejoinder.

34.2 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below.

e Receive response for an audit product.
e Process the response for the audit product.
e Communication a rejoinder to the auditable entities, wherever necessary.

35 Recommendations (07_06)

During the preparation of audit conclusions in the audit products, the field audit offices may come up
with one or more recommendations’® for the auditable entities to consider. The auditable entities
may choose to accept or not accept the recommendations. Hence, OIOS should provide the
functionality to add recommendations to an audit product. The indicative business data relating to
audit recommendations is listed below.

Indicate business data relating to audit recommendations

e Audit product reference number

e Audit recommendation reference number

e Description of the recommendations

e List of auditable entities that are related to the audit recommendations.

e Stage (Draft/Final)

e Status of acceptance by the auditable entity (Yet to be communicated/Fully
accepted/Partially accepted/Not accepted)

35.1 Actors involved
The following are the actors involved.

e Recommendation trackers who add the data relating to recommendations, acceptance of
recommendation and implementation status of recommendations.

35.2 Activities envisaged in OlIOS
The activities (indicative) envisaged in OIOS are listed below.

e Add recommendations.

73 The recommendations in the draft audit product are called as ‘draft recommendations’. The response of the
auditable entity is also captured.
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e Track acceptance status of recommendations.
e Trace implementation of recommendations.

36 T&M phase of Audit reporting module

36.1 APl Integration with auditable entities (07 _07)

The most efficient way to handle this API interface is as an interface, where feasible, between IFMS
(Integrated Financial Management Systems) of the State/UT Government and PFMS (Union
Government). OIOS project envisages establishing these interfaces in the future phases. The
implementation of these interfaces will be staggered and are based on readiness of the IFMS and
PFMS systems. Hence, this sub-module is proposed to be implemented as part of future phases.
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08 Audit Follow-up

This module will aid in following up on action taken by the auditable entities on the audit products/
observations that were communicated to the auditable entity. While the field audit offices produce
several audit products (interim and final), formal follow-up processes exist in two cases:

’74 which are

e The first are audit observations featured in a product called ‘Inspection Reports
followed-up through an internal mechanism within IA&AD.

e The second are audit observations featured in the audit product called C&AG’s audit reports,
which are followed-up through two special committees constituted in the state and central
legislatures. The committees are the Public Accounts Committee (PAC) and the Committee on

Public Undertakings (CoPU)”.
In some cases, e.g. supplementary comments of C&AG on the financial statements

It is pertinent to note that some of the audit observations featured in the Inspection Report might
have been included in the audit report (through a mechanism of issuing SoF and DP that is discussed
in detail in ‘07 Audit reporting’). The status of these observations along with the sub-paragraphs, i.e.,
/ part observations as ‘Fully included in audit report’ or ‘partially included in the Audit report’. The
follow-up mechanism for these observations that were fully included and sub-paragraph, i.e., part
observations in case of partial inclusion will be through PAC/COPU’®,

The exact processes and activities involved in the follow-up of audit report through PAC and COPU
varies from state to state and between state and union as well. This is one unique case, where the
terminologies and processes used in different states cannot be made uniform as external entities are
involved. Hence, this would be a module which would require considerable amount of configurability.
The process is further explained in the sub-module (08_02).

37 IR/DAN Follow-up (08 01)

The first step in this process is to receive the reply from auditable entity.

37.1 Receipt of reply from the auditable entity and allocation/mapping

Most of the replies”” from the auditable entity are received through traditional paper-based mail or
fax (referred to as ‘DAK’). Some of them are received through email. A few of the field audit offices
have either a common web-based IT application or interface between the Audit Office’s IT application
and the State Government/ Auditable Entity’s IT applications. In such cases, the replies from auditable
entity and responses to the replies from the field audit offices are communicated through these
applications/interfaces. In the case of such IT enabled communication, OlIOS would have to use an API
mechanism to push/pull information regarding replies and responses.

7% Where observations featured in Departmental Appreciation Notes (DANs) and Management Letters (MLs)
are to be followed up independently, the same mechanism can be used.
7> |n some States, there is a separate Legislative Committee for following up observations featured in the
C&AG’s Audit Reports on Local Bodies.
76 The follow-up for audit observations which is featured in the C&AG’s audit reports will not be through any
other audit product (For example, Statement of Fact), even though the audit observations are part of the
product.
77 The replies may be received in multiple languages.
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The actors responsible for following up on replies are allotted very specific roles. The exact workflow
of allocation of the receipt should be configurable as it varies from between field audit offices. During
the allocation of receipt, meta-data is captured by the actors in the workflow.

lllustration of a workflow for allocation of receipt

In the case where ‘DAK’ is received, the ‘DAK Scanners’ will scan the relevant letter/mail and upload
it as a new ‘receipt’ and allocate it to the relevant pursuers. In order to auto-allocate a ‘DAK’ to the
relevant section, OIOS needs to provide a functionality to set up business rules for allocation which
would vary from one field audit office to another.

In case of receipt of reply through email, the wing administrator pulls the email into the OIOS system
and allocates it to relevant section. The relevant pursuers in the section will process the reply and
issue a rejoinder (response) after seeking approval from competent authority. The rejoinder is
communicated either through the digital communication interface or through traditional channels
(paper-based, or e-mail, if e-mail addresses are available). For further details regarding various modes
of external communication, ‘10: Communication module’ may be referred.

When an observation of inspection report is being considered in draft audit products, then the OIOS
system must alert the user of such inclusion. In case where an observation of inspection report is
featured in a finalised audit product, then the pursuance of the same through Inspection reports
should not be allowed.

Further, the follow up of outstanding audit observations in previously issued inspection reports is one
of the activities carried out by the audit team during their field visits. Hence, at the time of field
audit/audit execution, OIOS should provide a facility to view the outstanding observations, upload
replies received from auditable entities, process the reply and recommend rejoinders. The
recommendations for rejoinder would be considered by the competent authority or QA/QC team for
perusal and approval.

37.2 Mapping of replies

Once the replies are received from the auditable entity, it needs to be mapped appropriately. It is
important to understand that one reply might contain responses to one or more audit observations
and / or sub-paragraphs. OI0S should assist in mapping of replies to the following.

e One or more audit observations under each related audit product.
e One or more sub-paragraphs under each related audit observation and under each related
audit product.

The indicative business data relating to IR follow-up is listed below.

Indicative business data relating to IR-follow up
e Date of receipt of reply
e Reply reference number
e Reply date
e Mode of reply (Paper, fax, email, digital interface)
e Who sent the reply?
e Nature of reply (interim / final)
e Whether the reply relates only a few of sub-paragraphs listed in the observation?
o If yes, for each sub-paragraph in the reply,
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0 Whether the auditable entity accepted the audit observation (accepted / partially
accepted / not accepted)?
0 Detail of reply
0 Attachment relating to the reply
0 Does the pursuer agree with the reply of auditable entity (reply is acceptable / reply
is not acceptable / reply requires reconsideration)?
O What is the decision of pursuer (Not pursue observation further / reiterate or
update an audit observation / Transfer without recourse / Transfer subject to
finality being watched by auditable entity/ required action has been taken by the
Department)?
O Remarks relating to decision (As part of workflow)
0 Who made the decision? (As part of workflow)
0 Date of decision (As part of workflow)
e If no, for the audit observation as a whole,

O Whether the auditable entity accepted the audit observation (accepted / partially
accepted / not accepted)?
Detail of reply

0 Attachment relating to the reply

0 Doesthe pursuer agree with the reply of auditable entity (reply is acceptable / reply
is not acceptable / reply requires reconsideration)?

O What is the decision of pursuer (Not pursue observation further / reiterate or
update an audit observation / Transfer without recourse / Transfer subject to
finality being watched by auditable entity / required action has been taken by the
Department)? Remarks relating to decision

O Remarks relating to decision

0 Who made the decision?

0 Date of decision

e Details relating to communication of rejoinder
O Rejoinder reference number
Rejoinder date
Mode of rejoinder (Paper, fax, email, digital interface)
Who sent the rejoinder?
To whom (including endorsement)?

o

37.3 Formal follow-up mechanisms
There are three formal follow-up mechanisms that serve as a space for exchanging communication
between IA&AD and the auditable entity. These meetings typically cover groups of auditable entities.

a) Apex committee meetings
b) Audit committee meetings
c) Joint sittings.

Apart from the discussions relating to specific issues, the meetings may also involve handing over of
responses of auditable entities in person. The responses received during the meeting then trigger the
‘Receipt’ mechanism in ‘10: Communication module’. The indicative meta-data to be maintained
relating to these mechanisms is listed below.

Indicative business data relating to formal follow-up mechanisms
e Date of meeting
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e Type of meeting (Audit committee meeting, Joint sitting, Apex Committee meeting)
e Related auditable entity

e Attachments

e Minutes of the meeting

e Responses received during the meeting

37.4 Actors involved
The following are the actors involved (based on illustrated workflow).

e DAK Scanners scan the paper-based response and allocates to relevant pursuers

e Wing administrators pull the response through email and allocates to relevant pursuers.

e Pursuers reviews the reply from auditable entity and propose necessary action including
settlement, dropping or not pursuing the audit observation or specific sub-paragraphs of
observations.

e Reviewers review the proposal and provide feedback.

e Approving authority is the competent authority for approving proposals for settlement,
dropping and not pursuing further.

37.5 Activities envisaged in OIOS
The activities (indicative) envisaged in OIOS are listed below. These set of activities may be repeated
iteratively.

e Receipt of reply

e Processing of reply and initiate proposal of rejoinder, if necessary
e Review of proposals of rejoinder

e Approval of rejoinder proposals

e Communication of rejoinder to auditable entity

38 PAC/COPU/Other Legislative Committee Follow-up (08 _02)

As explained earlier, the audit observations that were featured in the C&AG’s Audit Report are
followed-up through two committees, viz., PAC and COPU8. The workings of both the committees,
including processes and activities are similar. COPU is responsible for following up C&AG’s Audit
Reports on public sector undertakings while PAC is responsible for taking up Audit Reports relating to
civil departments of the Union and the State Governments. Each committee has its own secretariat
which assists the members of the committee in discharging their duties duly assisted by IA&AD
officials.

After the C&AG’s audit report is tabled in Parliament or the State Legislature and stands referred to
PAC or COPU, the Department / Government submits an Explanatory Note (EN)” on all the
paragraphs/ observations featured in the audit report. The explanatory note is submitted in English
and/or the official language of the committee. The Explanatory Notes are vetted by the respective
Field audit offices with remarks and sent to the secretariat of the PAC committee for necessary action;
often, this vetting takes place through an iterative process. The vetting remarks (iterative cycle)

78 Apart from Central PAC and COPU for the Union Parliament, there is a PAC and COPU for each State
Legislature and UT with Legislature.
79 Different terminologies are used by different State Governments — e.g. Detailed Explanation (DE)
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offered by the related field audit offices to the PAC committee may be referred to as ‘PAC brief’ or
equivalent term. If there is no remark to offer, then it is marked as ‘No further remarks’. OIOS should
facilitate to monitor whether the EN was received within the stipulated time frame.

In addition to the written explanations on all observations featured in the C&AG’s Audit Report, the
PAC/ COPU take up selected Audit Reports or observations for “oral examination”. The process
followed is as follows:

e The respective Field Audit Office often (not always) assists the PAC/ COPU Secretariat in
selection of Audit Reports/ observations for oral examination. The State Government officials
associated with the selected audit observation®® are then asked to give evidence before the
PAC/ COPU in a Committee Meeting.

e For each audit observation/ Audit Report selected for oral examination, the respective Field
Audit Office often (not always) prepares a draft ‘Memorandum of Important Points’ (MIP) and
sends it to the PAC/ COPU Secretariat for assisting the PAC/ COPU in the oral examination.

e After the submission of evidence by the Department/Government during the Committee
meeting, the PAC provides suitable recommendation for either the audit report paragraph to
be settled or for taking further action. The PAC then publishes a report containing the
recommendations arising out of the oral evidence and discussion.

e The Department/ Government prepares ‘Action Taken Report (ATR)®Y on the PAC
Recommendations, which are got vetted by the respective Field Audit Offices.

e The PAC recommendations, as reflected in their Reports, are taken up for discussion in
subsequent meetings, after considering the ATNs/ ATRs and vetting remarks thereon.

Note: The first reply of the Department / Government to the audit observations in audit reports are
called as ‘Explanatory notes®?. The subsequent replies on PAC recommendations are taken as ‘Action
Taken Reports’. The terminologies across the legislative committees of States, UT (with legislature),
and Central Governments vary and OIOS should provide flexibility of these varying terminologies.
Since, the terminologies are used by both IA&AD and external agencies, it is difficult to build a uniform
terminology in this case.

In the case of Central PAC, the ENs/ATRs/vetting remarks are uploaded on the CGA’s Audit Para
Monitoring System (APMS) by Department / Government. However, such an IT enabled mechanism is
mostly absent in the States.

The OIOS ecosystem should integrate with the Audit Para Monitoring System and provide a similar
platform for each of the field audit offices for states and UTs with legislature. Though, the actual
process of the meetings and deliberations may be outside the system, OlIOS should provide a platform
for post facto data entry