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Preface

Fraud is a barrier to growth and a threat
organizations have to devote significant
detect fraudulent activities. But
tactics/techniques of fraud, heavy depen
fraud professionals that include audito
abreast with the best professional p
combating frauds to stay ahead of frauds

As a centre of excellence in the area
Detection Techniques, and Forensic Audit
to develop a bank of anti-fraud measures
institute's maiden research paper titled,
measures in Public Works' released in O
received and found to be quite useful in P

This paper is one in such series that focus
improving financial effectiveness thro
measures. The paper presents various
scenarios and relevant anti-fraud measure

I hope that the readers would find this
useful.
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1. Introduction

Accounts payable

Accounts Payable (A/P) is a file or account that contains money that
a person or company owes to suppliers, but hasn't paid yet (a form of
debt). When you receive an invoice you add it to the file, and then you
remove it when you pay. Thus, the 4/P is a form of credit that
suppliers offer to their purchasers by allowing them to pay for a
product or service after it has already been received. Many, but not
all, executives think that accounts payable simply gets bills and pays
them. They do not realize that when handled incorrectly the impact to
the bottom line can be significant and not ina good way.

Auditors often focus on the existence of approved invoices, expense
reports, and other supporting documentation to support cheques that
were cut. The presence of a confirmation or statement from the
supplier is reasonable proof of the existence of the account. It 1s not
uncommon for some of this documentation to be lost or misfiled by
the time the audit rolls around. An auditor may decide to expand the
sample size in such situations.

Auditors typically prepare an aging structure of accounts payable for
a better understanding of outstanding debts over certain periods (30,
60, 90 days, etc.) Such structures are helpful in the correct
presentation of the balance sheet as of yearend.

Risks & magnitude of losses

A/P for obvious reasons is susceptible to fraud which might include
the fraudulent procurement of supplies and materials and other
general expenses. A/P can be manipulated in several ways, and
paying attention to the purchaser is as important as keeping an eye on
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the actual purchase.

The procurement and accounts payable processes are so closely
integrated, and the controls so overlapping, that they must be dealt
with together. For a purchasing fraud to be successful, the perpetrator
must know the checks and balances and weaknesses in both the
purchasing system and the accounts payable systems in order for the
fraud to succeed. Consequently, the discussion of fraud in these two
areas will be dealt with under the more generic term 'procurement and
accounts payable fraud' in the paper.

According to the 2006 “Report to the Nation on Occupational Fraud
and Abuse” published by the Certified Fraud Examiners Association,
billing schemes are the most common of the fraudulent disbursement
schemes. These cases made up 28.3% of all cases identified at the
time of their survey. Such schemes are highly profitable for the
perpetrator, with a median loss of $130,000, making them the second
most expensive form of fraudulent disbursement behind wire
transfers, which have a median loss of $500,000.1

Role of Technology

In recent years, A/P operations have automated and streamlined their
processes. New technology, such as electronic invoice presentment
and payment (EIPP) and electronic funds transfer (EFT), has enabled
automation of many 4/P transactions. Without a doubt technology
plays a huge role in preventing accounts payable fraud. Leading
companies use a variety of EFT tools to make payments
electronically and rely on computer-assisted audit techniques
(CAATs) and other technology-based antifraud procedures to
monitor and stop illegal A/P transactions. Many companies also seek
to streamline or eliminate steps in A/P transactions, such as invoice
processing.
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Despite this push toward automation,
maintain a strong relationship-based fo
approaches to supplier communications,
prevention. They also leverage other org
as regulatory compliance and internal
better A/P efficiency.
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2. Best practices for Procure
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Payable Management an

Acrequest is initiated by an authorized p
vendor to the “Master Vendor List.”
designated person in the Finance Dep.

A “due diligence” investigation is con
by the Finance Department regarding
person). This investigation should inc
to, the following:

Verification of the PAN number
Verification of incorporation status
Fictitious name filing

Business license verification
Verification of address and telephone n
database/Internet sources

Purchase request initiated and ap
individual.

Purchase order completed, purchase
and purchase of goods or services
number is given to vendor and sho
invoice from the vendor.

Goods are received or service complete

If physical item, goods received are

document (Bill of Lading) and the purc
© Ifitem is a physical asset, the asse

and the item is assigned an invent
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added to the inventory record
requestor.

If item is supply or production inv
are adjusted accordingly.

7. Verified shipping document is sent to
Receiving Department.

8. Invoice for payment of shipped goods
payable from the vendor.

9. Vendor is verified by accounts paya
Vendor List. The invoice and shipping
to the purchase order.

10. Cheque to the vendor is created by acco

11. Cheque, invoice, shipping document,
provided to the authorized cheque si
cheque signing.

12. The cheque run is reconciled daily by
accounts payable clerk who produced
issued or voided are accounted for
purchase order and the shipping and re
In addition, a physical inventory is con
cheques.

Segregation of duties

13. A fundamental element of internal con
certain key duties. The basic idea un
duties is that no employee or group sho
to perpetrate and to conceal errors or fra
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of their duties. In general, the principal incompatible duties to be
segregated include:

= Custody of assets

Authorization or approval of related transactions affecting

those assets

Recording or reporting of related transactions

Execution of the transaction or transaction activity

An essential feature of segregation of duties/responsibilities
within an organization is that no one employee or group of
employees has exclusive control over any transaction or group
of transactions.

Based on the above criteria, a matrix indicated at annexure (1) has
been designed to highlight conflicting duties performed by one
individual or group of individuals (potential lack of proper
segregation of duties). Audit teams can use this form to review
the segregation duties of key employees in order to help identify
potentially conflicting duties within accounting processes that
may constitute a control weakness.

Instructions to use the matrix

1)

2)
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The auditor should inquire to determine which individuals are

responsible for certain duties within the company/location.
The matrix should be used to determine if there is potential for a

segregation of duties conflict. Use the following keys to identify
the potential financial risk and segregation of duties conflicts:

X - Segregation of duties conflict
H - High financial risk

M - Medium financial risk

L - Low financial risk
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3)

4)

Anti-fraud measures

The potential issues should be investigated to ensure a
mitigating/compensating control prevents the individuals from
performing both tasks.

The Famous Three-way matching

Technology allows automation of the proverbial three-way match
(invoices against purchase orders and goods/services receiving documents). All
invoices that do not have the corresponding documents are kicked out for
manual processing. Thus the automation handles the bulk of the transactions
leaving humans to focus their attention on the remaining. This will help identify
fraudulent transactions. The automation of the three-way match allows for
detailed checking that is more difficult in a manual process. Nowadays most of
the software used for handling these functions.

Aword of caution!!

Sometimes the built in control in the IT system could be over ridden by
the users using their access privileges. One such case handled while auditing IT
security in SAP system of one of the UN organisations in October 2006 is given
below.

Audit Observation

The main control feature in SAP in procurement function is linkage
between Invoice, Goods receipt and Purchase Order before the payment is
released. A review of a sample of procurements made during the period of audit
revealed a case where this control was bypassed resulting in over-payment. The
case details are as under.

A purchase order (No 4500004468 line item 00010 Renewal
Blackberry) dated 24.4.2006 with Goods Receipt(GR) No. 5000008608 for
GBP 1800 was cleared against 2 invoices No. 5105610645 for GBP 933.23 and
No. 5105610956 for GBP 900.00, for payment, adding up to an excess of 33.23
GBP over the GR.

Management's response

"There appear to be an error in splitting the invoice and resultant
overcharge. While the global position remained within bounds, the matching
against the first GR was not correct. The system would have blocked this item
for payment pending manual release, which would have been made following a
review of the overall position on the Purchase Order and that this was clearly an
exception to the normal pattern of matching, and would be reviewed with the
staffinvolved to determine how the controls may be further enhanced."

Ifa control is not present, a conflict of duties may be present.

Likely Risks/Vulnerabilities

Regional Training Institute, Nagpur___9

June 2008




Research Series ... 2

Regional Training Institute, Nagpur 10

Controls over additions and change
are often weak. In some cases a ph
manager is all that's required. In o
agent is able to add names to the ven
Master Vendor List rarely produce
flow chart given at annexure (ii
methodology of purchase agent (emp

Due diligence on new vendors is ofte

Auditing controls surrounding vendo
services or advertising services are o

Cost considerations have resulted
decreased separation of duti
computerized systems, and increase

In order to reduce costs, companie
employment screening. As a result,
who have less than desirable backgro

Most A/P and Purchasing systems
exception reports that result in °
auditors and managers. Instead, th
available must be requested and then

Computer access controls and user
often weak, thereby permitting com
the following box for more informati

With the increase in computeri
systems, Receiving personnel o
computerized purchase order and ¢
instances, Receiving personnel can
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10.

11.

Controls required

a) PURCHASING:

1. Purchasing policies and procedures hav:
awritten document.

2. Levels of authority have been pub
organization that specify who is
purchases, for what items, and for what

3. Approved purchase requests are requir
aspecified rupee amount.

4. Anumbered purchase order system has
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matches the purchase order, rather
“blind count” and merely documen
increases the risk of counts not being m
in shipments.

In almost all systems procedures exist fi
emergency that allow controls to be by-

Most computerized purchasing s
information to be changed after a p
without producing an audit trail or exc
price, quantity.

Collusion between employees and ve
giving kickbacks to the employee, is a
difficult to detect if the employee isina

is followed. The numbers are secure
access and use.
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5.  An approved vendor list has been established and only
authorised individuals are permitted to edit the Vendor Master
database.

6.  Persons authorized to approve purchases or issue purchase order
numbers should not able to make changes to the approved
vendor list.

7. Competitive bids are required for all purchases over a specified
rupee amount.

8. Purchasing personnel may only offer or accept nominal
gratuities.

9.  Purchasing databases and/or bills of lading are immediately
documented with the details of all goods received.

10. Received property is added to inventory records as soon as
possible.

11. Bills of lading and signed receipts for goods are forwarded to
Accounts Payable within one business day.

b) ACCOUNTS PAYABLE

A variety of checks against abuse are usually present to prevent
embezzlement by Accounts Payable personnel. Separation of duties
is a common control. Nearly all companies have a junior employee
process and print the cheque and a senior employee review and sign
the cheque. Often, the accounting software will limit each employee
to performing only the functions assigned to them, so that there 1s no
way any one employee, even the controller, can single handedly make
a payment.

A segregation of duties chart given at annexure (1) may be seen for
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more information.

1.  Accounts Payable policies and procedures have been
incorporated into a written document. The document is current
and contains all essential control elements contained herein.

2. Bills of lading for goods received are matched against the

Tips for detecting signs of frauds committed by the

, Accounts Payable wing
”3@:’Step one
Look for transactions that are out of the ordinary. These would include
transactions that take place in the middle of the night, a point of sales
transactions.
”I@:‘Step two
Note any accounting discrepancies. At the end of the month, check for
overstated or understated account balances. Examine any out of place
entries such as last minute adjustments to vendor accounts. Finally look for
records and transactions that aren't supported with a receipts or an
» explanation.
'3 Step Three
Uncover suspicious activity in your accounts receivable ledger. Note the
number of voids and credits made. Excessive voids can indicate fraud. Also
examine the check record for gaps in your check registry. Review your bank
statement for gaps, duplicate check numbers and other suspicious activity.
~,l§'-Step Four
Evaluate the behavior of your accounts pavable employees. Employees
quitting suddenly without reason can be a red flag for fraud.

invoice and the approved purchase order.

3. Invoices are not paid for partial shipments. Adequate controls
are in place to ensure partial shipments are not paid.

4.  Accounts payable staff members have “read only” capability on
purchase order screens for on-line systems. They cannot modify
vendor name, payment address, item, quantity, price, or

Regional Training Institute, Nagpur___13 June 2008
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5.
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specifications.

Accounts payable staff has no cap
vendor lists.

Procedures are in place to follo
purchase orders, receiving reports,
missing, duplicate, or unmatched it

Cheques used by A/P staff are ade
dual control. Keys to the cheque sto
premise.

All boxes of blank cheques remain
open for daily use.

All cheques used by the A/P dep
numbered.

A perpetual inventory is kept of al
used by the A/P department. Unu
supply are returned to the inventory

Adequate controls are in place t
duplicate invoices.

Monthly inventories of blank chequ
control. The results of the physic
with the perpetual inventory.

Levels of authority have been esta
including when dual signatures ar
levels appear reasonable for the typ
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14.

15.

16.

Ik

18.

19.

20.

21.
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Persons signing cheques are presented
to support the cheques (i.e., bill
statement).

Daily reconciliation is made betwee
cheques voided, the cheque inventory,
computer record of all cheques issued.
that is independent of the A/P staff m
invoices for payment performs the reco

If mechanical cheque signers or signa
equipment is properly secured under d
use.

Access to the Accounts Payable softw.
restricted and controlled.

Emergency payments requiring hand
processed by Accounts Payable
personnel must be involved and the
supported with adequate documentatio

A monthly reconciliation of the che
Accounts Payables is performed; a pe
cheques, signature plates, or Acco
programs conducts the reconciliation.

%hc perpetual inventory should be desi
that at any point in time a physical i
conducted and all blank cheques, inclu
be accounted for readily.

It is essential that the daily reconciliati
it is independent. A common weaknes
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Some Compensatory Controls

Ls

Regional Training Institute, Nagpur—_1

reconciliation function to the s
cheques.

If a master vendor list is develope
automated system, access to the lis
and tightly controlled. If the list is
wetwork file server, the file should
encrypted if possible. Any hard ¢
kept in a burglary resistant storag
all times. Similarly, documentatio
master vendor list (i.e. the due dil
be comparably protected. This
scheduled and unannounced audi
auditing department.

If purchase order numbers are
outside an automated system, acce
controlled the same as the master
ofthe numbers subject to similar a

Where purchasing authority is n
compensatory measures are as foll

Policies and procedures
centralized source, e.g.,
policies must contain dir
minimum: levels of purc
approve what types of
services and at what
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Anti-fraud measures

<
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Maintain Security

Payroll Bank Reconciiations

Tssue Payroll cheques
(Manual or Electronic)

Process Payroll

~rlm

Employee Master File
[add/deleate)

Fixed Assel Reconciliation

Record Fixed Assets into
Fixed Asset System

Approve Asset Acquisitions

363738 304041|4243

Approve Wire Transf

Initiate Wire Transfers

fo General Ledger

Approve Journal Entries

Post Journal Entries

Open/Close General Ledger|

Sales Rebates

Sales Pricing maintenance

Sales Order Release

Sales Order Entry

Sales Invoice Release

Sales Invoicing

24|25(26|2 71281203 0[31|32[33[ 34

Customer Master (Credit)

Customer Master Maintenance

Ship Product

Sales Agr

inventory Adjustments

Physical Inventory

Service Receipts Entry

Goods Receipt on PO

Purchasing Ag

Purchase Order Entry

Process Purchase Requisition|

Release Purchase Requisitior]

Purchase Requisitioni

Service Master

O[T 12T 3(TA[I5|76]1 7|1 8[19|20] 21|22

Item Master M:

AR Clear Customer Account

AR Cash Application

Bank Reconciliation AR

Suppler Master Maintenance

Bank Reconciliation AP

Vendor(Add/delete/change)

AP Payments

AP Voucher Entry

Gel1 12 3[4 15]16[7]8

Task Group Description

AP Voucher Eniry
AP Payments

AR Clear Cusfomer Account

Service Master Matenance

urchase

usboning

Release Purchase Requisiion

Sales Agreement/Contracts

roduct

[ Shp P

ustomer Master Maintenance

June 2008
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Anti-fraud measures
Annexure ii
Representative examples of

symptoms or red flags

Pavroll Process

(2]

g}

g}

2]

g}

Dramatic increase in labor force or overtime not justified by
production or sales volume.

Turnover within the payroll department significantly exceeds
attrition rates throughout the organization.

Missing or easy access to blank cheques, facsimile, and manual
cheque preparation machine.

Tax deposits are substantially less than those required by current
payroll expenses.

High volume of manually prepared payroll cheques.

Cash Receipts Process

TTTTTITTTIT

TTY

Improper safeguarding of cash under lock and key.

No segregation of duties between the following:
Receiving cash and posting to customer accounts

Issuing receipts and deposit preparation

Infrequent bank deposits, allowing cash to accumulate.
Consistent shortages in cash on hand.

Consistent fluctuations in bank account balances.
“Closing out” cash drawer before end of shift.

Excessive number of voided transactions on a regular basis
without proper explanation.

Missing copies of pre-numbered receipts.

Not balancing cash to accounts receivable subledger.
Insufficient supervisory review of cashier's daily activity.

Accounts Receivable Process

= i il g
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Lack of accountability for invoice numbers issued.

Lack of segregation of duties between the following:
Processing of accounts receivable invoices and posting to
subledger

June 2008
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2]
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Anti-fraud measures

Posting to accounts receivable subledger and cash receipts.
Lack of policies and procedures regarding write-offs to
satisfy industry standards.

Frequent undocumented and/or unapproved adjustments,
credits, and write-offs to accounts receivable subledger.

Low turnover or slow collection cycle for accounts
receivable.

Dramatic increase in allowance for doubtful accounts in view
of positive economic events and stringent credit policies.

No reconciliation of accounts receivable subledger to general
ledger control account.

Insufficient supervisory review of accounts receivable
activity as well as customer account aging schedule.
Unrestricted access to subledgers and general ledger.

Inventory/Production Process

o]
2]

T TT

TTTT

2}
o}
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Creditbalances in inventory accounts.

Consistent fluctuations in inventory accounts between
months (e.g. debit balance one month, credit balance the
next).

Excessive inventory write-offs without documentation or
approvals.

Unusual volume of adjustments, write-offs, and disposal of
material, inventory, or fixed assets.

Unrestricted access to inventory storage areas by non-
responsible employees and/or vendors.

Significant weaknesses in inventory cut-off procedures.

No policy regarding identification, sale, and disposal of
obsolete and surplus materials.

Finished goods inventory turnover rate does not correlate
with operating cycle.

No segregation of duties between:

Receipt of inventory and issuing of materials

Recording of inventory accounts and ordering materials
Identification of obsolete and surplus materials and sale and
disposal of such materials.

There is no policy regarding inventory levels to be
maintained (i.e., minimums, maximums, reorder points).

June 2008
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Anti-fraud measures

] Systematic pattern of improperly labeled inventory and raw
materials.

(o} Poor review of inventory accounts, write-offs, and physical
access to storage areas.

h Lack of regular physical inventories carried out by
independent personnel.

h Consistent production overruns beyond sales demand and
backlog orders.

h Excessive production waste, spoilage, or other loss of raw
materials.

H Physical replacement of finished goods within production
area beyond a reasonable period of time.

H Abnormal expenditures for external maintenance services
beyond normal repairs and capability of internal repair
service personnel.

2] Extended delay of goods marked “for shipment™ maintained
within shipping area.

Finance Process

o] Significant adjustments to accrued liabilities, accounts
receivable, contingencies, and other accounts prior to
acquisition of new financing.

(o] Dramatic change in key leverage, operating, and profitability
ratios prior to obtaining financing.

o] Adopting a change in accounting principle or revising an
accounting estimate prior to obtaining financing.

o] Increase in short-term cash and a decrease in receivables
while sales are increasing prior to seeking new financing.

g} A change in external activities, legal counsel, or treasury
department head prior to obtaining new financing.

o] A delay in issuance of monthly, quarterly, or annual financial

Regional Training Institute, Nagpur___26

reports prior to seeking new financing.

June 2008
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