Pension and Public Grievances Department

1.3 Audit of Pension Management System of the Directorate of
Pension

THE DIRECORAE CF PENSION (DCP), UNDER TE PENSION AND PUBIIC GREVANTES (P &
PG) DEPARMENT GOVERWVIENT OF ASSAM (GQA), WAS COMPUFRSED (MARTH 2009)
TROUGH A COMPRIHENSIVE SYSEM viz., ‘DIRECIOR OF PENSION INFORVIATON SYSEM
(DPISY’. THE CBIECIVE OF THE COMPUERZATON WAS TO ENSURE SPEEDY HNAIISATON OF
PENSION CASES OF THE EMPIOYEES OF TE PROVINAISED SCHOOIS AND TE P ANCHAYAT R AJ
INSTIUIONS (PRIS).

THE AUDTOF DOP ON 'HE PENSION MANAHEMENT'S YSIEM WAS CARRED OUT COVERING AIL
THE PENSION MODUES THATWERE IMPIEMENIED DURNG 2009-17.

1.3.1 Introduction

THE DIRSCIORAE OF PENSION (DCP) WAS ESIABIISHED (J ANUARY 1990) BY THE GOVERNMIENT
OF ASSAM (GQA) O DEALW'H THE HNAIISATON OF PENSION CASES OF THE EMPIOYEES OF THE
PROVINJAISED SCHOOS AND THE PANCHAYAT RAI INSTTUTONS (PRIS). TO EASE THE
SETMEMENTOF VAROUS TYPES OF PENSION CASES, ACOMPREHENSIVE SYSIEM i.e., ‘DIRBCIORCF
PENSION INFCRMATON SYSIEM (DPIS)” WAS DEVHOPED O CAER 'O HE PROCESSING AND
REPORIING REQUIREMENS OGF THE PENSION CASES.

* THE DPIS PROBCTWAS INTAIEED DURNG 2008 IN COMPIANCE W'H CHANCE
REQESF4* IN TE COMPREHENSIVE TREASLRY MANAGEMENT INFORVIATION S YSIEM
(CTMIS) WI'H A TORL PRYECT COST OF * 37.67 IAKH®. THE PRYBCT WAS YET O BE

8 ATTE TME WHEN DPIS WAS CONCEPTUAIIZED BY THE GOVERNWVIENT THE CTMIS WAS AREADY IMPIEMENED THE
GOVERMENT DIRECED TCS O DEVEICOP TE DPIS AND AS TCS HAD ARADY DEVHCPED TE CTMIS,
COMMUNICATONS WERE DONE WH TE TCS FOR MODIHCATIONS IN TE CTMIS AS CHANGE REQUESF1, CHANGE
RBEQUESF2 AND CHANGE RBQUESF3. THIS, GOVERNMENT INTAED THE DEVHCPMENT CF TE DPIS AS CHANE
RBQUESF4.

8 * 21 IAKH KR PENSION AUDMATION AND * 16.67 1AKH FOR HARDWARE PROCUREMENT INSIILATON, TESING AND
COMMISSIONING OF DPIS HARDWARE.
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(OVIPIEED IN TERMS OF RUL RINCIONAILTY, INDICAING DEHAENAES IN PIANNING AND
IMPIEMENIATON OF THE PROBCT

* THE DPIS, DEVHCOPED BY TAR CONSUIANCY SERICES (TCS), IS A
COMPRHENSIVE WEB-BASED WORKHOW DRVEN APPLICATON WIH ORAIE 10G AS TE
DAPBASE AND JAVA AS FONTEND APPIICATON COMPRSING OF SIX7 MODUES. THE PENSION
MODUE IS THE MAIN MODUE THOUGH WH(H AL TYPES OF FETREMENT BENEHS ARE
PROCESSED

* AILTHE PENSION CASES ARE PROCESSED THROUGH THE DPIS. OUT OF 49,237
PENSION CASES RHCHVED ONLY 34,927 CASES WERE SEIMED THOUG DPIS, AS OF
MAY2017.

* AFER HNAIIZATON OF A PENSION PROPCSALIN DPIS, THE PENSIONERS DAIA IS
HECFONCALY RANSHERRED 'O THE CTMIS DAIABASE MAINIAINED BY 'HE DIRECIORAE OF
AQOUNS ANDTREASURES (DOAT) FORPAYMENTOF 'HE RETREMENTBENEH'S.

THEDPIS APPIHCATON WAS MANIAINED BY HE TCS TIL SEPTEMBER201 1. THEREAFER THE
DOP HAS BEEN MAINIAINING HE APPIICATION ONI'S OWN

[1.3.1.1  Objectives of DPIS |

THEMANOBIBCIVES CFDPIS, inter-alia, INJUDED

* SPEEDY DISPCRALCF PENSION PROPCRALS,

* MANRAN UNFORMITY IN CAQUATON OF PENSIONFAMILY PENSION DEAHAM
RETREMENIGRAUTY (DCRG), COMMURION CFPENSION etc.;

s AVJD ISSLE OF DUPLICAE PENSION PAYMENT ORDER (PPO), COMMUIRAION CF
PENSIONCOROER etc.;

* IINK TP HNAIISED PENSIONERS DAIA 'O THE TEASLRY (CTMIS) DAABASE HOR
PAYMENE AND

* MANRAIN AN ARCHVE OF PENSIONERS DAIA FORRUTURE REHEREINCE

1.3.1.2  System architecture

ITIS A (ENRAIZED SYSEM FORMAINIAINNG 'THE DAIABASE AND APPTICATON OF HE DPIS.
THE USERS OF DOP, ASSAM AT ‘HOUSEHD COMPIEX WERE (CONNECIED WH THE SERVER AT
‘KARBHAWAN, DISPURTHROUGH DEDICATED [EASED IINE

|1.3.1.3 Workflow of pension process

THE WORKHOW OF PROCESSING PENSION CASES INDPIS IS DESCRBED INTable -1.17:

7 (1) ADMIN (2) PENSION (3) REPCRS, (4) RUEBOCK, (5) HEADCFOHICE, AND(6) SEARTH
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Table-1.17
Workflow of Pension Process in DPIS

Organisational Setup

Workflow process

DAAENRY OPERACR
(DEO)

THE PENSIONERS DEIAILS, AONG WH THE REQUIRED INFORVIATON IN THE PENSION
PROPCSALFORML ARE ENIERED BY HE DEO IN DPIS. ONCE THE DAIA IS ENERED BY
THEDEO, APRNIED ACKNOWIEDGEMENITS GENERAIED FORISSUE 'TO HE APPIICANT

DEAING ASSISIANT
(DA)

THE DA VERHES THE DAIA ENIERED BY THE DEO AND ADDS DEIAILS ABOUT'HE NET
QUALFYING PEROD OF SERMI(E HE APPROVESRIECS THE PROPCRAL (WH
APPROPRAEE (OMMENE) AND FORWARDS THE DATATO THE NEXTTEVHL

STPERINIENDENT

THE SUPERNIENDENT VERHES THE CASE AND AXS DEAILS KR THE PENSION
CAJIATION HE APPROVESREJECS THE PROPCBAL(WITH APPROPRAIE COMMENE) AND
FORWARDS HE DATATO THE NEXTTEVEL

FINNE AD AWNS

THE FAO (HBXKS THE CORECINESS OF AL THE CAUATONS AND APPROVESYREJECE

OHR(FAO) TE PROPCSALD THE NEXTIEVEL

DIRCCRCFPENSION(DCP) | THEDCP APPROVES TE CASE, BASED ON AL TE ENERED DAA AND CACUAIONS. THE
DCP IS AUFORSED O EDITTHE DATA AND MAKE ANY (HANGE, TF REQUIRED APPROVAL
BY DIRSCTRGENERATES AUNQUE PPO NUMBERFCREACH PENSIONERRIEVANTD TE
DEPARIVIENT AFFRDCP’S APPROVAL, THE DARHOWS T THE CTMIS FORPAYMENT

DISPACH CIEK THE DISPACH (ERK DISPATHES THE DOCUMENS AS PERTE DEBOSIONGF HE DCP.

Source: User Manual of DPIS.

1.3.2 Audit Approach |

[1.3.2.1  Audit Objectives |

THE OBJIBCTVES OF HIS AUDITWERE TO ASSESS WHEHERTHE:
* DEPARMENT HAD A PAICY KR IT GOVERNANCE AND 'THE MEHHANSM KR IS

(OMPIANE

* THE PENSION PROCESSING RUES WERE MAPPED INIO THE SYSIEM ACOURATELY:

* ADBQUAE IT CONIROS WERE INPIACE 'TO ENSURE REIABIE AND ACOURATE DATA, AND

* THE SYSIEM WAS CAP ABIE FORSPEEDY DISPCSALCF PENSION CASES

[1.3.2.2  Audit Criteria |

THE AIDITHNDINGS WERE BENCHMARKED AGAINSTTHE FOIOWING SOURES OF (RTERA

* ASSAM SERVES (PENSION) RUES 1969; ASSAM SERMES (REVISION CF PAY)
RUES2010;

* USERMANUALCFDPIS;

* INFORMATON TECHNOIOGY ACT 2000 AND SUBSEQUENTAMENDMENS.

|1.3.2.3 Audit Scope and Methodology |

THE AWDT OF DPIS,

(OVERNG THE PERCOD 2009 'O 2017 WAS (CONDUCED DURNG

MAY-JUNE 2017. THE RBCORDS WERE EXAMINED WI'H RESPECT'O DPIS, MAINIAINED IN 'THE
OHAS F HE COMMISSIONER AND SEFEFIRRY 'O THE GQA, PENSION AND PUBIIC
GREVANES (P&PG) DEPARMENTANDDCP, ASSAM.
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THE DPIS APPLCAION SOFWARE, SED BY TE DCP, ASSAM AND HE DPIS DAPBASE
MAINRINED BY DOAT, WERE ANALYSED PENSION CASES PROCESSED DURNG MARH 2009 O
MAY 2017 WEE ASO ANAYSED AFER IMPCRING TE DATA FROM TE DPIS SERVER (SING
IDEA®®. DAIAOF49,237 PENSION CASES IN ALLWERE RRCHIVED. PHYSICALVERHCATON OFIT

SYSEM CF DCP, ASSAM, WAS AISO CARRED OUT DURNG TE COURE OF ADIT THE AUDIT
COMMENCED WIH AN ENIRY CONEERENCE (25 APRL2017) WHEREIN THE ALUDIT OBJECTVES,

ADT (RERA AD SCCPE OF AUDIT WERE DISAUSSED AND INPUB (F TE DEPARIVIENTAL
OH(ES CBIAINED

THE ADITHNOINGS WERE DISOUSSED IN 'HE EXITCONEERENCE (06 DECEMBER2017) HHD
WHHE SBERERRY O THE GOA, P & PG DEPARMENT WHEREIN DIRECIOR DCP, FINANCE
AND ACOINS OHAR(FAO) ANDIT RESOURE PERSON WERE AISO PRESENT' THE RESPONSE
OF THE DEPARMENT BASED ON THE DISUSSION HEID AND 'THE REPIIES 'O THE OBSERVATONS
RECEIVED, HAVE BEEN SUTABLY INCORPCRAIED IN HIS R EPORT WHEREVERAPPIICABIE

|1.3.2.4 Acknowledgement |

AWDT AKNOWMEDGES THE (O-CPERATON AND ASSISIANCE EXIENDED BY THE COMMISSIONER
AND SEHIFIRY 1O HE GOVERNVIENTCF ASSAM,, P & PG DEPARMENTAND HE DCP, ASSAM
ATALTEVHES DURNG THE COURSE OF CONDUCTOF HE ADIT

|Audit Findings |

|1.3.3 General controls |

|1.3.3.1 Training of users |

STAF DEAING WH AN IT APPIHCATON SHOUD HAVE SKIILS, EXPERENCE AND TRANNG
NEESSARY IO CARY OUI'HEIRJOBS 'O A (COMPEIENTSIANDARD AND SIAHF SHOUD BE GVEN'THE
RANING AS PERNEED

SCGUINY (JUNE 2017) OF THE RECORS SHOWED THAT'HE DCP, A SSAM HAD NOTI'GONDUCIED
ANY PERODIC TRANNG FORHE REGUAR BMPIOYEES. ITWAS AISO OBSERVED THAT THE USERS
WERE TOIAILY DEPENDENT'ON THE SOE OUBOURED IT PERSON FORTS ROUINE RINCIONING
THE QUBOURED IT PERSON WAS RINCTONING AS A DAIA BASE ADMINSRACR (DBA) AND
WAS PERORMING RINCTONS RHAING 'O BAKEND (ORECTONS OF WRONAY ENIEERED DAIA
WHO WAS O BE PERORMED BY A REGUAR EMPIOYEE AS THERE WAS NO OHER TRANED
REGUAR EMPIOYEE WHO (COUD WOK AS DBA. THE SYSIEM WAS THEREORE, VUNERABIE 1O
MANPUATONS [FADING TO WRONG COMPURRTONS OF PENSION. LACK OF TRAINED PERSONNEL
AND DEPENDENCY ON 'HE QUBOURED SIAHF IN 'THE IONG TERM MAY [EAD 10 'HE POSSIBIITTY
WHERE THE INBHTY AND SHEARTY OF HE DPIS APPIICATON MAY BE JEOPARJISED

THE DOP AEPTED THE A DT OBSERVATION AND STAIED THAT NECESSARY ACTON WOUID BE
TAKEN

88 AN ADTTOOLFOR DATA EXRACTON AND ANAIYSIS. INERACTVE D ATA EXIRACTON AND ANALYSIS (IDEA) VERION 10.1
WAS USED FORANAIYSIS OF DAIA
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|1.3.3.2 Segregation of duties and data access

AN IT APPHCAION SHOUD ENSURE SEGEGAION OF DUIES SO HAT TE DUIES AND
RESPONSIBIIITIES ARE ASSIGNED) SYSIEMATCALLY 1O DY FERENTINDIVIDUALS TO ENSURE BHECTVE
BXS AND BAANES NO SINGE INOVIDUAL SHOUD CONIRL AL KEY SPGES CF A
RANSACTON OREVENT ITWAS OBSERVED THAF

* SIX USER ROES EXISED IN THE WORKHOW CF THE APPILCAION HOWEVER. DAA
(HBCKING AND IS APPROVAL WAS MADE MANUALLY, DURNG SCRUINY CF RBCORDS, 1T WAS
NOICED HATIN THE EVENTOF REQUIREMENT CF RECTH CATION OF DA, BRRORCRMODIHCAION
CF DARA (e.g., DAE CF BIRH DAE OF RETREMENT ezc.), THE SEHRVICES CF IT OUBOURED
PERSON WAS TAKEN FORMAKING THE CORECION'S) IN 'HE SYSIEM AT'HE BAK-ENG TEVEL
THE DATA MODIHCATON PROVISION THOUGH PRESENTATTHE DIRECIORIEVEL, WAS NOTUIILSED

AUWDITNOICGED ABSENCE OF ADITTRAL (I0G HIES) OF SUH (ORECTONS WHIAH MAKES 'HE
SYSTEM HGHY VUNERABIE 1O UNAUHORZED (HANGES.

THE DOP AFPTED THE OBSERVAION AND SKED (DEEMBER 2017) THAT ASSAM
EIBCIFONICS DEVHOPMENT CORPCRATON LIMITED (AMTRON) WAS WORKING 'O REVAVIP
THEDPIS APPIICATON FORCORECION OF DAIA TF ANY, ATHE DIRECCRIEVELONY. THEDCP

RRHER ADDED 'HATHE DEVHOPER HAD BEEN DIRECIED 1O INOLDE AUDITTRALFOR ANY KIND
OF REQURD DAIAMODIHCATON

* A SINGE USER COUD COPERAE AT MUTIPIE IEVHS BY WHCH UINAUHORZED
PROESSING OF TRANSACIONS (OUD NOTI' BE RIED OUI' AS PER WORKHOW, ONIY A
SUPERNIENDENITS AUHORZED 'O ENIERPENSION CAICUIATON DAIA HOWEVER DLRNG ALDIT
ITWAS NOTGED THATAD A WAS ABIE TO ENER'THE SAME INDPIS.

THE DOP SIIED (DEEMBER2017) THATMUTPIE AUHORSATONS WERE QVEN KOR SPHEDY
DISPCSALOF CASES. THE REPLY WAS NOT'EENABIE AS SUH MUTIPIE AUHORSATON HAD NOT'
BEEN APPROVED BY THE (COMPEIENT AUHORTY W'H PROPER DOCUMENIAION 1O ENSURE
ACONIABITTY.

11.3.3.3  Business Continuity and Disaster Recovery Plan |

A BUBINESS CONINUTY AND DISASEFRR BIOVERY PIAN (D RP) IS ADOOUMENIED PROCESS (R
SETCOF PROCEDURES 1O RRCOVER AND PROIECTA BUSINESS CF IT INRASIRUCIURE AND CAPATTY O
MANAIN I'S MITAL BUSINESS PROCESSES IN THE EVENT' OF A DISASEFR (R INIERRPTON THIS
PIAN SHOUD BE DEVHOPED AND 'TESIED FORAN APPIICATON

THE DOP DID NOI'HAVE A BUSINESS CONINUTY PIAN AND ADRP FORDPIS. NO SANDARD
PAICY ON DAIA BAKIP WAS IN PIAFE IN THE DIRSCICRATE AND THE BAKIP WAS IOCALY
MANRAND AT'HE DATA (ENIRE CF DIRECIORAE OF ACCOUNS AND TREASLRES. AS SUH IN

89 BAKEND CORBCTON W HERE DATAIS ATTERED DIRECTY BY ACCESSING THE DABASE IS TERVIED AS BACKEND (CORECTON
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THE EVENT'OF ANY DISASIER. THERE WAS NO CAPABIITTY 1O RESIORE AND RESUME "HE BURINESS
IMMEDAHY.

THE DOP AFPTED (DBECEMBER 2017) 'THE AUDITOBSERVATION AND SIAIED THAT NBCESSARY
ACTON WOUD BE TAKEN

[1.3.3.4  System Security |

IT SBEARTY PAICY ENVISAGES RESRCING ATESS O THE IT ASSES AND PROMIDES PROIBCTON
MBHANSM HATIMI'S USERS” AACESS 'TO INNCRMATON AND RESIRCB THEIRFORMS OF ACESS
ON 'HE SYSEM O ONIY WHAT IS APPROPRAE KR THEM. IT WAS OBSERVED HAT THE
DEPARMENTWAS YETTO ADOPTSUH PAICY.

THE FOIOWING DEHAENIES INTHS REGARD WERE NOT(ED:

* THE DOP HAS NOT'ADOPTED ANY ANT-VIRS PAICY. AS ARESUT THE RSK OF DAIA
CORPTON WAS VERY HGH

* AUHENICATON IS THE PROESS OF PEOVING A JAMED IDENITY. STRONG
PASSWORDS ARE ESSENTALFOR SBEOURED ATHENICAIED IOAN  PASSWORDS SHOUD BE CHANGED
ATREGUAR INERVAIS AND 'HE PASSWORDS SHOUID BE A COMBINATON OF UPPERIOWERCASE-
NUMERG SPEIAL (HARCTERS WH MINMUM CF 8 (HARACTERS IN IENGH A UDIT OBSERVED
THATHE DEFAUTUSER PASSWORDS WHICH WERE WEAK, WERE BEING USED AND 'HE SAME WERE
NOIBEING (HANGED ON REGUARBASES RESUTING IN INADBQUATE ATCESS CONIRJLS.

* LOCAARANEMOK(LAN) ONNECION SWTH AND OHER HECRCAL
CONNECTON IN HE SYSTEM GPERAICR ROOM. AND RRCHPT SECTON WERE KEPTIN DISORDERY
MANNER AS SHOWN IN THE PHOIOGRAPHS BHOW AND THE SAME WAS VUNERABIE 'O SHORT

(22 May 2017)

IN ABSENCE OF APROPERMAINIENANCE OF HE LAN  SEILP, HE AACESS OF DPIS APPIICATON
BY USER (COUD BE AHECIED WHI(H WOUD HAVIPER THE PROCESSING OF PENSION AND OHER
RETREMENT BENEHT CASES. THE DCP NOIED 'HS OBSERVATON AND SIAIED "THAT NBCESSARY
ACTON WOUD BE TAKEN

11.3.4 System Design Deficiencies |

ANAYSIS OF THE DPIS THOUGH DAA ENKRY SCREENS DISUOSED THE FIIOWING
DEHAENJEY SHORCOMINGS:
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1.3.4.1 Monitoring of timely disposal of pension cases through IT

module

THE YEARWISE POSTTON OF PENSION CASES RECHVED, APPROVED AS PERDPIS DAIABASE AND
PENDENCY AS WORKED OQUTBY AUDITIS SHOWNIN Table 1.18.

Table 1.18

Year wise position of pension cases received and disposed of as per database

Year Cases Cases Pending cases Duration of pendency of fresh
received disposed cases calculated by Audit
Other e Fresh | No. of cases Ranges
fresh cases | cases (in days)
2009 4,391 4,114 262 15 1 UPT090
14 BEYOND 180
2010 4,267 4,098 152 17 17 BEYOND 180
2011 5,489 5,117 345 27 1 UPI090
1 UPID180
25 BEYOND 180
2012 6,167 5,692 422 53 7 UPTO90
3 UPDI120
2 UPI0180
41 BEYOND 180
2013 3,762 3,124 257 381 7 UPT090
2 UPD120
372 BEYOND 180
2014 1,944 1,710 210 24 4 UPT090
1 UPI0180
19 BEYOND 180
2015 8,606 7,398 853 355 79 UPTO90
8 UPDI120
12 UPD150
8 UPI0180
248 BEYOND 180
2016 10,718 3,658 1,146 | 5914 43 UPT090
733 UPDI150
1,036 UPI0180
4,102 BEYONDI 80
2017 3,893 16 4 3873 2,793 UP1090
788 UPI0120
292 UPD150
Total 49,237 34,927 3,651 | 10,659

Source: DPIS database.

ITWOUD BE EMDENTHOM 'HE DEIAILS ABOVE HAT'10, 659 BESHCASES (21.64 per cent) QUT
(F 49,237 CASES RECHVED WERE STILPENDING STANDARD TME FOR DISPCRING OF PENSION
CASES WAS 90 DAYS ITWAS OBSERVED THAT THE CASES WERE PENDING KR MORE 'THAN 'HIS
PERCD THE DHAY IN DISPCBING OF THE PENSION CASES, WAS HOWEVER. NOTDEPICIED IN'HE
DPIS. THE REASONS FOR DHIAY PENDENCY (OUID AISO NOTI'BE ASCERIANED IN AUDITAS THERE
WERE NO RRMARKS AGAINST THE HRESH PENDING CASES IN THE DAIABASE. THERE WAS NO
PROVISION IN'HE APPIICATON 1O CAPTURE THE ACTUAL DATE OF RRCHPTOF THE PENSION CASES AT
THE GHE CONSBUENLY, THE PENDENCY OF THE ADERPENSION CASES WH THE DCP (O0UD
NOIBE MON'IORED THROUGH THE SYSIEML

%0 PENDING HRESH CASES INCILDE EXPIRED R EJECIEDR EVISION OF P ENSION R BOPENING OF P ENSION A DALATC ASES
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FURHER AS PERUSERMANUALCFDPIS, SIAILS OF DISPATHCOFPPO HAS TO BE ENEREDIN'HE
SYSEM 1O ENABIE MONTRNG C(F DISPAKH (F PPO 'O THE (ONERNED PENSIONER
CONCERNED TREASURY AND 'THE HEAD OF OFHCE FROM WHERE THE PENSIONER HAS REITRED THE
ANAIYSIS OF DATA HOWEVER. REVEAIED THATFOR THE PENSION YEAR2016, 1935 CASES OUTOF
4657 CASES WERE SHOWN AS PENDING IN 'THE ROE OF DISPACH AERK. THS WAS DLE O THE
REASON 'HAT HE DISPATCH (ERK WAS NOT UPDAIING 'THE HNAIISED CASES AT HE TME OF
DISPACH OF THE PPO. THIS THE DAIA WAS NOI' SHOWMING THE REAL TME SIALS OF THE
PENSION CASES AS DEPICIED IN'HE TABIE ABOVE

THE DIRECIOR DCP, INHE EXITCONEERENCE, SIAIED (DBEEMBER2017) THATHESH CASES
WERE PENDING FOR A IONG TME DUE 'O SHORIAGE OF MANPOWER TN REGARD O ENIERNG OF
DISPACH SIAILS OF HNAIISED CASES IN THE SYSIEM, HE DCP AXCEPTED THE FACT AND SIAIED
(DEEMBER2017) THATNECESSARY SIEPS WOUID BE TAKEN 1O MAKE 'HE DISPACH MODUE
RINCIONAL

INHE OGHI'OF HE ABOVE, ITIS OBMIOUS THAT A PROMISION FORCAPTURNG THE ACTUALDAIE OF
REHPTOF HE PENSION CASES IN 'HE DPIS NEEDS 'O BE DEVEHOPED SO 'THAT'HE PENDENCY
SIAILS COUD BE MON'TORED MORE BEHAENTY FORSPEEDY DISPCRALOF PENSION CASES

|1.3.4.2 Manual calculation of date of superannuation

ITWAS NOICED THAT HE SYSEEM DID NOT AUDMATCALY CAGUAE THE DAE OF RETREMENT
FOR SUPERANNUATON ON 'HE BASIS OF PRMARY DAIA IIKE DAIE OF BIRH AND THE DAE WAS
BEING ENIERED MANUALLY.

DURNG ALUDIT ITWAS OBSERVED HATIN ONE INSPNCE !, DATA FORDATE. OF SUPERANNUATION
WAS WRONAY ENERED INTALY, BUT WAS RECIHED SUBSEQUENIY THROUGH BAKEND
CORECIONS. IN 'HS SENARQ, TE POSSIBIILTY OF INCORRECT CAIQUATIONS OF QUAIIFYING
SERVICE BY THE SYSIEM COUID NOTBE RIED OUT

THEDCP ATEPTED HE OBSERVATION AND SIAIED (DBCEMBER2017) THATHE DEVEIOPERHAD
BEEN ASKED O CARRY OUTNEESSARY MODIHCATON

|1.3.4.3 Faulty system for calculation of average emoluments

REMISIONGFPAY (ROP) RUES 2010 PROMDES THAT CACUATON COF PENSION IS DEIERMINED
ON THE BASIS OF AVERAE EMALMENS (F HE IAST 10 MONIS (R 'HE IAST MONHS
EMOUMENT WHICHEVERIS BENFHOALUTO THE PENSIONER

ACORINGY, HEE IS A PROVISION IN THE DPIS  APPIICATON FOR CACQUATON OF AVERAE
EMOLMENS. HOWEVER. WHIIE ENIERNG THE TEST DAIA i.e., THE IATMONHS PAY, THE
APPIICATON AUCHIIED THE SAME AMOUNTOF PAY FORTHE IAST10 MONIHS

ol CASEMAKNQ 2015/01/0077.
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AN INSINCE (CASE MAK NUMBER 2016/07/1391) WAS NOICHD, WHERE THE SYSIEEM
ACEPTED HE AMOUNTOF © 35,510 FORAIL 10 MONIHS WHEREAS THE ACTUAL EMOLMENE
HOM APRLO JUNE 2015 WHE © 34,470 AND ROM JUY 2015 O JANUARY 2016 WERE
* 35,510.

INCORECTCAPTURE OF EMAILMENS FORTHE IAST10 MONHS, CONSBQUENTY, CARRES THE RSK
OF INCORRECTCAIAUATON OF AVERACE EMOLMENS

THEDOP SIAIED (DECEEMBER2017) THATAN EMPIOYEE'S LAST10 MONIHS PAY COUD HAVE A
MAXIMIM CF ™WO DIFERENT VAILES e.g., AN EMPIOYEE RETRED THREE MONTES AFIFRGETING
IASTINCREMENT THE DCP AISO SIAIED THATTHE DPIS HHPED THE USERTO MANUALY ENIER
ONY ™O VAILES i.e., IN THE HRST MONH AND SEVENH MONH BEING THE MONH CF
INCREMENT THE REPLY WAS NOT'IENABIE AS THE PAY COUD AISO BE CHANGED FORMORE THAN
TWO OCCASIONS DURNG IAST 10 MONIHS ON ACCOUNT OF PROMOIIQN dies-non, SUSPENSION
etc., OHERTHAN INCREMENTONLY.

1.3.4.4  Non-functioning of ‘Commutation of Pension’ provision in the
pension module

THE PROMISION FOR PROCESSING OF COMMUIATON OF PENSION WAS FOUND NOT' HUNCIONING
DLE O ABSENCE OF SERVER (ONNECIMTY BEWEEN DCP AND THE P & PG DEPARMENT IT
WAS OBSERVED HAT THE ADMISSIBIIITY REPCRS FOR COMMUIATON WERE (ENERAIED AND
PROCESSED MANUAILY TPD 'HE DIRSCIOR IEVHL AFIER OBIANNG THE APPRVAL (OF 'HE
DIRSCIOR HE REPORI'WAS SENTPHYSICALY D' HEP & PG DEPARIMENTFORHNALSANCION

THS, THE VERY GBIECIVE OF SPEEDY DISPCBALCF CASES OF COMMUIATON WAS NOTAHEVED
DUE TONON-HUNCIONING OF HE MODULE

THE DCP, WHIE ACEPTNG THE PONI SIAED (DEEEMBER 2017) HAT THE CONNECIMTY
BEMWEHEN DCP ANDP & PG DEPARMENTWOUD BE MACE 'O PROCESS THE COMMUIRION
CASES HECIRONICALLY.

[1.3.4.5  Other deficiencies in the system |

SCRUINY OF THE APPIICATON REVEAED HATOUTCF HE SIX MODUES, SUB-MCDUES OF HREE
OF THESE MODUES? WERE NOT RINCIONAL THSS IED D VAROUS SHOREOMINGS, SUCH AS
MANUAL PROCESSING OF PENSION, DHETONMODIHCATON OF DA, ezc. THE DEILS ARE AS
QVENINTable -1.19:

2. ADMIN PENSION AND R EPORIS MODUES,
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Table-1.19
Deficiencies due to non-functioning of sub-modules

Name of
Module

Sub-module not Deficiency and the resultant risk
functioning

ADMIN | AUDTTRAL LAK OF ADTTRALEXPOSED SYSIEM 1O DHEIONMODHCATON CF DA, GAP
REATON WHOUTUSER ACCOUNIABIILTY.
PENSION | DCP DAAMODIHCAION | DAIA MODIHED FROM BAKKEND ON REGUARBASIS TED 1O RSK OF UNAUHORZED
MODHCATON DHETON OF DAIA
COMMURIONCFPENSION | CASES WERE PROESSED MANUAILY [EADING O RSK OF  INADVERIENT
EFROEMANPUATON
TRANSHRCFPENSION CASES WERE PROCESSED MANUAILY TEADING TO RSK OF DHAY AND EROR
REPCRS | DCP REPCRBS MIS REPCRS WERE NOT' DEPICING THE IOGCAL SIXLS OF MAIOR HHLS viz.,
CASES OF DHAY, MONHLY PROGRESS, HNAILSED FAMILY PENSION CASES EIC
P & PG REPCRS REPORIS WERE NOTBEING GENERATED DUE 'O NON-CONNECIVITY BEMEEN DCP

ANDP & PG, SORILBENEH'S OF COMPUIERZATON COUD NOTBE DERVED

* THERE WAS NOPFOMSIONINTHE DPIS O UPIOAD THE SCANNED SIGNAIURE OF THE
HEAD OF OH(E (HOO) BFOM WHERE 'THE PENSION PROPCBALWAS RRCHVED 'O VAIDAE THE
SAME W'H HE SIGNATLRE IN THE PHYSICALDOOUMENT A S ARSSUT THE GENUNENESS OF HE
APPIICANTCOUD NOTBE VERHED BY DPIS.

THE DOP, IN IS RPLY (DEEEMBER 2017), SIAIED THAT THE PROMSION FOR WPIOADING
SCANNED SIGNATLRES FHCO S WILBE INCORPCRAIED INDPIS.

* ITWAS MANDAIORY FORHE ISERATHE DEO IEVHL, AS PERTHE USERM ANUALCF
DPIS, O WPIOAD THE PHOORAPH AND SIGNAILRE OF THE PENSIONER. ONCE HEY'SHE HAD
ENIEERED THE DEIAILS INIO HE SYSEM.

VERHCATON OF HE APPIICATON HOWEVER. SHOWED THAT HE DAIA ENIERED ATHE DEO IEVEL
WAS ATOWED 1O BE SAVED EVEN WIHOUT UPIOADING COF THE PHOIOGRAPHS AND SIGNATLRES OF
THE PENSIONERS. THE PROCESS OF UPIOADING WAS HOWEVER. BEING RE-DONE AT SUBSEQUENT
[EVHS

THES HE VAIDATON PROCESS WAS NULIHED AT'THE OPERAIORIEVEL

THE DCP, WHIE AEPTNG THE OBSERVAION SIAIED (DBEMBER2017) THAT PHOIOGRAPH
AND SIGNATURE OF THE PENSIONER WIILBE INCORPORATED IN'THE SYSIEML

* THE DEIALS OF PENSIONESS ARE REQUIRED O BE SUPPORIED BY ENAJCHRING 18
TYPES OF DOOUMENS O BE SUBMITIED AONG WIH THE PENSION PROPCRAL. THE (HECK ON
DPIS APPIICATON SHOWED THAT THE SUBMISSION OF DOOUMENS REQUIRED FOR VERHCATON
OF INNOGRMIATON IN THE PROPCSALWAS NOTMACE MANDAIORY. A'S SUCH GENUINENESS OF DAIA
MAE INTHE PROPCSALCOUD NOTBE ENSLRED BY DPIS.

DAIA ANAIYSIS OF PENSION CASES PROCESSED DURNG 2015 SHOWED 'HAT'5,920 CASES WERE
SEITED IN THE ABSENCE OF NOMINATON OF DEAH (UM-RETREMENTRAIUTY (DCRG), WHI(H
WAS IREQUAR
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THE DCP, WHIE ACEPTING HE ADIT OBSERVAION SIATED (JUNE 2017) THAT NBCESSARY
ACTON WOUID BE TAKEN FORINCORPCRATON OF THE VAIIDATON

* THERE WAS PROMISION FORMIS REPCRES AS PERTHE SYSIEM DESIGN HOWEMVER IT
WAS OBSERVED THAT REPORS WERE NOT USER FRENDLY AND PROVIDING IIOGCAL OUPUT AS
BROUGHTOUTINT able 1.20 BHOW:

Table -1.20
Logical status of various MIS reports

Name of Reports Purpose Status

CASEDHAY RBEGSER FORMON'TORNG OF DEIAY D ATA COILMN WHOUTPROPERHEADING AND
DHAY WAS NOTCAOUAIED

CASEREIECIONREGSIER FORMONTRNGTHE RIECEDCASES | DHAY WAS CAGIAIED HOM INCORECT
COLVNS

MONHWSE LIABIITY REPCRT | FORMONTORNG THE PENDINGCASES | NOQUIPUTWAS PROMIDED

MONHY PROGRESS REPCRT FOR MONTRNG T™E CASES | NOOUPUI'WAS PEOMDED

PROCESSED BY CPERAIRSLPERVISCR

IEVEL
REPORI SHOWING HMNAISED | FOR MONTORNG THE HNAISED | REPORINOT(ENERAIED,
CASE OF EMILY PENSION FAMILY PENSION CASES

AS THESE WERE MAIORMIS REPORS FOR MONTTORNG OF THE SYSIEM, NON-GENERATON OF
ACTUALTIOGCALSTAILS DEHEATED THE VERY PURPCSE OF THE REPORS.

THE DCP REPIIED (JUNE 2017) THAT THE REPORS WERE DESIGNED BY TAIA CONSUIANCY
SERM(E (TCS) AND SOME ANOMAIIES EXISIED DUE 'O IAXK OF PROPERIESING CF THE SAD
REPORS. FURHER 'HE DCOP ASSLRED (DBEMBER2017) RECTHCATON OF HE REPCRB.

* LIFE TIME AREARS (LTA) IS THE PENSION FORHE PERCOD IT'WAS NOT'DRAWN
DURNG THE IFE TME OF A PENSIONER. ACORIING 1O A REASS OF PENSION (NOMINATON)
RULES 1983, PENSIONERS ARE REQUIRED 'O NOMINAE ANOHER PERSON DURNG HYHER ITHE
TME O RREHVE THE AREARS OF PENSION DUE 'O 'HE PENSIONER ON HYHERDEAH  IN 'THE
EVENI'GF DEAH OF BOH THE PENSIONER AND HSYHER SPOLBSE, 1IEE TME AREARS CAN BE PAD
O TE [BGALHER OF THE PENSIONER THUS HE DA TEVEL ISER. WHIE CAGUIAING THE
PENSION NEHDS 'O ENER THE EAMILY DEIALS IN THE DPIS SYSBEM, IF THE GOVERNMENT
EMPIOYEE DEJARES ITFORGRANING LIEE TIME AREAS (LTA) BHOM THE DAEE OF DEAH CF
THE GOVERNVIENTEMPIOYEE UP'10 THE DAEE OF DEAIH OF THE SPOSE

DURNG AUDIT ITWAS NOTCED THATTHERE WAS NO PROVISION FORCAPTURNG THE DAIE COF DEAH
OF HE SPOLSE. AS ARSSUT THE CAQUIATON CFLTA WAS NOTEEASIBIE THROUGH HE DPIS
SYSEM. ONE INSIANCE?® WAS NOICED IN ALDIT WHEREBY IIFE TME AREAR WAS SEIIED
WHOUTHE ENIRY OF THE DATE OF DEATH OF THE NOMINEE

THE DOP, WHIE ACCEPING THE ADITOBSERVAION REPIIED (JUNE 2017) THAT NBCESSARY
MODIHCATONS WOUID BE MACE IN'HE REVAMPED DPIS SYSIEM.

% VIDEPPO NQADP/PRI/GPO/2016-17.
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|1.3.5 Input Controls and validation Checks

ABSENCE OF INPUTCONIROS AND VAIDATON (HBKS INDPIS [EDTOINCOMPIETE AND INVAIID
DATAAS HABORATED IN SUCCEEDING PARARAPES.

|1.3.5.1 Pension cases master data

D ATA ANAIYSIS OF THE PENSION CASES SHOWED THE FOIOWING

* PPO (ODE NUMBERIS AUNQUE HHD GENERATED BY 'HE SYSIEM AFIERAPPROVAL
OF THE PENSION PROPCSALBY HE DIRECIOR SINCE ITIS ASYSIEM GENERAIED NUMBER. HERE
SHOUD NOTBE ANY GAP.

ANAYSIS OF HE DAIAFROM MARH 2009 TOMAY 2017 SHOWED 51 GAPS IN'HE PPO (ODE
NUMBERS GENERAIED DURNG THE PEROD AS SHOWNIN'THE Table 1.21 BHOW:

Table-1.21

Year 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | Total

Gaps in the PPO Codes 1 4 NIL NIL 3 5 23 15 51

THIS WAS INDICATVE OF AFALITY SYSIEM RAUGHT'WI'H "HE RSK OF ATTERATON MODIHCATON
OF DATA OR OF INAUHORSED DHETON OF CASES. THE GAPS IN PPO (ODE NUMBERS MAY
INDUCE 'HE POSSIBIIITY OF INHITRATON BREACH OF DATA INOLDING THE MISUSE OF MISSING
PPO NIMBERS FURHER IN THE ABSENE (F I0GN HSKORY, CASES (F INENIONAL
DHETONMANPUAIONS HOM THE BAKEND (OUD NOT' BE IDENTHED RESUTING IN NON
ACONBIITY.

THE DCP, INRPLY, SIAIED (JUNE 2017) THATGAPS OCOURRED DUE 'O SUPDEN SHUIDOWN OF
DPIS APPIICATON OWING 'O POWER FAILRE AND'CRICSS OF IOCAL ARFA NEWOKK (LAN)
(ONNECIVITY. THE REPLY ASSO CONHRMED THATTHE SYSTEM HAD NO (CONIROLS 'O PREVENT'THE
GAPS THAT APPEARD IN THE PPO (GODE NWMBES. THE DCOP HRHER SRIED
(DBCEMBER 2017) THAT THE SYSIEM WOUD BE MODHED 1O ADDRESS THE ISSLE IN 'HS
R

* DAA (OLMNS MAE FOR DIHERNT TYPES (F GRAUTY viz., RETREMENT
QRAUTY, DEAH GRAIUTY, RESIDUARY GRATUTY AND TERVIINAL (RAIU'TY, RRMAINED BIANK. AIL
AVIONS OF RAUTY, IRESPECIVE OF THE TYPE WERE (JUBBED UNDER THE ONE SINGE
(OJUMN FURHERDUE O ABSENCE OF HAGANG OF THE TYPE OF GRAU'TY, THE SBEREGATON OF
THE TYPE OF GRAIU'TY (OUD NOT'BE DIFERENTAIED AND IDENTHED THIS INDICAIED IAK OF
INPUTCONIROLS 'O CAPTURE DAIA UNDERTHE APPROPRATE COILMN

THE DCOP SIAIED (DEEMBER2017) THATNEESSARY MODIHCATON WOULD BE CARRED OUTAS
PERAURENTREQUREMENT

* IN A WEB-BASED APPICATON THE SYSEEM DAEE SHOUD BE CONIRJIED BY THE
SERVER DURING ALDIT ITWAS OBSERVED THAT53 CASES WERE PROCESSED ON SUNDAYS AND IN
ONE INSIANCE, HE DAEE OF APPICATON SHOWED ARUILRE DAE
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THE DOP REPILED (DBCEMBER2017) THATTHE ERORS (COUD HAVE HAPPENED DUE 'O SYSIEEM
DAEE ERORCF 'HE PERSONAL(COMPUIER(PC).

THE REPLY WAS NOI'IENABIE AS HE SYSIEM DAE OF THE PC WAS NOT'(ONIRJLED BY 'HE
SERER THS THE AJHENIATY OF THE DATA CAPTURED WAS DOUBIRL. THE DCP HRHER
ASSURED (DBEEMBER2017) THATNBCESSARY VAIIDATON WOUID BE INCORPCRATED SOON

* AS PERHE ASSAM SERMI(E (PENSION) RUES, 1969, NOING OF THE NAME OF
FAHERHUSBAND WAS MANDAICRY FOR PROCESSING OF PENSION CASES. AUDITNOICED 25,188
CASES WHOUTFAHERHUSBAND'S NAVIE

ON HS BHNG PONED OQUI' HE DCP NOED (JUNE 2017) THE AT OBSERVAION FOR
NECESSARY ACTON

* DATA ANALYSIS SHOWED HATTWO PPOS WERE ISSUED BEARNG THE SAVE UINIQLE
NUMBER* TO WO DIFERENTPERSONS . SINCE PPO CODES CANNOTBE SAME FORTWO PENSION
CASES, TE PCSSIBIILTY OF ONE OF THE CASES BEING FRAUDUENT COUDNOTBE RUED OUT

THE DOP, ASSAM AEPTED (AUGAST2017) THE EACT OF DIPHCAIEE GENERATON OF PPOS
THE DOP RRHER SIAIED THAT DLRNG 2011, PPOS NQ ADP/PPO/GPO/2011/004128
(CASE MARK NGB 2009/12/0095 AND 2009/12/0214) WERE GENERAIED ON 26 APRL2011
AND21 APRL2011 RESPECTVHELY. THE SAME WAS REPORIED 'O HE DEVHOPERCF DPIS WHO
DIHERNIAED ONE F THE PPO CODE W'H A SUHX ‘7 R1” AGANST CASE MAK NO

2009/12/0095.

THE REPLY WAS NOI'IENABIE AS ITSHOWED HAT'THE PPO (GODE WHICH WAS A UNQUE HHID
WAS AEPING A DIPHCAE NUMBER AS SUH THE SYSIEM WAS SISCEPTBIE O
MANPUATONS RAISING CONCERNS ABOUTRHIABIITTY OF THE SYSIEM.

1.3.6 Conclusion |

* DPIS HAD DEHAENIES RHAED 1O SYSIEM DESIGN INPUT CONIRJS, DAIA
BACKIP AND SEORTY CONIRJS. THS RESUTIED IN INEFHECITVE MANAGEMENT OF THE SYSIEM
AND INCRVIATON GENERATED HFOM THE SYSIEM. WAS NOT'FULY RHIABIE AND SAHE. LAK OF
ADTTRAL MACE IT DIFHAUT 1O ENSURE ACOUNABITTY AND RESPONSIBIITY FOR ACIONS
PERORVIED USING THE SOFIWARE

* THERE WERE DHAYS PERSISING IN DISPCSALCF CASES AND THE SYSIEM WAS NOT
ABIE O SHOW AN AE ANAIYSIS OF THE SAME. SOME IMPORIANTCOMPONENS IIKE CACOUATON
OF COMMURION LTA, TRANSHROF PENSION WERE YET'TO BE COMPUIERSED

* THE SIAF OF DOP WERE NOT'RANED IN HANDING 'HE DPIS AND WERE RULY
DEPENDENTON AN OUBOURED SIAHE

% PPO (ODE- ADP/PPO/GP0O/2011/004128.
%5 1) AJAYKR HQA ANDII) KUKB UDDIN BABHIYAN
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* THE COMPUERSATON PROGRAVIME, WHICH HAD STARIED EIGHT YEARS BAK, WAS
YEI'O BE COMPIEIED IN TERVIS OF RILENCIONAILTY, INDICAING DEHAENAES IN PIANNING
AND IMPIEMENIATON OF HE PROBECT

| 1.3.7 Recommendations

GOVERNMENT MAY (CONSIDER INTTAING NECESSARY ACTON 'O IMPIEMENT THE FOLOWING
RECOVMMENDATONS:

* a well-defined IT policy for password management, data backup and Business
Continuity be laid down;

* training of staff engaged in implementation of the project may be ensured and
strengthened;

deficiencies observed due to non-mapping of pension processing rules into the
system accurately may be set right besides ensuring correctness of data entry,
with adequate input controls and validation checks; and,

* a time bound programme for implementation and exe cution of the modules not
implemented so far, be drawn and implemented.
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