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PREFACE

The Report of the Comptroller and Auditor General of
India for the year ended March 2023 has been prepared
for submission to the Governor of Kerala under Article
151(2) of the Constitution of India, for being laid before
the State Legislature.

This Report contains the results of Performance Audit on
Integrated Financial Management System - Kerala
covering the period from 2016-17 to 2022-23.

The instances mentioned in the Report are those which
came to notice in the course of the Performance Audit
conducted during April 2022 to June 2023, September
2023 to October 2023 and June 2024 to July 2024.

The Audit has been conducted in conformity with the
Auditing Standards issued by the Comptroller and
Auditor General of India.
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EXECUTIVE SUMMARY

Why we did this Audit?

The Integrated Financial Management System-Kerala (IFMS-K) is a web based
financial accounting system developed by National Informatics Centre (NIC) to
achieve effective financial management of the State by integrating financial
transaction of Government with all stakeholders such as Finance Department,
Treasury Department, Administrative and Line Departments, Accountant
General (Accounts & Entitlement), Reserve Bank of India (RBI) and Banks.

The project was expected to make budgeting processes more efficient, improve
cash flow management, strengthen Management Information Systems, improve
accuracy and timeliness in accounts preparation, bring about transparency and
efficiency in public delivery systems, better financial and Human Resource
management etc.

Considering the importance of IFMS-K in rendering data to Government on a
real time basis for monitoring and for policy making, CAG took up this
Performance Audit covering the activities during 2016-23. Of the ten modules,
five modules viz., Budget Management, Receipt Management, Expenditure
Management, Accounts and Audit Management and Core Treasury Savings
Bank (CoreTSB) were selected for scrutiny. The objectives of this Audit were
to ascertain whether (1) project planning, system development and
implementation procedures were adequate and effective (2) objective of the
system to bring effective financial control over budget allocation, receipt and
expenditure management of the State Government was achieved and (3)
Information System Controls and Security Controls in place were adequate and
effective in asset safeguarding and ensuring data integrity and provide for secure
and uninterrupted treasury operations.

What we found?

Due to absence of a Service Level Agreement (SLA), the government could not
provide a strong foundation for the implementation of the project. Review
meetings chaired by the Additional Chief Secretary (Finance) entrusted with the
implementation of the project, became the forum for raising Change Requests
based on stakeholder inputs. These review meetings failed to manage the project
effectively, as documentation regarding the status of change requests and
actions taken remained unavailable, leading to dependence on the System
Integrator.

Contrary to the envisaged Software Development Life Cycle model, the
modules continued to be developed in a piecemeal manner by NIC extending
over a period of eight years. The decisions taken during the IFMS-K review
meetings were relied upon as the sole action points for further development.

Audit found that the details in respect of data migration tools employed and log
analysis were not available with the department. Signed pre-migration and post-
migration reports confirming the completeness of migration, exception reports
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(errors/ integrity error reports) generated during data migration and its
rectification and confirmation obtained by treasuries were also not available.

Acceptance Test Plan was not prepared and there was no secure test
environment segregated from the development and production environments.
No third-party professional testing agency was entrusted with the Final
Acceptance Testing.

Strong Room Operation Management and Liability Management sub modules
which are part of fund management were not developed. Out of the 251
requirements specified in the approved Functional Requirements Specification,
100 requirements were not developed. These requirements were not addressed
during the IFMS review meetings also.

Kerala Treasury Code/ Kerala Financial Code and budget manuals were not
amended to align with re-engineered business processes. Thus, the government
failed to form an action plan on Business Process Re-engineering and amend
Codal provisions prior to making systemic changes.

The process of budget preparation is not fully automated in Budget Monitoring
System application and the access to it has been limited to the Chief Controlling
Officers level. The Budget 2.0 application lacked validation control to restrict
the additional authorisation up to the savings in other units of appropriation. The
modification subsequently made by AG (A&E) in the expenditure figures were
not reflected in Budget 2.0 application.

The system lacked validation control to prevent re-appropriation of excess/
savings from one unit of appropriation to another, or resumption of funds
surrendered by the Controlling/ Disbursing officers after the close of the
financial year. There is no provision in the system to analyse probable savings
within the grant and to calculate supplementary demands for Grant required for
regularising the additional authorisation.

Budget Allocation and Monitoring System database showed that the system
allowed booking of negative figures in respect of budget ‘Allotted Amount’
under specified ‘Head_ID’s. Negative figures in the Budget allotted amount
were noticed in 11 instances in respect of 10 DDOs.

The functionality of auto calculation of penal interest for delayed credit of
money to government account by agency banks has not been developed. Timely
defacement of challans is not done and only 44 per cent of challans have been
defaced. No time limits are set for processing refund applications and 31 per
cent of applications are pending disposal.

Expenditure module had deficiencies, such as the absence of sanction orders or
proceedings within the system due to which the Treasury had to rely on physical
copies of the bills for processing payments. The HR application - SPARK
contained inconsistent and invalid data which defeated the objective of the
system.

(viii)



Executive Summary

In the Accounts and Audit module, there existed a risk due to unprofessional
backend access to the database, which allowed stored procedures to be executed
by manually editing ‘date’ variables. The system is not capable of reconciling
GST transactions which resulted in unreconciled amount of GST.

Core Treasury Savings Bank module had deficiencies, such as the non-
migration of accounts from TIS to TSB and the lack of system controls for
closing inoperative PD accounts. Negative balances were noticed in 3,136
accounts maintained in TSB. Non-capturing of KY C details for accounts, issues
in signature verification and absence of maker-checker process for transactions
below 50,000 increased the likelihood of unintentional errors and possibility
of malpractices during the operation of these accounts.

Government failed to carry out third-party independent testing and did not
conduct a security audit for any IFMS-K applications. Also, the system
permitted multiple logins across various web-based applications. The state
budget application was operating on an unlicensed version of DB2. No Database
Administrator was available and the Business Continuity/ Disaster Management
Plan was also not devised.

What we recommend?
We have made 46 recommendations as given below:
PROJECT PLANNING, DEVELOPMENT AND IMPLEMENTATION

» Government should initiate the process to conduct Business Process Re-
engineering and complete it in a timely manner to ensure synergy between
existing processes and new processes.

» Government should fix timelines for implementation of various
functionalities of the different functionalities in IFMS-K.

» Government should formulate a Requirement Traceability Matrix and a
Performance SLA to ensure timely completion of requests raised and assure
minimum performance standards.

BUDGET MANAGEMENT

» Government should initiate the automation of the BMS and its integration
with the Budget application in a timely manner.

» Government may augment the budget module to accurately identify savings
within grants and develop a system to monitor and track any additional
authorisations to ensure timely regularisation of expenditure.

» Government should initiate steps to automate budget module to continuously
track and update figures in the heads of accounts while keeping a trail of the
changes made. Figures booked by the AG (A&E) need to be captured in the
budget module for improving efficiency and accuracy in the budgeting
process.
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» Government should establish a time frame for developing the functionality
for additional fund request in the BAMS at the DDO/ SCO level.

» Government should conduct a review of all reports generated by the BAMS
to ensure that they align with requirements and accurately reflect financial
data.

» Government should fix a time frame for opening the new sub head under the
Public Works Deposit head for improved transparency and precise tracking
of funds.

RECEIPT MANAGEMENT

» Government should develop a functionality to periodically secure account
statements from banks via the e-Treasury system to enable system based
cross verification, auto detection of transaction errors and synchronised
settlement. Government should recover the amount lying in the pooling
accounts from the banks and responsibility may be fixed for not obtaining
monthly statements and account statements.

» Government should develop a functionality in IFMS-K to auto calculate and
claim interest and liquidated damages from banks for delayed credit of
money to Government account.

» Government should modify the application to ensure that every challan
defaced is stamped with unique defacement number and the total defaced
amount do not exceed the challan amount.

» Application's self-sufficiency may be ensured by including comprehensive
reporting on refund requests to identify lapses and take corrective actions.
GRN needs to be included in receipts generated by integrated departments.

» Government should fix a time frame for refund procedures on sale of stamps
to be made online.

» Government should implement a functionality in IFMS-K to provide partial
refund in the Treasury so that the concerned departments can draw bills only
for the sanctioned amount.

» Government should develop a functionality in IFMS-K to map the DDO
codes while accepting the challans through the CREDIT.

EXPENDITURE MANAGEMENT

» Government should implement a validation system to ensure completeness
of data and documents before submission, reducing errors and improving
process efficiency.

» Government should upgrade the CoreTIS application to incorporate facilities
to allow the Treasury Officer to monitor pending bills at the Accountant
level, access detailed reports on bill status and required actions, and review
Accountant objections to ensure accountability and prevent delays.

)



Executive Summary

» Government should fix a time frame for integration of SPARK with treasury
systems for efficient DDO-DSC approval.

» Government should fix a time frame for software modification to ensure
uploading of sanction order for passing bills.

» Government should strengthen the system to prevent the issuance of advance
bills in violation of the guidelines and implement automatic interest charges
for delayed settlement of advances.

» The system should be updated to ensure that bills are not routed through BDS
when the original debit head pertains to a deposit head of account.

» A separate weekly report of unsettled bills may be generated with detailed
bill specifications, DDO information, and an age analysis to prioritise
overdue cases.

» Government should implement validation checks to ensure data consistency
and accuracy by enforcing unique identifiers (e.g., PEN and GPF numbers)
and validating mandatory fields like PAN.

» Government should implement validation check to ensure that e-TSB
accounts are created only once per unique PEN.

» Government should fix a time frame for integration of SPARK with software
of KPSC for recording details of departmental exams.

> Government should fix a time frame for software modification to restrict the
LWA period to five years.

» Government should implement a functionality in SPARK to mark end of
service event in employee data and to process further payments to ex-
employees only after this is specifically permitted by the DDO in the system.

» Government should fix a time frame for updation of the EMLI application to
capture additional information.

ACCOUNTS AND AUDIT MANAGEMENT

» Government should enhance the IFMS-K system to enable automatic
reconciliation of scrolls from the RBI and GSTN, facilitating the generation
of a Memorandum of Error.

CORE TREASURY SAVINGS BANK

» Government should take necessary action to reconcile and migrate data to
TSB in a time-bound manner.

» Government should initiate action to mandatorily update the KYC details of
customers in TSB system.

» Government should update the system by making it mandatory to capture the
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signature of all customers in the database and ensure that cheques are passed
only after verification against signature captured.

» Government should initiate action to enable maker-checker process for
transactions below 50,000 in TSB system to prevent unauthorised or
fraudulent transactions.

» Government should implement measures to prevent negative balances in
TSB accounts in order to curb fraudulent transactions and proper testing
needs to be conducted to ensure the same.

» Governement should initiate action to specifically accomodate all the
operations of PD accounts in IFMS-K.

» Government should update the TSB module, so that on resumption the
amounts are credited to the concerned heads of account from where the
expenditure was initially incurred.

INFORMATION SYSTEM SECURITY CONTROLS

» Government should limit user sessions to single login per account and a
single account from a computer at a time to enhance security.

» Government should fix a timeline for completing the data migration and
ensure supported Database Management Systems are used.

» Government should fix a time frame to notify IFMS-K as a Critical
Information Infrastructure.

» Government should fix a time frame to implement a Data Retention Policy.

» Government should fix a time frame to establish a far DR and also for settling
the claim of NIC.

» Government should fix a time frame for Disaster Recovery Plan.

» Periodic DR drills may be scheduled, conducted and recorded and post-drill
analysis may be undertaken to review the lessons learned.

» A ticket based online issue reporting mechanism should be designed for
entire suite of applications in IFMS-K, categorising issues based on nature
and urgency and fixing timeline for resolution.

» Government may expedite follow-ups with the firm and promptly recover the
amounts due by enforcing contractual obligations.

Government’s response to audit recommendations

Government, while responding to the Audit observations, assured necessary
corrective action wherever required. Audit acknowledges and appreciates the
corrective action taken/ proposed by the Government to bring required controls
and facilities in IFMS-K to address issues pointed out in this report.

(xii)
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CHAPTER-I
INTRODUCTION

1.1 Evolution of the Integrated Financial Management System-

Department of Finance (DoF) of Government of Kerala (GoK) is the custodian
of State exchequer and is responsible for (i) overall management of State
finances from budget preparation to allocation, (ii) budget control through
continuous monitoring of expenditure and revenue and (iii) ensuring that debt
obligations are met. The Directorate of Treasuries keeps accounts of receipts
and payments made to/ by the State Government/ Departments and plays a key
role in supporting the Department of Finance in passing bills as per budget
provision and generation of monthly accounts.

The computerisation of treasury processes in Kerala began in 2000 with a
distributed standalone system called Treasury Information System (TIS) which
laid the foundation for more advanced systems. By 2014, the State transitioned
to a centralised system viz. Core Financial Management System (CFMS),
significantly enhancing the efficiency and integration of financial operations.
Building on the progress of CFMS, the Department of Finance launched the
Integrated Financial Management System-Kerala (IFMS-K) project in 2015-16,
aiming to further streamline and modernise treasury functions. IFMS-K aims to
achieve effective financial management for the State by integrating the financial
transactions of the State Government with all key stakeholders, including
Department of Finance, Department of Treasuries, different Administrative and
line Departments, Accountant General (Accounts & Entitlement) [AG(A&E)]},
Reserve Bank of India (RBI), and various banks. The project aimed to enhance
the efficiency of budgeting processes, improve cash flow management,
strengthen Management Information Systems (MIS), ensure greater accuracy
and timeliness in accounts preparation, promote transparency and efficiency in
public delivery systems and improve financial and human resource
management.

1.2 Organisational Structure

The Additional Chief Secretary, Department of Finance, leads and oversees the
department at Government level, to ensure that implementation of the project
aligns with the State's financial goals and policies. The Department of
Treasuries, under the administrative control of the Department of Finance, plays
a crucial role in the project, being primarily responsible for the receipt and
payment of money on behalf of Government and maintaining accounts.

1 Abbreviations used in this report are listed in the Glossary.
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1.3  System Architecture

Development of the IFMS-K suite of applications was entrusted to the National
Informatics Centre (NIC). IFMS-K designed as a centralised web-based
financial accounting system integrating transactions among the stakeholders
and the public. Multiple Database Management Systems (DBMS) ranging from
proprietary systems like IBM's DB2, which forms the backbone of all treasury
applications to open-source alternatives such as PostgreSQL and Maria DB are
brought together in IFMS-K. The network infrastructure comprises KSWAN,
BSNL, Treasury Intranet, Railtel and the State Data Centre. IFMS-K provides
access to users through web portals and mobile applications, serving both
internal stakeholders and the public.

The overall solution architecture of IFMS-K is given in Exhibit 1.1.
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Exhibit 1.1- Architecture of IFMS-K
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1.4

Modules of IFMS-K suite of applications

To ensure interaction between multiple systems within the departments? and
with other stakeholding departments/ agencies, and to promote a unified
approach to managing the State’s finances, ten modules were developed in
IFMS-K suite of applications based on basic functionality and 18 applications
were developed under these modules. The modules and their applications are
given in Table 1.1.

Table 1.1
Statement showing various modules and its applications

Modules Applications
1. Budget Management | BMS (Budget Monitoring System)
Budget 2.0
BAMS (Budget Allocation and Monitoring System)
2. Receipt Management | e-Treasury
CREDIT (Cash Remittance and Deposit in Treasury)
3. Expenditure BIMS (Bill Information and Management System)
Management SPARK (Service and Payroll Administrative Repository for
Kerala)
CoreTIS (Core Treasury Information System)
EMLI (Effective Management of Issuance of Letters of
Credit)
BDS (Bill Discounting System)
4. | Accounts and Audit | IAMS (Integrated Accounts Management System) -
Management (middleware solution for pushing data to the VLC and
rendering accounts to AG)
5. | Cash Management WaMS (Ways and Means System)
iSOFT (Information System of Financial Transactions)
6. | Fund Management e-Ledger (Electronic Ledger Management System)
7. | Core Treasury | Core TSB (Treasury Savings Bank)
Savings Bank
8. | Pension Management | PIMS (Pension Information and Management System)
9. | User Management UMAS (User Management and Administration System)
10. | Stamp Management CRA (Central Record Keeping Agency) E-stamping

2 Department of Finance and Department of Treasuries.
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15 Audit Objectives

The Performance Audit (PA) on IFMS-K sought to ascertain whether:

I. project planning, system development and implementation
procedures were adequate and effective;

Ii. objective of the system to bring effective financial control over
budget allocation, receipt and expenditure management of the State
Government was achieved; and

iii. Information System Controls and Security Controls in place were
adequate and effective in asset safeguarding and ensuring data
integrity and provide for secure and uninterrupted treasury
operations.

1.6 Audit Criteria
The criteria for PA were derived mainly from
= Kerala Financial Code
= Kerala Treasury Code
= Kerala Budget Manual
= Kerala Service Rules

= To-be and Functional Requirement Specification (FRS) document
of IFMS-K

=  Generally accepted principles of Information Systems Governance,
development and maintenance

=  Government Orders, Notifications, Guidelines and Circulars issued
by the State Government/ Government of India from time to time.

1.7 Audit scope and methodolog

The PA was conducted during April 2022 to June 2023, September 2023 to
October 2023 and June 2024 to July 2024 covering the period 2016-17 to 2022-
23. Audit focused on five modules and its 12 applications relating to Department
of Finance and Department of Treasuries for detailed scrutiny.

The module and application wise details are as given in Table 1.2.




Performance Audit on Integrated Financial Management System - Kerala

Table 1.2
Modules and applications examined in Performance Audit
Module Application ‘ Managed by
Budget Management BMS Department of Finance
Budget 2.0
BAMS
Receipt Management e-Treasury Department of Treasuries
CREDIT
Expenditure Management BiMS Department of Treasuries
CoreTIS
BDS Department of Finance
SPARK
EMLI
Accounts and Audit Management IAMS Department of Treasuries
Core TSB Core TSB

Audit methodology included the following.
e Analysis of documents related to project implementation
e Analysis of data from the databases of selected modules
e Analysis of application controls
e Test check of records of selected treasuries

Audit objectives, criteria and scope were discussed with the Principal Secretary,
Department of Finance in an Entry Conference (June 2022). An Exit Conference
was conducted (February 2023) with the Principal Secretary, Department of
Finance and the findings were discussed.

For detailed scrutiny, out of the 23 District Treasuries in the State, six® District
Treasuries were selected based on expenditure booked for the period 2018-21.
12* sub-treasuries out of 61 sub-treasuries under the selected six District
Treasuries were also selected. e-Treasury, being the online facility for revenue
collection of GoK was also selected for scrutiny. Field units were visited to
identify manual intervention due to incomplete integration and to gain insight
on data collection process.

3 District Treasury Thiruvananthapuram, Thrissur, Kollam, Malappuram, Wayanad and Pala.

4 Sub Treasury Kuravilangad, Kollam, Vythiri, Chelakkara, Wandoor, Meenachil, Varkala,
Sulthan Bathery, Chavakkad, Perinthalmanna, Vellayambalam and Pension Payment Sub
Treasury Kollam.




Introduction

1.8 Acknowledgemen

Audit acknowledges the co-operation and assistance extended by the State
Government and NIC in the conduct of this Performance Audit.

19 Report structure

The audit findings are grouped under the following chapters:
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CHAPTER-I1I1

PROJECT PLANNING, DEVELOPMENT AND
IMPLEMENTATION

Integrated Financial Management System (IFMS-K) in Kerala, initiated by
Government of Kerala and led by the Department of Finance, aimed to
integrate all financial transactions relating to Government of Kerala. The
review meetings chaired by the Additional Chief Secretary (ACS) of
Department of Finance, entrusted with ensuring the implementation of the
project, became the forum for raising Change Requests based on stakeholder
inputs. These review meetings failed to manage the project effectively, as the
status of change requests and actions taken on the decisions were not
documented, leading to continued dependence throughout the
implementation on the System Integrator (S1)°. Government did not enter into
a Service Level Agreement (SLA) with SI though such an agreement was
executed for a similar project. Absence of comprehensive documentation led
the project which commenced eight years ago to extend indefinitely.

2.1 Introduction

The IFMS-K project aims to integrate all financial transactions of GoK in real-
time, and to ensure financial discipline. Evolving from the Core Financial
Management System (CFMS) introduced in 2011-12, IFMS-K was developed
by the National Informatics Centre (NIC). IFMS Review Committee chaired by
ACS, Department of Finance was formed to oversee all the aspects of project's
implementation with the meetings required to be scheduled every week.

2.2 Shortfall in the conduct of review meetings|

The review meetings were key to implementation of the project, ensuring
adherence to timelines, addressing challenges, and making necessary
adjustments. The deficiencies noticed in project management are discussed in
the subsequent paragraphs.

Audit noticed that during the three financial years from 2020-21 to 2022-23,
only 30 review meetings were conducted against the requirement of 156°
meetings (19.23 per cent). Audit identified gaps of up to 10 months between
consecutive meetings in two instances. It was also noticed that the decisions
made in the review meetings were not periodically reviewed, and Action Taken
Reports (ATR) on the decisions were not available in the department.

Audit observed that the above shortfalls made it difficult to measure actual
completion of tasks against the set deliverables. The implementation timeline
was set by the Review Committee in April 2015 as 14 months, whereas the
project is still ongoing.

5 A system integrator helps combine different technologies into one working system.
& 3 (years) x 52 (number of weeks in a year).
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Government stated (November 2024) that regular review committee meetings
were conducted under the chairmanship of the Additional Chief Secretary,
Department of Finance. In each such meeting, targets were fixed for each and
every entity and the action taken was reviewed or discussed in the very next
meeting.

The reply is not tenable, as review meetings were not conducted in the frequency
stipulated and documentation is not available regarding ATRs on decisions
taken during the meetings. Further, the inordinate delay of eight years from the
initial timeline set, clearly establishes the failure in monitoring the
implementation effectively.

NIC, being a Total Solution Provider (TSP) and having developed treasury
systems from 2004, was entrusted with the development of IFMS-K without
competitive tendering. Guidelines issued (September 2009) by the Information
Technology Department on e-Governance initiatives implemented by
Government departments stipulate that, in case project is executed by TSP, a
detailed Service Level Agreement (SLA) should be signed with the agency. The
SLA must clearly specify in detail the scope of the work, deliverables with time
schedule, monitoring mechanism for supervising the service levels, penalties for
failure to deliver as per the prescribed SLAs and other requirements as specified
in the guidelines.

Audit noticed that:

1) Government did not enter into SLA with NIC, in the absence of which
key performance benchmarks viz., secure timely deliverables, timelines
of project implementation, and monitoring mechanisms for supervising
service levels were not established. This deficiency persisted throughout
the implementation, as no such targets were set during review meetings
also.

2) The task of preparation of Functional Requirement Specification (FRS)
was entrusted to SeMT’ and NIC was advised to prepare System
Requirement Specification (SRS) based on the FRS. Both FRS and SRS
were to be completed by July 2015. Though FRS was prepared by SeMT
and was approved in August 2015, NIC did not prepare any SRS. In
addition, Functional Audits could not be conducted by third party
Auditor (STQC?) due to lack of SRS.

The Administrative Reforms Commission, Government of Kerala also
highlighted in its 11" report (January 2021) that due to absence of SLA,
penalties covering deliverables, timeframes and performance of applications
delivered by TSP were not defined and the departments ended up in a
disadvantageous situation after spending considerable amount of time and

7 State e-Governance Mission Team.
8 Standardisation, Testing and Quality Certification Directorate.
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money. Failure to follow FRS resulted in modules envisaged therein not being
developed as pointed in Paragraph 2.10 of this Report.

Government stated (March 2023) that usually NIC does not execute SLA with
the user departments and To-Be and FRS prepared by SeMT was not approved
as it was not easy to develop the drastic changes in the modules necessitated due
to change request from various domains. Government further stated (November
2024) that on formulation of IFMS-K, SLA was not entered into and now the
initial target points have been completed and applications started functioning in
core environment.

Government reply stating NIC does not execute SLA and To-Be and FRS
prepared by SeMT was not approved is factually incorrect as NIC has executed
(May 2014) SLA with Government of Kerala for the implementation of “e-
District MMP in Kerala” and the FRS prepared by SeMT was approved in the
review meeting (August 2015).

2.4 Absence of physical and financial targets

As per the adopted practice, NIC accesses the requirement on procurement of
hardware and networking devices and software licences based on functional/
modification request from the stakeholders, which are further discussed in the
review meetings. Thereafter, administrative sanction for incurring expenditure
is accorded by the Department of Finance. The requirements raised by NIC were
further referred to the Technical Committee and purchase is effected by
tendering. As such, in the absence of SLA, physical as well as financial targets
were not set by the Department. Similarly, such targets were not set in the
review meetings also.

The year-wise details of expenditure and component wise cost incurred for
IFMS-K project is as detailed below in Table 2.1.

Table 2.1
Year wise Expenditure Component wise cost incurred
Period Expenditure Component name Expenditure
(R in crore) (R in crore)
Upto 2014-15 4.42 Far Disaster Recovery site, 2.20
Near Disaster Recovery site
2015-16 1.37 Hardware 3.22
2016-17 1.64 Networking 1.53
2017-18 3.65 Training 0.06
2018-19 0.73 Software purchase 14.98
2019-20 4.08 Security auditing/ testing 0.12
2020-21 1.06 Payment to NIC for 8.85
developers
2021-22 9.30 Database Administrator and 1.47
System Administrator
charges
2022-23 8.05 AMC 1.02
Others 0.85
Total 34.30 Total 34.30

(Source: Calculated by Audit from the records made available).
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Total cost of the Project amounted to 334.30 crore (March 2023). Purchase of
software for X14.98 crore (43.67 per cent) constituted the major share of the
project.

Absence of physical and financial targets hinders monitoring and evaluation of
progress against the objectives of the project.

2.5 Absence of specific Head of Account for booking

List of Major and Minor Heads of Account® provides that the details of each
Scheme/ Project/ Programme, etc., as the case may be, shall be indicated at the
sub-head level below the standard minor head. Likewise, at the detailed head
and object head levels, details of sub-schemes or activities and object of
expenditure shall be indicated respectively.

Audit observed that no specific sub-head of account was allotted for meeting
expenditure relating to the implementation of IFMS-K and the expenditure is
being booked under Major heads of account 2054-Treasury and Accounts
Administration, 3451-Secretariat-Economic services etc. In the absence of a
separate sub-head of account, Audit could not ascertain the amount expended
against the amount allotted for the project.

Government stated (July 2023) that new sub-heads have been opened® for
distinct classification of IFMS-K. The sub-heads were opened under the heads
3451-00-090-88 and 2054-00-095-93.

However, Audit observed that even though expenditure was booked under the
head 2054-00-095-93 from the year 2023-24 onwards, no expenditure is seen
booked under the head 3451-00-090-88 till date (August 2024).

2.6 Failure to undertake Business Process Re-engineering
Exercise

An organisation changing from a manual to a computerised environment would
conduct a Business Process Re-engineering (BPR) exercise. BPR involves re-
engineering of the existing processes and introduction of new processes where
necessary, to ensure synergy of these processes with electronic systems.

The guidelines of Mission Mode Project issued by Gol (July 2010) on Treasury
Computerisation envisaged that each State/ Union Territory is required to
prepare an action plan covering inter alia the changes required in procedures,
practices, codes, manuals and laws such as provision for use of digital
signatures, file formats, transfer of funds electronically etc., with explicit
timelines to ensure achievement of these objectives. Accordingly, when
amendment to Codal provisions is required, Government would first issue the
Government Order and mention therein that updation of Codal provisions will
be undertaken.

® Para 4.1 read with Note below para 3.1 of General Directions.
10 GO(Rt) N0.1318/2023/Fin dated 22 February 2023.
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Audit observed that neither Kerala Treasury Code, Kerala Financial Code and
Kerala Budget Manual were amended to align with the re-engineering of the
business process, nor any action plan was formed to amend codal provisions
prior to making systemic changes.

Government stated (November 2024) that treasury department will take
necessary action to initiate the process to conduct BPR and complete it in a
timely manner.

Recommendation No. 1

Government should initiate the process to conduct Business Process Re-
engineering and complete it in a timely manner to ensure synergy between
existing processes and new processes.

2.7 Deviations from Agile

Government claimed that IFMS-K adopted the Agile'! Software Development
Methodology, which allowed tasks identified in weekly review meetings to be
discussed, finalised, and assigned for development in a continuous manner
throughout the project lifecycle. However, it was seen that instead of following
Agile methodology, the development of modules was done on an incremental
basis on decisions made in review meetings. This shift in methodology lacked
formal task identification, prioritisation, and documentation. Thus, the project,
which was initially proposed to be completed within two years, deviated
significantly from the timeline resulting in incomplete modules and delays.

Key deviations from Agile principles as outlined in the Agile INndEA Framework
issued by the Ministry of Electronics and Information Technology (2019), as
identified by Audit, is given in Table 2.2,

Table 2.2
Critical Elements and findings

Sl. Deviations from Critical RENES

\[o} Elements in Agile
methodology

1. | Absence of Timelines The project did not follow structured timelines, such
as Agile “Waves and Surges,” leading to unstructured
development cycles.

2 | Undefined Roles Critical roles like the Arch-Dev-Ops Process
Engineer, essential for guiding Agile practices and
coordination, were not defined.

3. | Lack of Iterative Records No documentation of surges or iterations, their tasks,
and completion timelines was maintained,
undermining Agile's iterative approach.

4. | Lack of Backlog The absence of an updated product backlog hampered
task prioritisation and adaptability.

11 A project management approach that focuses on iterative development, where tasks are
divided into small stages, allowing for continuous collaboration, feedback, and flexibility to
adapt to changes throughout the project lifecycle.

13



Performance Audit on Integrated Financial Management System - Kerala

Sl. Deviations from Critical
\[o} Elements in Agile
methodology
5. | Absence of Feedback Regular workshops and stakeholder consultations
Mechanism vital for continuous feedback, were not conducted.
6. | Lack of Progress Tracking | There was no mechanism to track progress through
mechanism Key Performance Indicators aligned with project
goals.

Government stated (November 2024) that at this stage of rollout of applications,
it is not practically feasible to review the model being continued.

The reply is not tenable as the absence of essential elements outlined in Agile
IndEA framework has led to inefficiencies and risks in implementation as
brought out in Paragraphs 2.10 and 2.11.

2.8 Absence of documentation on legacy data migration

As per the Technical Guide on Data Migration'?, during legacy data migration,
the tools were to be identified and tested, log was to be verified for errors and
mitigation and pre-migration and post-migration reports are to be generated
confirming completeness of migration. The reports were to be signed by an
authorised official along with the personnel from migration team.

Audit noticed that the data from individual standalone servers (Treasury
Information System) in treasuries were migrated to the core treasury platform
during the initial phase of IFMS-K. However, for migrating the data, the
treasury neither adopted a data migration technology/ migration plan nor
constituted a dedicated migration team with well-defined roles and
responsibilities.

Audit observed that details in respect of data migration tools employed, log
analysis, signed pre-migration and post-migration reports confirming the
completeness of migration etc., were not available with the Department.
Exception reports (errors/ integrity error reports) generated during data
migration and rectification and confirmation obtained from treasuries were not
available. Problems faced in IFMS-K due to data migration has been included
in Paragraph 7.2 of this Report.

Government stated (November 2024) that earnest efforts were taken by the
treasury official to migrate error free data to the core platform. The reply is not
tenable as the discrepancies related to data migration pointed out as stated above
have not yet been resolved.

12 Issued by Committee on IT, the Institute of Chartered Accountants of India.
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2.9 Absence of mechanism for Acceptance Testing

Government of Kerala issued guidelines (September 2009)2 for
implementation of e-governance projects in the state which inter-alia provides
for a proper mechanism for Acceptance Testing before deployment of
applications in the production server as stated below:-

(@ The Acceptance Test Plan (ATP) shall be ready by the time the
Application Software is developed. The test plan shall include sample
data for testing and expected results and the plan should be approved
by all relevant parties.

(b) The test environment should be secure and shall be segregated from
the Development and the Production environment. The Acceptance
testing shall be conducted by a team of functional experts nominated
by the IT Division of the Department/ Organisation.

c)  The software developer shall not do the Final Acceptance Testing. The
Final Acceptance Testing should be conducted by a third party who is
a professional testing agency and should be selected through
transparent tendering process.

Audit scrutinised the mechanism of testing of applications available and
observed that criteria specified in the guidelines were not followed and no
dedicated software testers were involved by NIC.

Absence of such dedicated testers compromised the thoroughness and
effectiveness of the testing process, which is evidenced by the existence of
negative balance in Treasury Savings Bank accounts which has been
commented in Paragraph 7.7 of this Report.

Government stated (November 2024) that now for every new change to be
made/ incorporated in the IFMS-K, acceptance testing against the Functional
Requirement is being done and the occurrence of negative balance in the
accounts is restricted now.

The reply is not tenable as non-adherence to the guidelines, which mandated the
engagement of a dedicated testing team and professional testing agency,
adversely affected the effective validation of the system's readiness and
reliability.

2.10 in Functional

Non-development of modules envisaged
Requirement Specification

For the implementation of IFMS-K, the FRS prepared by SeMT, envisaged
development of seven modules and NIC developed ten modules. The modules
that were envisaged and the modules that were developed are as given in Table
2.3.

13 GO(P) N0.24/2009/ITD.
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Table 2.3
Modules envisaged Vs Modules developed

Sl Modules Envisaged Sl Modules Developed
No. No.
1 Budget Management 1 Budget Management
2 Receipt Management 2 Receipt Management
3 Stamp Management
3 Expenditure Management 4 Expenditure Management
5 Pension Management
4 Accounts and Audit Management 6 | Accounts Management
5 Cash Management 7 Cash Management
6 Fund and Liability Management 8 Fund Management
7 Strong Room Operation 9 Core TSB
Management 10 | User Management

(Source: FRS document).

Audit noticed that the Liability Management sub module which was part of
Fund Management module and the module for Strong Room Operation
Management were not developed.

Government stated (November 2024) that the sub module Liability
Management And Strong Room Operation Management have been kept in
abeyance as far as treasury department is concerned. The reply is not tenable as
absence of these modules would lead to inefficiencies in tracking financial
obligations and increased risk in treasury operations.

based on requirements

Audit verified five modules in IFMS-K namely Budget module, Receipt
module, Expenditure module, Accounts module and CoreTSB module. Except
CoreTSB, the other four modules are part of FRS. On verification of the
requirements for the four modules in FRS against the functionalities that are
implemented in IFMS-K, it was noticed that many functionalities envisaged
were not developed. The details are given in Table 2.4.

Table 2.4
Number of functionalities not developed

Sl Name of Module/ sub-modules No. of envisaged No. of
requirements requirements not
developed

1 Budget Preparation, Resource 71 37
estimation & Budget Approval

2 Budget Allocation 10 7

3 Budget Re-appropriation/ Re- 26 12
Allocation
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Name of Module/ sub-modules No. of envisaged No. of
requirements requirements not
developed
4 Receipt Online Collection 21 1
5 Payment at Department’s counter/ 11 2
Field Officer/ FRIENDS

6 Refund 10 6
7 Bill preparation and submission 27 9
8 Bill processing and payment 24 8
9 Accounts Preparation/ Compilation 51 18

Total 251 100

(Source: FRS document).

Out of the 251 requirements specified in the approved FRS, 100 requirements
were not developed in IFMS-K. Additionally, these requirements were not
addressed during the IFMS review meetings also. The shortfalls in IFMS-K due
to non-development of these functionalities are discussed in the subsequent
chapters.

Government stated (November 2024) that some functionalities are under
development stage and some items can be introduced in the long run with
detailed discussion with the authorities concerned.

Recommendation No. 2

Government should fix timelines for implementation of various
functionalities of the different functionalities in IFMS-K.

2.12 Inadequacy of change management

In IT organisations, the change management process is normally used to manage
and control changes to assets, such as software, hardware, and related
documentation. Change controls are needed to ensure that all changes to system
configurations are authorised, tested, documented and controlled so that the
systems continue to support business operations in the manner planned, and that
there is an adequate documentation of changes.

Audit noticed that based on the decisions in the weekly review meetings,
frequent changes were made in the software versions. Audit observed that
details such as the dates and reasons for carrying out version changes were not
available on record. Further, there was no record of testing and acceptance of
the amendments carried out in the software.

Government stated (November 2024) that a change request procedure and
standard operation procedure are under preparation for tracking the
modifications in the software development.
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The reply is not tenable as change management process is essential to track
future changes and for testing and is an integral part in implementation of the
project.

Matrix and

2.13 Absence of Requirement Traceabilit
Performance Metrics

Requirement Traceability Matrix (RTM) is a document that maps and traces
user requirement with test cases. It captures all requirements proposed by the
client and requirement traceability in a single document. Further, it is necessary
that web applications respond quickly to the user request for efficient operation.
This requires that the application, database and server components are designed
and configured to deliver fastest response time which would be specified in the
form of Performance metrics involving multiple factors4 in Performance SLA.
Performance metrics based on uptime, service availability, response time,
MTTR?® etc., were to be specified to regulate the performance under all possible
ranges.

Audit observed that neither RTM nor performance metrics assuring minimum
specified performance was available for IFMS-K project. Absence of an RTM
led to department not being able to readily ascertain the tasks pending
development from time to time in terms of requirements. In the absence of
RTM, Audit could not confirm whether all the requirements specified in the
FRS or in change requests were finally brought into the application.

Audit further observed that criteria for monitoring application performance
during normal course and peak load time should have been made as there are no
yardsticks to assess performance of the system.

Government stated (November 2024) that the treasury department will carry out
the recommendations to formulate a RTM to ensure timely completion of
requests raised by the department to NIC. Regarding absence of performance
metrics, Government stated (March 2023) that the Treasury central server was
upgraded on the recommendation of the technical committee after verification
of analytical report in May 2022 as there were some performance issues reported
which mainly affected transactions and data processing. Government further
stated (November 2024) that the matter would be taken up with NIC.

Recommendation No. 3

Government should formulate a Requirement Traceability Matrix and a
Performance SLA to ensure timely completion of requests raised and assure
minimum performance standards.

14 Transaction volume, CPU utilisation, response time ranges and number of users.
15 Mean Time to Repair.
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CHAPTER-I1I
BUDGET MANAGEMENT

The objective of Integrated Financial Management System (IFMS-K) is to
integrate Finance and Treasury management functions to ensure effective
budgetary control in expenditure management. This could not be ensured
as the budget estimation module was limited to Chief Controlling Officer
(CCO) level and not integrated with Human Resources (HR) application
and the entirety of estimation was not automated. The Budget 2.0
application could not accurately evaluate savings within the grant leading
to excessive additional authorisations. VVoucher Level Computerisation
(VLC) System of Office of AG (A&E) was not integrated with the Budget
2.0 application and the business rules were not properly mapped in the
BAMS module leading to incurring expenditure without proper budget
provisions.

3.1 Introduction

IFMS-K aims to provide effective financial control over budget estimation,
budgeting, and the allocation of the approved budget for the State
Government. The core applications involved in this process are:

» Budget Monitoring System (BMS): Used for budget estimation,
receiving proposals from the CCOs etc.

» Budget 2.0: Utilised by the Department of Finance for budget
preparation, additional authorisation, supplementary demand for
grant etc.

» Budget Allocation and Monitoring System (BAMS): Employed
for allocating the budget up to Drawing and Disbursing Officer
(DDO) level.

The data flow in the budget applications starts with the Chief Controlling
Officers (CCOs) providing the budget estimates, to the Administrative
Department through the BMS. The Department of Finance after scrutinising
the estimates received through Administrative Departments, uploads the
data into the Budget 2.0 for the preparation of the State Budget. Once the
budget is passed by the Legislature, the allocation of the budget is managed
through the BAMS up to the level of DDO. Budget data from the
Department of Finance are also ported into the VLC system of Accountant
General (A&E). Based on the allocated budget, DDOs raise bills and
forward them to the respective Treasuries for processing and payment to the
beneficiaries. The major/ sub-major head wise transaction data generated in
each District Treasury is electronically transferred by the Director of
Treasuries monthly to AG (A&E). AG (A&E) then ports this data into
different sets of tables in the VLC system. The AG (A&E) prepares the
monthly Accounts (monthly Appropriation and monthly Civil Accounts)
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and Annual Accounts (Appropriation Accounts and Finance Accounts) of
the State Government from the VLC data.

The process of budget estimation and execution is given in Exhibit 3.1
below:

Exhibit 3.1
Process of budget estimation and execution

Budget estimates up to the CCO level are done manually
|
\

Sub
Controlling
Officers

(SCOs)

Administrative
Department/
Department of
Finance

Chief
Controlling
Officer (CCOs)

Legislature

Deficiencies in the Automation/ Integration in the Budget|

As per para 12 of Kerala Budget Manual (KBM), ‘Preparation of the budget’
marks the first of the budgetary stages which is a purely executive function.
As per circulars issued by Department of Finance, all Heads of Department
(HOD) shall submit the budget estimates to the Department of Finance
before mid-September that year. The HODs prepares estimates based on the
estimates submitted by Regional/ District Officers and the Administrative
Department, after scrutinising the estimates submitted by HODs, forward it
to Department of Finance for further scrutiny. The Department of Finance
captures this process through the BMS application of Budget module.

Audit observed gaps in automation/ integration of budget preparation
process in the BMS as given below:

1)  Sub Controlling Officers (SCOs) and DDOs submit their estimates
manually to CCOs, who consolidate them in prescribed formats and
upload them into the BMS. Non-capture of estimates by the BMS from
the primary level indicates incomplete automation of business rules. It
was also noticed that the proposals for plan schemes are still submitted
in physical formats, bypassing the BMS application entirely.

2)  Since the BMS lacks integration with the Budget 2.0 application, the
Department of Finance manually downloads departmental estimates
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figures from the BMS, scrutinises them, and issues final orders®® on
Part | and Part 11 estimates by January and re-uploads into the Budget
2.0 as proposals. Before issuing final orders, the estimation is
required!’ to be communicated to Administrative Departments for
seeking subsequent proposals, if any. The communication of estimates
and subsequent proposals between the Department of Finance and
Administrative Departments are conducted manually, highlighting
significant gaps in automation and system integration.

Government stated (November 2024) that steps are being taken to address
the deficiencies with the authorities concerned and to devise a long-term
solution. The workflow for integrating the BMS with the Budget 3.0 to
capture proposals has been prepared and is in the developmental stage, with
implementation expected in the near future.

The reply is not tenable as automation/ integration of budget preparation
process was to be incorporated at the implementation stage itself and in a
comprehensive manner.

Recommendation No. 4

Government should initiate the automation of the BMS and its integration
with the Budget application in a timely manner.

3.3 Deficiencies in the Budget 2.0 application

Budget 2.0 is the application for preparing the Budget of the Kerala
Government. This software manages budget activities like Budget
Estimation, Preparation of Budget, Preparation of Budget Documents, and
post budget activities like Additional Authorisation, Supplementary
Demands for grants, Contingency Fund Management, Re-appropriation of
Funds, Resumption, Regularisation of Funds, surrender of savings and
preparation of Alteration Memorandum.

The final approved estimates prepared by Department of Finance are
manually entered into the Budget 2.0 application as estimate against
proposals and then the Annual Finance Statement and supporting documents
are generated.

Prior to the financial year 2021-22, expenditure amounts were manually
entered into the Budget system, based on data furnished by the CCOs
concerned. In 2021-22, a new feature was implemented in the Budget system
for automatically capturing expenditure figures from the BAMS. Therefore,
the audit analysis of the Budget data covers the financial years 2021-22 and
2022-23 only. The deficiencies noticed are discussed in the succeeding
paragraphs.

16 Para 50 of KBM.
17 Para 48 of KBM.
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3.3.1 Limitation of the system in restricting Additional
Authorisation

Para 95(3) of the Kerala Budget Manual stipulates that when an additional
appropriation is required urgently and no savings are foreseen, the authority
concerned should apply to the Administrative Department in Government
for permission to incur the expenditure. The Administrative Department with
the concurrence of the Department of Finance, authorises the expenditure,
and informs the Accountant General, through the Department of Finance,
that provision will be made later, either by re-appropriation, or by obtaining
a supplementary grant. The grant as a whole should not be exceeded before
the supplementary grant has been made by the Legislature.

Authorisation of additional funds and re-appropriation of budget is carried
out by the Budget Section in Department of Finance based on the requests
received from HODs/ COs after obtaining approvals from respective
Administrative Departments. The fund so authorised is released through the
Budget 2.0 application.

Audit verified the data in demand table!® of the Budget 2.0 application
database and found that in the capital head for the year 2021-22 under Grant
XIl — Police, the expenditure exceeded the overall grant even though the
additional expenditure was not regularised by the Legislative Assembly
under seven heads as given in Appendix 3.1.

Audit observed that the Budget 2.0 application lacks validation controls to
restrict additional authorisation up to the limit of savings available in other
units of appropriation, after the final session of the Legislative Assembly for
the financial year has been concluded.

Government stated (November 2024) that the Additional authorisation is
being provided for incurring expenditure against unavoidable items for
which immediate savings could not be located for re-appropriation.
However, all possibilities shall be explored to develop modules in budget
and the BAMS applications for avoiding the occurrences of excess grant due
to non-regularisation of additional expenditure incurred.

The reply is not tenable, as proper validation controls would have ensured
that expenditure under a specific head of account does not exceed the overall
grant and the system should restrict the expenditure under a head up to the
savings available for re-appropriation.

Recommendation No. 5

Government may augment the budget module to accurately identify
savings within grants and develop a system to monitor and track any
additional authorisations to ensure timely regularisation of expenditure.

18 Table that captures head-wise approved grant, re-appropriation, supplementary grant,
expenditure, additional expenditure etc.
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3.3.2 Absence of controls to validate and limit expenditure in
salary heads

Audit noticed that no validation control existed to check for budget
availability prior to incurring expenditure in salary heads resulting in excess
expenditure. The excess expenditure incurred during 2021-22 attributed to
salary heads are detailed in Appendix 3.2.

Government stated (November 2024) that as per GO(P) No.49/74/Fin dated
01 March 1974, excess disbursement relating to salaries, wages and pension
Is exempted from the purview of appropriation on the good intention that
payment under these items should not be interrupted for want of funds.
However, a more realistic approach shall be taken in budget estimation to
avoid excess expenditure against budget provision under these items.

The fact remains that Government has failed to tap into the potential of the
data available in SPARK for predicting trends in salary disbursement.

3.3.3 Discrepancy between expenditure in the books of
Accountant General (A&E) and Budget Data

The AG (A&E) prepares Monthly Accounts from the electronic data
rendered by the Directorate of Treasuries. Adjustments to expenditure are
made by AG (A&E) through Transfer Entries based on requests from the
Treasuries. Recovery of Overpayments (ROP), reflected as negative
expenditure, is carried out by the Directorate of Treasuries after expenditure
has been incurred under the respective head. AG (A&E) also undertakes
annual adjustments for specific heads of accounts. Since re-appropriation is
done through the Budget 2.0 application, the final expenditure booked under
each head of account by AG (A&E) must align with the figures in the Budget
2.0 to ensure accurate re-appropriation.

Audit cross-checked the expenditure data captured in the Budget 2.0
application with that of Books of Accounts maintained by AG (A&E) for the
year 2021-22 and 2022-23 and noticed that out of 7,263 heads of account,
2,653 heads showed discrepancies between the expenditure amount booked
by AG (A&E) and the Budget 2.0 data. In 14 of these heads, the differences
exceed 50 crore. Audit test checked these 14 heads of account and found
that the discrepancies were due to non-capturing of Recovery of
Overpayment (ROP) booked by Treasuries and modifications/ alterations
made by AG (A&E) through Transfer entries in the Budget 2.0.

Illustrative cases:

1. 5054-03-337-97 Kerala State Transport Project (World Bank
Aided): Difference due to Transfer Entry by AG

The expenditure shown under the head 5054-03-337-97 Kerala State
Transport Project (World Bank Aided) in the Budget 2.0 for 2021-22 was
%644.54 crore. However, the books of AG (A&E) recorded only %¥391.64
crore, resulting in a discrepancy of ¥252.90 crore. Audit analysis revealed
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that AG (A&E) made a Transfer Entry, as per the letter from the District
Treasury Officer, to transfer back an amount of 3252.90 crore to this head
which was initially credited under the head 2075. This overstatement of
expenditure in the Budget 2.0 could have been avoided if there is integration
between the Budget 2.0 and the VLC.

2. 2700-01-800-99 Interest and pension on Capital expenditure:
Annual adjustment by AG

As per books of AG (A&E), %8.57 crore and 9.00 crore were booked under
the head 2700-01-800-99 in 2021-22 and 2022-23 respectively. But no
amount of expenditure was shown in the Budget 2.0 for these heads. These
amounts represent the pension and interest contributions of Departmental
Commercial Undertakings which were adjusted by AG (A&E) as Annual
Adjustment.

From the above it can be concluded that the modification subsequently made
by AG (A&E) in the expenditure figures are not reflected in the Budget 2.0
application. As IFMS-K system could not ascertain the exact savings under
the heads, savings were not surrendered. Illustrative cases of savings which
were not surrendered during 2021-22 and 2022-23 is detailed in Appendix
3.3.

Government stated (November 2024) that for recovery of overpayment, a
new feature has been developed for CCOs in the BAMS.

The reply is not tenable as Government has not developed any system for
integration of the final expenditure booked by AG (A&E) with the budget
figures.

Recommendation No. 6

Government should initiate steps to automate budget module to
continuously track and update figures in the heads of accounts while
keeping a trail of the changes made and figures booked by the AG (A&E)
need to be captured in the budget module for improving efficiency and
accuracy in the budgeting process.

3.4

Deficiencies in the Budget Allocation and Monitoring

After Budget is passed and Appropriation Bill is enacted, Administrative
Departments, in consultation with the Department of Finance, divide the
appropriation against each head of account among Chief Controlling
Officers (CCOs) concerned. CCOs allocate the grants to SCOs and SCOs to
DDOs as per requirement in due course. DDOs are responsible for making
expenditure within the allocated amount. The distribution of budget
provision is being done through a web-based application, namely the BAMS.
BAMS envisages online allocation of budget provision up to the level of
DDO. The deficiencies noticed in the BAMS application are given below:
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3.4.1 Absence of functionality for Additional Fund request in
the BAMS

After the initial allotment to SCO/ DDO, subsequent release of funds by the
CCOs are based on request from the DDO/ SCO for meeting the expenditure.
When the amount provided under a unit is insufficient, expenditure can be
incurred through re-appropriation or through additional authorisation of
funds.

Audit noticed that no functionality exists in the BAMS module for making
request for re-appropriation, additional authorisation, surrender or
resumption of funds by the DDOs/ SCOs. Whenever additional fund is
required, DDOs/ SCOs make request for balance funds by way of
correspondence through letter/ e-mail to their respective Administrative
Departments and the Administrative Department approaches the Department
of Finance through e-office for sanctioning funds either through re-
appropriation or through additional authorisation. Lack of functionality for
post-budgetary activities in the IFMS-K prevented DDOs from submitting
proposals for additional funds through the system and hindered CCOs from
ensuring the availability of funds within the Grant for re-appropriation.

Government stated (November 2024) that an additional fund request module
in the BAMS for online submission of additional authorisation proposals
from CCO to the Finance Department has already been developed and is
under testing stage. The scope of extending the facility to DDOs/ SCOs for
submission of proposals to CCO will be examined.

Recommendation No. 7

Government should establish a time frame for developing the functionality
for additional fund request in the BAMS at the DDO/ SCO level.

3.4.2 Non-mapping of Business Rules of Kerala Budget Manual
in the BAMS

As per Para 84 of the Kerala Budget Manual, the Department of Finance
holds exclusive powers for re-appropriation between minor heads within a
grant, while re-appropriation between subordinate heads under a minor head
is delegated to Administrative Departments and Chief Controlling Officers.
Para 93(1) states that re-appropriation and resumption of savings can only be
ordered by the competent authority until the end of the financial year.

Audit noticed:

e that currently all re-appropriation/ additional authorisation/ surrender of
funds even between subordinate heads are done by the Department of
Finance. The system is not allowing re-appropriation of funds between
subordinate heads by Administrative Department/ CCOs, though there
is provision for it in Kerala Budget Manual.
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e on verifying re-appropriation and surrender data from the VLC, that
more than 75 per cent of re-appropriation and more than 90 per cent of
surrender entries were made after the close of the financial year. The re-
appropriation and surrenders effected during 2021-22 and 2022-23 are
given in Table 3.1 below.

Table 3.1
Reappropriation Orders Surrender Orders
From To No. of No. of To No. of No. of
orders entries orders entries
01-04-2022 | 31-03-2023 339 1,258 01-04-2022 | 31-03-2023 3 483
After the close of the FY After the close of the FY
01-04-2023 to 70 | 3,781 01-04-2023 to 68 | 13,773
30-06-2023 30-06-2023

(Source: The VLC data of AG (A&E)).

Government replied (November 2024) that:

e the delegation of re-appropriation powers is currently limited due to
technical constraints in the Budget 3.0 and the BAMS systems, but
the Department of Finance is developing a new module in the BAMS
to streamline re-appropriation proposals and enable further
delegation after consultations and legislative approval.

e re-appropriation after the financial year's closure primarily
regularises additional expenditures already incurred, with necessary
certifications issued by the Finance Secretary to the Accountant
General annually.

The reply regarding re-appropriation after the financial year's closure is not
tenable as it involves adjustments for expenditure already incurred without
prior approval.

3.4.3 Absence of controls in the Budget Allocation and
Monitoring System (BAMS) to validate and limit
expenditure within allotments

An analysis of the Head of Account-wise'® allotment and expenditure by
DDOs from 2016-17 to 2022-23, it was noticed that IFMS-K system
permitted DDOs to book expenditure that exceeded the allotment made by
the Controlling Officers.

Audit observed during database analysis that in respect of 117 instances, in
various Head_IDs excluding pay object heads (01, 02), expenditure was
booked by DDOs in excess of the allotted amount. DDO-wise details of

19 Table: ‘DDO_HEAD ALLOCATION_SUMMARY’ in the BAMS application.
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Head_IDs in which expenditure was booked more than the allotted amount
are detailed in Appendix 3.4.

Due to absence of validation controls in the system to limit the expenditure
within the allotment, the DDOs could incur excess expenditure in violation
of the provision of the budget manual.

Government stated (November 2024) that fruitful remedial measures for
rectifying the same will be taken up with concerned officials in a time bound
manner.

The reply is not tenable, as the lack of functionality/ validation controls
resulted in expenditure being incurred over and above the allotted limits.

3.4.4 Discrepancies in reports generated by the Budget
Allocation and Monitoring System (BAMS)

Audit observed several discrepancies in the reports generated by the BAMS,
which adversely affect the reliability and accuracy of budget allocation and
monitoring processes. Deficiencies were identified in the following reports:

o Head-wise Expenditure Report: This report is designed to generate
Head of Account-wise details for a financial year, displaying
available provisions, allocated amounts, and expenditure. However,
inaccuracies like allocated amounts exceeding the available
provisions were found in the report whereas the inaccuracy was not
found in the database table? indicating flaws in data validation and
report generation.

o Allocation Expenditure Report: This report generates CCO-wise
details of budget allocation and expenditures. Audit noticed that the
original CCO and cross-mapped CCOs?! were shown with identical
budget and expenditure amounts for cross-mapped Head of
Accounts. This duplication made it impossible to ascertain which
CCO was allocated the budget and the corresponding expenditure.

« Analysis of data?® (October 2023) showed that the system allowed
booking of negative figures in respect of budget ‘Allotted Amount’
under specified Head_IDs. It was observed that the report generated?
also showed the Budget/ received amount in negative figures®. The
negative figure appearing in Reports generated through the BAMS
establishes that it is unreliable.

Illustrative cases are given below in Table 3.2.

20 From ‘CCO_HEAD_ALLOCATION_SUMMARY"’ database table in the BAMS.

2L CCO of a different department who has to spend part of the budget allocated under a
head of account along with Original CCO in some schemes.

22 In‘CCO_HEAD_ALLOCATION_SUMMARY" table related to the BAMS application.

23 Allocation-Expenditure Report in the BAMS.

24 <CCO wise Over Expenditure Report’ in the BAMS.
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Table 3.2
Illustrative cases of budget amount in negative value

Sl.  Financial| CCO Code Head of Allotted  Allocated Expen
No. Year Account amount  amount diture
®)
1 | 2021-22 | 020A 2401-0-109-61- ) 0 0
Director  of | 1-0-0-P-V 79,03,28,000
Agriculture
2 | 2021-22 | 250A 2406-2-110-38- () 0 0
Chief 1-0-0-P-V 2,00,00,000
Conservator
of Forests

(Source: CoreTIS database).

The negative budget amount appearing in Head IDs are detailed in
Appendix 3.5.

Government stated (November 2024) that fruitful remedial measures would
be taken up with the concerned officials to rectify these discrepancies in a
time-bound manner. It was also stated that efforts are being made to enhance
the system’s functionality to ensure accurate report generation and data
reliability.

Recommendation No. 8

Government should conduct a review of all reports generated by the
BAMS to ensure that they align with requirements and accurately reflect
financial data.

3.4.5 Non-inclusion of sub-heads in Public Works Deposit head

Para 15.1.1 of Kerala Public Works Account Code stipulates that deposits
received/ recoveries made from the work bills of the contractors are
classified under the sub-heads i) Cash deposits of contractors as security, ii)
Deposits for works to be done, iii) Sums due to contractors on closed
accounts, iv) Sums due to other Governments on closed accounts and v)
Miscellaneous deposits below the minor head of account 8443-108 Public
Works Deposit.

As per Finance Accounts 2022-23, the amount outstanding under the head
8443-108 Public Works Deposit as on 31 March 2023 was %2,872.10 crore.
Treasuries lack information about the various factors that contribute to the
accumulation of these balances due to non-integration of the sub-heads
outlined in the Kerala PW Account Code into the IFMS-K system.
Consequently, all funds received for the aforementioned items are
consolidated under minor head °108-Public Works Deposits’, without
identifying the nature of the items.
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Government stated (November 2024) that new sub-heads will be opened
under the head 8443-00-108-PW deposit after analysing the technical
feasibility of operating the new sub-head under the existing minor head.

Recommendation No. 9

Government should fix a time frame for opening the new sub-head under
the Public Works Deposit head for improved transparency and precise
tracking of funds.
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CHAPTER-IV
RECEIPT MANAGEMENT

Government receipts are collected through e-Treasury and CREDIT
applications. Large amounts remain idle in pooling accounts which remain
unreconciled for years. Functionality to auto-calculate penal interest for
delayed credit of money to government account by agency banks has not
been developed, even though provided for in the agreements entered with
banks by the Government. Timely defacement of challans is not done and
only 44 per cent of challans have been defaced.

4.1 Introduction

Article 4 to 39 of Chapter Il of KFC Volume I stipulates conditions in respect
of receipts, their collection and checks involved. Government receipts
include tax and non-tax revenue. The collection of receipts and remittance to
concerned heads of account is ensured through cash/ e-payment.

The process of cash collection and its remittance to treasury is as given in
Exhibit 4.1.

Exhibit 4.1
Process of cash collection and remittance to treasury

E-treasury

Direct (E-Challan)

online

GRASKL Government
Database accounts

Physical CREDIT

cash at (M-Challan)
treasury

l\ /l

CREDIT is the treasury side application for transactions involving cash/
cheque remittance on behalf of Government of Kerala. Along with the
conventional mode of payments directly at the cash counter, IFMS-K permits
online payment through the e-Treasury wherein internet banking facility of
ten banks?® and three?® payment gateways are integrated.

A total of 10,74,45,441 challans amounting to 32,83,901.64 crore was
collected as government revenue through the e-Treasury and the CREDIT
application of treasury for the period from 2016-17 to 2022-23. On receipt
of money, challans are generated via both applications and accounted for in
the GRASKL?" (Revenue) database which stores data regarding all the

% Bank of Baroda, Bank of India, Canara Bank, Federal Bank, IDBI Bank, Indian Bank,
Indian Overseas Bank, Punjab National Bank, State Bank of India and Union Bank of
India.

% Debit/ Credit/ UPI, QR Code and EPOS.

21 Government Receipt Accounting System, Kerala.
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government receipts. These challans are submitted to the offices concerned
to avail services. The public can submit online refund application in case of
any excess/ wrong remittance made via the e-Treasury and track status of the
refund claims. In case of challans remitted through the CREDIT, refund can
be initiated through manual submission of refund application to the DDO
concerned. Further, e-Treasury is also integrated with 24 applications of 20
Departments as given in Appendix 4.1 whereby the public can access the
Departmental portals for services.

Scrutiny of applications in the receipt management system revealed the
following deficiencies.

4.2 Unreconciled balances in pooling account of banks|

The payments made through the e-Treasury are routed via various banks and
gateways for final credit to the heads of account concerned. For this purpose,
Government (February 2015) empowered banks to hold pooling accounts in
favour of Government transactions, which needed to be maintained as per
Memorandum of Understanding (MoU) made between treasury and banks.
As per the MoU, the revenue collected each day in these pooling accounts
are required to be transferred to Government account the next day. The bank
needs to provide account statement to prove that no government money
remains unaccounted and there is no misappropriation by banks.

Audit noted that Treasury Department had entered MoU with 10 banks and
three payment gateways. However, the banks and gateways were not regular
in submitting Monthly Statements as prescribed. Audit found from the
available monthly statements that unreconciled balances were held in banks
as stated below:

e State Bank of India (SBI) has been holding %21.77 crore as un-
reconciled opening balance for the month of January 2022 which has
increased to 324.29 crore for the month of July 2022.

e Canara Bank, Punjab National Bank and IDBI have been holding
%1.62 crore, X19.21 lakh and %4.43 lakh respectively as un-reconciled
opening balances for the month of January 2022.

Despite the prolonged retention of these amounts by the banks, they have not
provided necessary Account Statements to Department of Treasury and 10
pooling accounts in the 10 participating banks and three payment gateways
remain un-reconciled.

Audit observed that no provision was inbuilt in the system to capture the
Monthly Statement from the bank directly into the system.

Government stated (November 2024) that three banks had submitted the
Account Statement on unreconciled balances in pooling account and steps
have been taken to remit the amount to Government accounts.
Communication has been given from Treasury department and RBI to the
banks for reconciling figures.
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Reply is not tenable as Government’s response addresses past discrepancies
but lacks a proactive mechanism to ensure automation to capture the monthly
statements directly from banks to prevent recurrence which establishes
significant gaps in functionalities.

Recommendation No. 10

e Government should develop a functionality to periodically secure
account statements from banks via the e-Treasury system to enable
system based cross-verification, auto detection of transaction
errors and synchronised settlement.

e Government should recover the amount lying in the pooling
accounts from the banks and responsibility may be fixed for not
obtaining monthly statements and account statements.

Non-development of functionality for auto-calculation off

The MoU entered with banks provides prerequisites for effective integration
of internet banking of banks with e-Treasury. The participating bank should
remit funds every day, electronically or by RTGS?® or by any other payment
mechanism acceptable to RBI on the next working day to the e-Treasury
account with RBI. Four conditions are to be followed in case of delayed fund
transfer such as interest for delayed period beyond the permissible period?,
liquidated damages for delays beyond the due date @ one per cent plus of
bank rate and delay-cum-calculation sheet needs to be submitted to the e-
Treasury officer by the participating bank and the agreed liquidated damages
shall be paid before fifth working day of the next month. It was also
prescribed that under no circumstances, the participating bank shall hold the
principal amount collected beyond a period of five working days from the
due date of payment.

Audit noticed that banks did not submit any delay-cum-calculation sheet to
e-Treasury officers. No functionality was developed in e-Treasury
application to calculate the interest for delay in remittance of government
funds. As per data received from NIC, liquidated damages calculated at the
rate of 5.25 per cent® per annum for the delayed transaction pertaining to
the period 2016-17 to 2022-23 amounted to 31.05% crore.

Government stated (November 2024) that as per RBI directions, banks are
showing transaction date and settlement date. The treasury and bank system
has been integrated with e-Kuber®? system. Hence, data is being received
daily from e-Kuber to treasury.

28 Real Time Gross Settlement.

2 Presently to be ‘T+1’ day excluding ‘Put Through Date’ or transaction date.

30 4.25 per cent Bank rate + 1 per cent.

31 Transaction Amount x [Delay/365] x [(Bank rate + 1) / 100].

32 Core banking system developed by RBI for electronic transfer of funds in Government
transactions.
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The reply is not tenable as although the data regarding transaction date and
settlement date are available, no provision is enabled in the system to auto
calculate the interest for the delay period beyond the permissible limit.

Recommendation No. 11

Government should develop a functionality in IFMS-K to auto calculate
and claim interest and liquidated damages from banks for delayed credit
of money to Government account.

4.4  Deficiencies in defacement of challans

The Treasury Department (December 2021) instructed all DDOs to deface
e-challan once the service for which the particular e-challan generated is
provided, so that it cannot be reused.

During defacement, a watermark is stamped on the face of the challan stating
that the challan has been defaced for the amount along with defacement date,
defacement number, remarks and User ID. The details of defacement are
stored centrally in the database and are reflected in all subsequent instances
when the challan is used. As a result, the defaced challan becomes unusable
for any further services from Government. By implementing this
mechanism, Government aimed to prevent fraudulent practices and maintain
the integrity of receipts and transactions. The challan amount is refundable
upto the value of the remaining undefaced portion of the challan. The process
flow of defacement and refund process are as given in Exhibit 4.2.

Exhibit 4.2
Process flow of Defacement and Refund process
Defacement Refund
e A
e-challan produced to Access e-Treasury website and select
Department for Service Refund request
. Y,

L ] L

~
Provide GRN No. and Amount to

identify challan and generate refund

request along with Bank A/c details

3

DDO checks veracity of refund
claim and passes orders and
approves for refund if found proper

'

e-Treasury Officer sanctions refund
for credit to custmoers bank A/c
and is passed on to RBI for final
credit to beneficiaries

DDO logs in e-Treasury
module and checks veracity of
challan in e-Treasury

- J

L 2

Deface challan prior to
providing service

é N

J
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When an e-challan is produced to DDO for any service, the DDO verifies the
e-challan in the e-Treasury application and defaces it prior to providing the
required service. Refund can be availed for those e-challan for which service
has not been availed. Refund request can be raised in the e-Treasury
application by providing the necessary details. Once the DDO verifies and
approves the refund claim, the e-Treasury officer sanctions the refund for
crediting it to the customer’s bank account.

Audit noticed the following deficiencies in defacement and refund of
challans as detailed in the succeeding paragraphs.

4.4.1 Discrepancies in defacement reports and data analysis

The application provides for the MIS report ‘Defacement Report’. The
details of defacement are captured in tables of the GRASKL database in the
e-Treasury modules.

Audit noticed that the application could not generate the reports for the years
2016-17,2017-18 and 2022-23. Further, Audit scrutiny of Defacement report
generated revealed that out of 3,04,97,837 challans received during the
period 2018-19 to 2021-22, only 1,01,39,579 were defaced (33.25 per cent)
by departments, as per e-Treasury defacement report thereby 2,03,58,258 e-
challans amounting to X14,232.26 crore remained not defaced as detailed in
Appendix 4.2.

On verification of database tables used for receipts and defacement of
challans for the period 2018-19 to 2021-22, Audit noticed that out of
7,01,96,745 challans generated amounting to 1,69,629.76 crore, only
3,47,29,797 challans were defaced (49.47 per cent) leaving the balance of
3,54,66,948 challans amounting to X1,48,384.52 crore not defaced. The year-
wise detail is given in Appendix 4.3.

Audit observed that the defacement report generated by system did not match
with data analysis conducted by Audit.

Government stated (November 2024) that defacement reports for the year
2016, 2017 etc. are available in treasury now.

Reply is not tenable as although some reports have been generated, the
department has not explained the discrepancies between the Defacement
report and the source database. Further the report for 2022-23 has not been
generated.

4.4.2 Defacement of challans over and above challan amount

A challan can be defaced completely or to the extent of service provided,
thereby enabling full or partial defacement. Multiple partial defacements are
possible against a challan, but the total defaced amount should be restricted
to the challan amount.
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On verification of treasury data for the period from 2016-17 to 2021-22,
Audit noticed that out of 3,73,73,538 challans amounting to 326,739.15 crore
that were defaced, 14,608 challans amounting to ¥25.59 crore were defaced
for %56.59 crore. An illustrative case is given in Exhibit 4.3.

Exhibit 4.3.

("J
g iy ‘?-

GOVERM ENT U F KERALA
DEPARTMENT OF TREASURIES
e-CHALLAN
(See rule 10Z( c ) and 124 of Kerala Treaswry Code)

GRN: KLO12520520201815M | RNNIINENENNINIEN] D INl | Date : 05/03/2018-12:32:23

L] R
Department Treasuries R RS1_6B&gg%ﬁgm"&g“"giﬁﬂﬂ,”—n—" 31051100165
0 o o gut____ PETE cra 105110015‘5
Reﬁt? N€E alky - “AMOUNT - DSI'O":O"; - Payer Denalﬂ
mer = 2000 00 372019 e
"W D;;;%mﬂmia‘m’@alﬂaa 00 ____D__%}%J{rmrcmem )
e 201319 — R“P"“ Oy
Remiltance n&m"f“’:’:: Eighty Four Thousand b | PaN Mo, [If Appliacable)
s i La
ookfB: 111]24_1‘:1-011 Nen pudicial 342000.00 | Full Marms dhanapal Starmg vendor

Eazhalkout bam

Flat/Block No.
Premises/Building

Road/Strest

Areaflocality
TownfCity/District

FIN
Purpose [if Any] =

general

Total 342000.00

The challan number KL012520520201819M amounting to X3.42 lakh is seen
defaced for 36.84 lakh.

Government stated (March 2023) that the issue of incorrect defacement has
been reported to NIC for making corrections/ rectification and the same is in
progress. It was further stated that the error came because of fetching the data
from an intermediate table and shared into the new database table®.

On re-verification of treasury data for the period 2016-17 to 2021-22 in the
new table reported by Government, it was seen that the issue of incorrect
defacement was resolved to some extent. However, the issue still persisted
in 258 challans amounting to X1.84 crore. These challans were seen defaced
for X3.48 crore. On further analysis of data for 2022-23, out of 93,56,945
challans amounting to ¥8,553.17 crore that were defaced, it was seen that in
respect of two challans amounting to X5.20 lakh the challans were defaced
for 10.39 lakh. The details are provided in Appendix 4.4.

Government stated (November 2024) that the issue has been resolved.
However, Audit noticed that the issue persists for the challans as detailed
above.

3 Receipt_defaced_details.
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4.4.3 Failure to capture defacement details in challans

On verification of treasury data for the period from 2016-17 to 2022-23,
Audit observed that 14,376 challans amounting to ¥53.80 crore pertaining to
head of account ‘0030-01-800-99-00 Legal benefit funds stamp’ were
defaced by the department. It was seen that even though defacement numbers
were generated for these challans in the underlying database table, these
challans were not seen defaced with the watermark details in e-Treasury
portal.

It was seen that Government had rectified the same at the instance of Audit.
4.4.4  Absence of uniqueness in defacement numbers

Any challan defaced should have a unique autogenerated defacement
number to ensure that it could be used to trace the exact challan and amount
defaced.

Audit observed that for the period from 2016-17 to 2022-23, a total of
15,04,384 defacement numbers were used for defacing 33,09,145 challans.
Out of the above, 21 defacement numbers were used more than 50 times for
defacement of challans as detailed in Appendix 4.5. Audit further noticed
that defacement numbers contain a sequential number and the year of
defacement while some contain a sequential number alone. This points to
multiple methods of generation of defacement number through various
processes.

Government stated (November 2024) that the issue has been resolved.
However, Audit on reverification found that the deficiency persists.

Recommendation No. 12

Government should modify the application to ensure that every challan
defaced is stamped with unique defacement number and the total defaced
amount do not exceed the challan amount.

4.5 Deficiencies in refund of E-challans

Avrticle 36 of Kerala Financial Code Vol I stipulates that when an application
for a refund is received for any revenue item, the officer who recorded the
original revenue should locate the relevant records, verify the claim, and
issue the refund order. The refund details must be recorded against the
original receipt to prevent any accidental duplicate of refund claims.

e-Treasury has a facility for online submission of refund request. The
claimant can submit the request for refund against a Government Reference
Number (GRN)3* through the option ‘refund request’ in e-Treasury portal
and can track the status of refund. On refund of challan, a watermark is

3 GRN s aunique reference number generated against a challan for identifying the challan
in the database.
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stamped on the face of the concerned E-challan as ‘Refunded for Rs..... .
Multiple refunds are possible against a single challan until the unused
amount of challan is exhausted.

Audit noticed the following deficiencies.

45.1 Incomplete Generation of Refund Reports and non-
recording of GRN in receipts

a) The year-wise status of refund request received, as per refund report
generated in e-Treasury, is detailed in Appendix 4.6. It was revealed that the
e-Treasury is not generating the reports for the periods 2017-18 and 2018-19
and for the period 2022-23. It was seen that only department-wise monthly
reports could be generated.

b) Audit noticed that 20 integrated departments did not provide GRN for the
receipts, which is essential for claiming refund. Thus, the public who were
provided such receipts would not be able to claim refund, if needed. For
example, the Revenue Land Information System (ReLIS) application of
Revenue Department which is an online platform used for the payment of
land tax, transfer of registry etc., does not record the GRN of challan in the
generated receipt.

Government stated (November 2024) th

mobile through SMS.

The reply is not tenable as a complete report regarding refund requests is
essential to identify lapses and take corrective action. Further, the non-
inclusion of GRN in receipts of integrated department would prevent the
submission of refund claim.

45.2 Other deficiencies noticed in refund of challans
Audit noticed that:

a) in three cases the refunded amount was greater than the actual challan
amount by 0.13 | akh.

b) in case of 151 challans amounting to 13.53 lakh, though the refund status
shown ine-Tr easury as Opending with
chall ans it was watermarked as

c) in five challans, the defaced value displayed in Refund Request page was
hi gher than the actual chall an

It was seen that Government had rectified the same at the instance of Audit.
45.3 System deficiency in processing of refund requests

Audit observed that in the case of 72 challans which were already refunded
for its entire amount of 29.36 lakh, subsequent refund requests were
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