OFFICE OF THE ACCOUNTANT
GENERAL (A&E), PUNJAB, SECTOR-
17E, CHANDIGARH - 160017.

No. Admn. /CAG¢/2022-23/ /4o |

Date:- ) 2.0 7'L:2/)/

To
Sr.Accounts Officer,
IT Support Cell

Subject: Cyber Security Guidelines for government employees & Advisory regarding
phishing through SMS/Whatsapp messages.

Sir,

[ am to forward herewith copy of HQ’s email dated 15.06.2022 and 13.06.2022

mon the above subject for uploading on the official website.

Yours faithfully,
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Cyber Security Guidelines for
Government Employees
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MINISTRY OF ELECTRONICS & INFORMATION TECHNOLOGY
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= == —= Centre

A-Block, CGO Complex
New Delhi— 110003
Website: https://www.nic.in/
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DISTRIBUTION LIST:

The following persons hold copies of the documents; all amendments and updates to the
document ruustbe distributed to the distribution list.

Departments

CONFIDENTIAL:

This document contains restricted information pertaining to the National Informatics
Centre. The access level for the document is specified above. The addressee should
honor this access right bypreventing intentiona' or accidental access outside the access
scope.

DISCLAIMER:

This document is solely for the information of the government employees and
outsourced/contractual resources and it should not be used, circulated, quoted or
otherwise referred to for any other purpose, nor included or referred to in whole or in
part in any documentwithout our prior written consent of NIC/MeitY.
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National Informatics Center (NIC) has developed a secure online interface in
collaboration with “The Synergy” (enterprise-grade cybersecurity service provider)
to browse on the off chance that your email and secret phrases were spilled
during any malicious campaign. ‘

In this connection, users are requested take the following steps at your end.

1) Logon to https://thesynergy.in/emailscanner/

2) Scan your credentials to make sure you are surfing securely over the internet

3) NIC/ Synergy will not share the details of Fmail Accounts with anyone

4) In case of any error on the page, please report and send a screenshot to us

instantly

This document is being sent on the directions of Director General, National
Informatics Centre.
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