OFFICE OF THE PRINCIPAL ACCOUNTANT GENERAL (A&E), WEST BENGAL,
f RLASURY BUILDINGS, KOLKATA — 700 001

- No. PAGAEWB/03/57/02/WM/Misc.-11/2020-21/120 26.02.2021

OFFICE ORDER

'l’hé syllabus of C-6 paper of Continuous Professional Development Examination
Stagc—ﬂl (CPD-III) has been revised vide Examination Wing Circular No. 01 of 2021
communicated under letter no. 37/14-Exam/Syllabus Revision 2018 dated 9" February
2021.

The aforesaid circular and letter are enclosed for general information.

This issues with the approval of DAG (A/cs & VIL.C).

o

Sr. Accounts Officer/WM



OFFICE OF THE PR. ACCOUNTANT GENERAL (A&E),
WEST BENGAL, TREASURY BUILDINGS,
KOLKATA - 700 001.

Office Order (Admn. Series) No:: PAGAEWB/02/02/189/267
s Date::12.02.2021

- Headquarters’ Examination Wing Circular No. 01 of 2021 communicated under

letter bearing No. 37/14-Exam/Syllabus Revision/2018 dated 09.02.2021
regarding revised syllabus of C-6 paper of Continuous Professional
Development Examination Stage-Ill (CPD-III) is attached herewith for general

information to all prospective candidates.

(A.Pal)
Sr. Accounts Officer (Admn.I)

Copy forwarded to :-

1.

2.

Secretary to the Pr. Accountant General (A&E), West Bengal.

Sr. Accounts Officer (W.M:), He is requested to bring the contents of this office
order to notice of all candidates posted in different P. W. Divisions intending to
appear in the above mentioned examination from this office.

(S.K.Dasgupta)
Assistant Accounts Officer (Admn.I)

—



OFHICE OF THE COMPTROLLER AND AUDITOR GENERAL OF INDIA
10 BAHADUR SHAH ZAFAR MARG, NEW DELHI - 110124

“Examination Wing

Circular No. 01 of 2021 °
(Only for 1A & AD)

N0 27*'.14?\3”1 Svllabus Revision 20108

Dated 9% February 202

o :

Heads of Department of IA&AD offices
(AN per standard e-manl hist)

Subject: Revised Syllabus of (-6 paper of Continuous Professional
Development Fxamination Stage-111 (CPD-11)

Madam/ Sn

In partial moddhicatton of Examimation Wing Cireular No 17 of 2019
dated 277 August 2019 regarding revised  svllabus of RA and CPD
cvanunations, its mformed that with the approsal of the Competent Authority
e svilabus for C-60 Information Svstems  Audit paper ot Continuous
Professtonal Development l“\ilmlmulmn Stage-H (CPD-1 has been.revised
Phe revised svtlabus s enclosed herewith which will be appheable from the
| vamimation-1 of 2021

e

Fhe svilabus of the other exammations:papers 1o, RALL C-1. C-20 -3

C -4 and C-5 as published vide Circular No 17 of 2019 1bid will remain the same

Yours taithiualls

g b

N i :
(Manish kumar)
Director General (Exam)




Revised Syllabus of C-6 Paper, Information Systems Audit of CPD-1H

To be implemented w.e.fL Fxamination | of 2021

1 Information Systems Audit

(.1, Information System Acquisition, Development and Implementation
P Projecet Management- planning. execution: monttoring and closuie
P12 Governance structure roles and responsibilities

P13 Sestem Development Lite Cycle (SDLC) phases
114 Sottware Development methods

. IS Hardware: software acquisition processes and steps, Model REP (METTY )
Lo 1T services management (ITSM)

{7 Business Cantmuity Planning (BCP)

1.2, Governance and Management of Information Systems
F 21 Overview of frameworks- CoBHE framewaork. 1SO 27000 senies (security) 150
SSA00 series (1T governance)
P22 0 ACt 2000 (and amendments) and rules issued thercundes
Vadbaar Act and Regulations issuced thereunden
b2 Naoonal Intormanion Security Pohiey and aundelines

=

P25 Daertal Indha programme and e-Kranti nussion

1.3 Information System auditing process
P31 2020 CAG s Standing Order on Auditing inan T Eavironment
2 Rask-Based 1S Audit Planning

i

VA Dypes of Contrals

3a ) Contral objectives and measures
AR GCeeneral and [S-specific controls

I3 IS audit processes activities

IS Data Anahvtics- CAA TS, Continuous audiimg techmques

i 4. Protection of Information assets
P4 Ldentity and Access Management
t 42 Network and End-Point Secunty
i 5 Data Classificaton

P41 Data b nervpuion and Bacryption-Related Techniques, Pubhic Key Infrastructune
(PRh }

F 45 Intormation System Attack Methods and Techmiques OWASP Top 10
vulnerabilities

; SRR |

B

»Secury Testing Tools and Techniques
L7 Scecurty Monitoring Tools and Vechnigues
I8 Incident Response Management

7. Suggested reading materiall references:
20 CoBlT framewark by ISACA | overview of 15O 27001 and 1SO) 38500
22 CAGHs Standig order on auditing in 1T environment

W GEEACTDE handbook on T audit for Supreme Audit Institutions

24 For 4 2 actsfrules can be used for readinge material

q »(\1\
St AO (Bxany



